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1. Introduction 
The Consequence project addresses the problem area of the exchange of data between 

organizations when the disseminating information is governed with data sharing agreements.  

This document is intended to cover the enforcement layer of overall Consequence 

architecture. Rest of the document is organized in following way. Section 2 describes the 

requirements for enforcement layer that are resulted from the project test beds analysis.  

Section 3 summarises state of the art in the research domain and analyses the product 

available on the market. Each approach or solution is examined from the satisfaction to the 

requirements point of view. In Section 4 we introduce our models and approaches that allow 

solving the problems derived from the requirements identified earlier. 

2. Enforcement Layer requirements 
In this section we present high level requirements that are derived from the test bed scenarios 

and that are relevant to the Enforcement Infrastructure within the Consequence architecture. 

The requirements to other layers and subsystems are not covered here. Weôll drill down into 

these requirements and develop them further in the Section 4 , describing proposed models 

and approaches for the enforcement layer implementation.  

2.1. Cryptographic protection of information 

In the Consequence scenarios, the data have to be protected from the unauthorized usage 

when it leaves the boundary of the trust domain. Whether it is being transferred, or entering 

another trust domain, or being consumed there - in all these cases the Consequence 

framework has to authorize the usage. The protection, applied on the data, has to be consistent 

during the whole data life cycle. The data are being transferred between trust domains, so 

called data in motion, has to be protected outside the boundaries of the participating parties. 

When sending and receiving domains can absolutely control their boundaries, their 

communication channels and when they capable to protect all the incoming and outgoing data 

exchanges, the data protection control can be implemented at the boundaries. However, in the 

real life this is only achievable for some very restrictive and well orchestrated systems that are 

not considered as a common case for the Consequence scenarios. Hence, at some point in 

time, the data is to leave areas controlled by originating or receiving systems and thus there 

will be no application available to make an authorization decision regarding the data usage. 

Arguably, the only one way to force the data consumer to get an authorization to access the 

data is to encrypt it and control cryptographic keys distribution depending on the policy layer 

authorization decision. Solution-wise this calls for data encryption, and thus for key 

management. 

Example (Scientific Data Test Bed. D5.1): ñIn cross-domain collaboration, partners may 

share data on-line using email, sftp/ftps or accessing data programmatically using server side 

script, wrapper or resource broker middleware.  This use case <...> considers client-side 

enforcement of data policies defined in the relevant project-specific agreements, which the 

partners are end parties to.ò 

The enforcement layer has to be able to protect parts of data, optionally applying different 

protection requirements to the different pieces of the information that constitutes the whole 

document or the distribution object. 

Example (Crisis Management Test Bed. D6.1): ñA TSO (Tactical Situation Object) shall be 

divided into a set of separate elements, and shall have different access policies for each 
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element. Access to a given element is permitted only where the access policy permits it and 

not otherwise. ñ 

   

2.2. Absence of  a-priori knowledge about specific recipients 

In Consequence, users in the test beds are considered as subjects requesting access to the 

protected data. Despite the fact that the services of participating parties can also request 

access to the data, this is not general case for the Consequence scenarios. In practice, a DSA 

(Data Sharing Agreement) does not specify particular services or users which are allowed to 

perform specific actions on the protected data, but rather sets the conditions and rules that can 

be evaluated by the Policy layer to make an authorization decision regarding a particular 

subject. Although the policy evaluation is the responsibility of the policy layer, the 

enforcement layer has to provide an infrastructure to protect the data without requiring a 

priori knowledge about specific recipients. This requirement can affect the keys distribution 

model. 

 

2.3. Gathering input for the policy evaluation 

To access the data and perform the actions on protected information, the requestor has to 

provide the required identity(s) and contextual information. This information can be acquired 

from remote services, for example from Identity and/or Context providers, as well as from the 

local environment parameters, such as the corporate network connection type (intranet logon, 

VPN, smart card logon, remote connection logon and so on).  Other examples of the 

information needed for the Policy Decision Point (PDP) could be client system state (up-to-

date virus protection, enabled firewall etc.), and physical location (geographical coordinates 

or location within controlled building area etc.).   

Example (Scientific Data Test Bed. D5.1): ò... all work related to the development of its 

drug discovery software in Phase 2 of the project must be: 

- carried out in its laboratory    

- using approved software onlyò. 

Example (Crisis Management Test Bed. D6.1): ñThe policy decisions shall be based on 

elements within the TSO and on context data (e.g. geospatial location, tier 1, 2 or 3) provided 

by the responderò  

The enforcement layer has to provide the services to collect the required information and pass 

it to the PDP during policy evaluation process. It is hard to imagine all possible sources of 

such information, thus the corresponding component of the Enforcement layer has to provide 

extensibility points allowing plugging in external identity and context information sources. 

2.4. Metadata   

The data attributes can be taken into consideration for the policy evaluation during the 

protected data access request processing. This metadata is not part of the identity and context 

information required for the policy evaluation. The enforcement layer has to interact with the 

policy layer to figure out what metadata is required for policy evaluation and how to locate it 

in the protected object container.  

Example (Scientific Data Test Bed. D5.1): ñSecurity policies usually refer to certain 

attributes of the data and users requesting access to that data.  The type of attributes required 

by a policy depends on the class of security models to which that policy belongs.  For 

example, policies expressed in the Mandatory Access Control (MAC) model <...> require a 
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data object to have an attribute representing its security classification, which is normally 

derived from a lattice.ò  

The metadata can be a part of the protected data within the object container or it can be 

located there unprotected. In any case it has to be resistant to the unauthorized changes. Thus 

the enforcement layer has to provide metadata integrity in the protected object container. 

 

2.5. Protection of derived data 

In the DSA it can be specified that the data derived for the source data has to adhere to the 

policy(s) based on the originating data protection policy.  

Example (Scientific Data Test Bed. D5.1): ñIn particular, the creation of derived data brings 

out issues relating to the propagation of the parent data policies.  For example, the derived 

data cannot be published without the explicit consent nor proper acknowledgement of the data 

providers, i.e. BioTech and University B.ò; ñIt should be possible to propagate data sharing 

restrictions from a source dataset to the derived data.ò   

The data itself is processed by the consuming application. This means that only the 

consuming application has knowledge about the derived data and its relations with the source 

data. The enforcement layer has to provide mechanisms of informing the consuming 

application about adhering policy requirements. The consuming application and enforcement 

layer have to work together to satisfy policy adhering requirements of the particular DSA 

instance. 

 

2.6. Isolation from the consuming application 

The protected content has to be unprotected for the requestor who is authorized to perform 

specific actions on it. Moreover, the allowed usage of the data can be constrained by 

additional conditions check and the obligations to be executed at the client environment. This 

leads us to necessity of the client enforcement layer that isolates the consuming application 

from the complexity of the protection metadata handling and cryptographic operations from 

one side and from another side guaranties the execution of the additional constraints before 

providing access to the data for the specific actions. Thus the enforcement layer has to 

provide the appropriate API to the consuming application to unprotect the data and to perform 

allowed operations on it.   

Example (Scientific Data Test Bed. D5.1): ñIn addition, it may also be helpful to provide 

software libraries or plug-ins for popular scientific software or programming languages to 

facilitate the development of Consequence-aware scientific applications to widen adoption of 

the framework.ò 

The client enforcement layer can include software as well as hardware components providing 

the effective defence against attacker in the client computing environment. It could be 

required to identify not only a user but also a consuming application type or even an 

application instance. 

 

 

2.7. Support of the ñoff-lineòaccess 

The Consequence test bed scenarios, especially the crisis management test bed, require 

providing off line access to the protected data. The notion of the off line access can be 

interpreted in a few ways depending on the applicable scenarios:  
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¶ Protected data can be consumed without the need to contact the originating domain 

Thus the requestor client application and the Consequence components do not communicate 

directly or indirectly through the Consequence server components of the requestorôs trust 

domain with any services from the authorôs trust domain where the document has been 

originated. The communications to the remote services within the requestorôs trust domain are 

allowed for these types of scenarios. This doesnôt exclude the necessity for interactions 

between participating parties services during the setting up of a specific DSA agreement.   

¶ Cached authorization decision 

While accessing a document for the first time, the requestor application and/or Consequence 

client components communicate with remote services.  Then the information that allows 

access to the document (a.k.a. Use license) is cashed locally at the client environment. 

Consequence client components control the expiration of this information and when it is 

expired the requestor is forced to go online to renew it. This approach is broadly adopted by 

the reference IRM (Information Rights Management) solutions when the content key used for 

the document decryption is released to the requestor and the key is wrapped into so called Use 

license that has an indication of the expiration time. 

¶ Completely offline access 

In this case, a requestor does not communicate with any remote services neither in the 

requestor nor in the originator trust domains while accessing a protected document. This does 

not exclude a necessity of the interaction between participating parties services during the 

setting up of a specific DSA agreement 

Example (Scientific Data Test Bed. D5.1): ñResearch is a creative activity and it is common 

research culture for researchers to carry out their activities when and where they feel 

appropriate.  To accommodate this practice, it is desirable to permit occasional secure data 

sharing in an environment without network access for some data sharing activities, if not 

expressly forbidden by the properties in the low-level data policies.ò 

Example (Crisis Management Test Bed. D6.1): ñ<é> These will use a variety of 

communications networks, some of which may be disabled by the incident, and some of 

which will have limited coverage, for example, where buildings cast a radio shadowò. 

 

2.8. Integration with the authorization infrastructure 

It has to be possible to integrate organization authorization infrastructure with the 

Consequence framework as long as it complies with the Consequence requirements for the 

authorization subsystem. By integration we mean co-ordination of the component interactions 

at the interface level. The enforcement infrastructure is not dependable on the organization-

specific authorization infrastructure. 

Example (Scientific Data Test Bed. D5.1): ñWe assume that the ICAT servers will be able 

to collaborate in resolving and enforcing the full set of data sharing policies including any 

side effects arising from the interactions of the separate sets of policies.ò 

2.9. Delegation 

We consider the delegation as a process of the transferring of rights and obligations of one 

subject to another subject. The delegated rights cannot exceed the rights of the delegator. The 

rights and respective obligations of the delegator include constraints and obligations regarding 

what rights can be delegated and to whom it can be delegated. In general case, a delegate has 

to perform obligations that were assigned to the delegator and additional actions specified by 
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the delegator. There are scenarios in which the delegator assigns to delegates restricted subset 

of rights that he has himself and can also relax the obligations accompanying this subset of 

rights.   

Example (Scientific Data Test Bed. D5.1): ñ<...> Student attempting to access partnersô data 

in an automated, grid-based scientific workflow to simulate the molecular structure of 

integrase in complex with a host protein (mini use case 2).  This scenario would involve the 

Student delegating a form of credential to the workflow system.  The workflow resource 

broker or a sub-process uses the delegated credential to access and transfer proprietary data 

<...> to 3
rd
 party computation nodes identified at runtime.  The physical usage contexts (e.g. 

time, geographical location) would evolve dynamically over the workflow enactment, the 

proposed solution must therefore be capable of monitoring environmental parameters to 

ensure the correct enforcement of context-related low-level data policies at read time.ò 

 

2.10. Authorization workflow and asynchronous processing 

There are scenarios, where the authorization to perform a specific action on the 

document/data depends on the intermediate steps that cannot be completed synchronously. 

Such steps could be, for example, getting an approval from the author or some other person, 

querying additional sources for the information about the subjects, about the data being 

processed and so on.  

Example (Scientific Data Test Bed. D5.1): ñResearchers planning to use publicly available 

data in their analyses should, where possible, contact the original PI to suggest collaboration. 

ñ  

In general case, some workflow can be a part of the authorization process. E.g. the policy 

requires getting the authorôs consent to give access to the document when the requestor is 

trying to open the document. In practice, there could be delays between sending an access 

request to the enforcement layer and the moment when the access has been granted. These 

delays can last from a relatively small period of time, when only automated services are 

involved in the access request processing, to a few days when the user physical involvement 

is required. Although the policy infrastructure is responsible for orchestration of such 

workflows, the enforcement layer is supposed to be able to support these possible delays. 

Thus the enforcement infrastructure, together with the policy infrastructure, has to allow an 

access request asynchronous processing and the postponed authorization decision delivery 

mechanisms.  

 

2.11. Obligations 

An authorization result is the output of protected data access request processing. This 

authorization result can stipulate that some actions have to be performed by enforcement layer 

before, during or after accessing the data. Some of these actions may require user interactions. 

Usually it is worth distinguishing obligation, that is an action to be performed after an access 

to the data has been given, and provision, that is an action to be performed before access 

occurs. However, for the sake of simplicity we will later refer both obligations and provisions 

as obligations.  

The obligations can be explicitly specified in the DSA. Then they must be translated into the 

enforceable policies. The obligations may also do not derive from the particular DSA but they 

can be directly encapsulated into the enforceable policy, specific for the particular DSA 

instance, reflecting the organization internal rules and requirements.  The obligations can be 
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applied system wide to all data governed by any DSA, independently from the particular DSA 

instance. For example, when there is a requirement to log all access attempts, successful and 

failed.  

Example (Scientific Data Test Bed. D5.1): ñThe facility would like researchers who have 

downloaded publicly available data to permit the periodic collection of usage information for 

data management purposes.ò 

The typical examples of the obligations are checking expiration date of the protection 

metadata cached at the client; logging data access attempts and the access type; notification of 

the data author and so on.  

The Consequence framework has to provide components and services to perform the 

obligations at the different layers of the architecture. The framework will deliver basic 

components to execute some common actions such as logging, notification, specific 

conditions checking and so on. On the other hand it is not possible to foresee all potential 

actions that can be specified in the DSA, organizational policy or at the system wide level. 

Thus it is required to allow extending the Consequence framework with specific components 

performing one or another type of the actions. The framework should provide extensibility 

points with sufficient security level. 

2.12. Audit 

Audit and protected information access logging is required for some scenarios to backtrack 

information leakage or identify unauthorized access attempts.  

Example (Crisis Management Test Bed. D6.1): òDuties on the organisations with regard to 

the material - for example, to log access to certain types of document that include sensitive 

personal information, to provide justification for using the data <...>.ò 

The request to perform an audit could be expressed as an obligation in the evaluation results 

for the requestor and/or it can be configured on the system-wide basis by the administrator. It 

is required to create an audit log entry even during off line processing. In this case audit 

records created at the client system and then later are synchronized with the server.  

Example (Scientific Data Test Bed. D5.1): ñWhen the network communication is resumed, 

we further envisage that an audit will be triggered.  The policy enforcement component will 

review the local log to determine if breaches in pertinent data sharing policies have taken 

place and raise events as obligated by policies.  The log may also be used to support the 

resolution of conflicts over liability if a breach is detected.ò 

The audit logs will achieve integrity and non repudiation. 

 

2.13. Providing security of Enforcement layer 

The enforcement layer components should provide the protection of policy and metadata. 

Particularly, integrity, authenticity and optionally in some cases confidentiality of the rights 

policy have to be considered. The enforcement layer is needed to provide sufficient key 

management infrastructure to sign/verify and encrypt/decrypt policies not only when they are 

treated within single trust domain, but also for cross-organizational, federated scenarios.  The 

enforcement layer controls the key infrastructure, including key storage. 
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2.14. Requirements summary 

In this section we summarize high level requirements to the enforcement layer in the 

consequence framework.  

 Requirement Reference 

ENR 1. Data encryption 2.1 

ENR 2. Cryptographic keys management 2.1 

ENR 3. applying different policies to different data parts 2.2 

ENR 4. Protecting data without requiring a priori knowledge about 

specific recipients 

2.2 

ENR 5. Collecting the identity/context information from particular 

providers 

2.3 

ENR 6. Collecting context information from the local environment 2.3 

ENR 7. Extensibility of the policy information point 2.3 

ENR 8. Usage of the content metadata during protected object request 

processing 

2.4 

ENR 9. Propagation of the source data policy to the derived data Error! 

Reference 

source not 

found. 

ENR 10. Providing the layer (library, API) to work with the protected 

data object within the consuming application  

2.6 

ENR 11. Protected data can be consumed without a need to contact the 

origin domain 

2.7 

ENR 12. Caching of the authorization result  2.7 

ENR 13. Offline access to the protected data (specific cases) 2.7 

ENR 14. Integration with the authorization infrastructure 2.8 

ENR 15. Delegation of the rights from one subject to another  2.9 

ENR 16. Asynchronous processing of protected data access request  2.10 

ENR 17. Performing of the obligations derived from the policy 

evaluation 

2.11 

ENR 18. Audit  2.12 

ENR 19. Providing security of the enforcement layer. Supporting 

confidentiality, data integrity and non repudiation  

2.13 

 

3. State of the Art 
This section comprises an overview of the well known models of rights enforcement on the 

disseminating content. It provides also a short description of the products and technologies 

available on the market and implementing one of the enforcement models.  
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3.1. Models 

The following notations are used in the models descriptions: 

 

Key (cipher key). We donôt specify dependency on 

any specific encryption algorithm; also both 

symmetric and asymmetric key approaches should 

work. 

K 

Content key (cipher key). It is used to encrypt plain 

text/data 
 

Requestorôs key  (cipher key)  

Licensorôs key  (cipher key)  

Publishing license PL 

Use License UL 

Publishing or Use License (or unsigned license) Lic 

Formulation in any language describing functional 

dependencies between the arguments args  
 

Set of access rights that is granted, or that is subject 

to a policy. Two sets of Rights need to be 

óintersectôable; We donôt prescribe any intersection 

mechanism/operation (e.g. intersection of two flat 

lists would work easily). 

 

Policy formulation, that binds the information access 

Rights to the conditions in a policy Expression to be 

evaluated by a policy decision point PDP  

 

Encryption of the data text T with the key K  

Encryption of the data text T with keys K1 and K2. 

Both keys are needed to decrypt T. We donôt specify 

dependency on any specific encryption algorithm 

with requiring multiple keys (e.g. layered encryption 

works). 

 

Licensor (IRM server or other entity that plays a 

licensor role) 

L 

set of objects  

Collection of objects of the same specific type   

3.1.1. Keys management classification 

Well known dissemination control models are based on the cryptographic techniques to 

ensure data protection when the data leave access control perimeters.  In such systems some 

cryptographic key is used to encrypt the data content which is being distributed to a few 

recipients. The access to this key or its derivatives can be guarded through the authorization 

policy. The systems are different in their approaches to the authorization policy 

implementation.  But the key distribution and key management processes play the 

fundamental role in all systems that are based on the cryptographic protection approach. Less 
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significant, but also important aspect affecting an enforcement model relates to the question 

about packaging of the encrypted content. This subsection describes the keys management 

classification that is used in the subsections below for the analysis of the known models and 

approaches in the area of disseminating content rights enforcement. 

Conceptually, the keys manager is a part of the Policy Enforcement Point (PEP), which 

interacts with Policy Decision Point (PDP) to get an authorization decision. The keys manager 

issues the content key to the recipient only if the recipient is authorized by PEP to perform the 

requested action. Architecturally, the PDP can be deployed remotely in relation to the keys 

manager but from the model perspective they are located in the single trust domain. Thus we 

will consider keys manager and PEP as single entity.  

In general case the content key is unique to the document or to the group of the related 

documents.  In respect to the content key distribution model and to the key management 

component deployment the following options tree is presented: 

 

 distribution of the 

Content key to 

the recipient

 

Content key is 

encrypted for 

Recipient

ENM 2.1.1

During setup/

bootstraping 

procedure 

ENM 1.

Key manger 

Is deployed locally

ENM 1.1

Together with the 

document

ENM 2.

Key manger 

Is deployed 

remotely

ENM 1.2

Key manger 

Is deployed locally

ENM 2.1

Key manger 

Is deployed 

remotely

ENM 2.2

Content key is 

encrypted on 

master key

 ENM 2.1.2/2.1.3
 

Figure 1 Keys distribution classification 

 

ENM 1. Distribution of the content key ID (donôt distribute content key itself) 

implicitly (e.g. session number) or explicitly (e.g. specific reference) during 

setup/bootstrapping procedure. 

This option implies that sending and receiving parties have agreed on the key management 

process including the initial keys distribution and the derivative keys generation 

procedures. Only under these circumstances the recipient can potentially get an access to 

the document.  

In respect to the Author (Sender) and to the User (Recipient) there are two logical options 

of the key management component deployment ï local and centralized. 

 



Grant Agreement 214859  Consequence D4.1 

Consequence Deliverable D4.1: Page 15 of 61 

ENM 1.1. Keys Manager is deployed locally  

Local deployment option implies that all initial content keys and their derivates that will 

be used for the document protection are installed locally in the actorôs (Author or User) 

environment. Because of the requirement to encrypt the data for a few recipients, the 

cryptographic material of all recipients has to be synchronised to the Authorôs 

environment. As soon as the Recipient can play the Author role, environments of all 

potential participants have to be synchronized.  

 

ENM 1.2. Keys Manager is deployed remotely  

Central deployment option implies that all initial content key and their derivates that 

will be used for the document protection are installed centrally in the actorôs (Author 

and/or User) trust domain. To get access to the content key the requestor explicitly asks 

remote PDP which checks the authorization policy. 

 

ENM 2. Distribute the encrypted content key together with the document. 

To avoid the keys management and synchronization of the keys for each of the protected 

documents, the content key itself can be encrypted and distributed together with the 

document to the recipient. In this case the keys manager does not manage the content keys 

but the keys protecting content keys. These keys are not needed to be managed on the per 

document basis that makes this option easier for the implementation and for the 

administration. 

 

ENM 2.1. Keys Manager is deployed locally  

The content key can be encrypted for the recipientôs key or for the Key Managerôs key  

ENM 2.1.1. Content  key is encrypted for the recipient  

This option implies the Author knowledge about all recipients before the document is 

being protected. For each of the intended recipients the correspondingly encrypted 

content key is distributed together with the content.  

ENM 2.1.2. Content  key is encrypted for the Keys managerôs key (a.k.a. master 
key) 

This option implies the Author knowledge about how to encrypt the content for the  

master key. Master key has to be distributed to local environments of all recipients.   

 

ENM 2.1.3. Content  key is encrypted for the group key(s)  

This is combination of the options ENM 1.ENM 2.1.1and ENM 1.ENM 2.1.2, when 

recipients are split into the groups and each group has its own master key.   

 

ENM 2.2. Centrally deployed Keys Manager  

The Author encrypts the content key to the centrally deployed Keys Manager. Recipient 

asks the Key manager to acquire content key for the document later. 
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3.1.2. Information Rights Management Reference Model 

The broadly accepted terminology ([REF-15]) distinguishes Digital Rights Management 

(DRM) systems and Information Rights Management Systems (IRM). The latter is known 

also as Enterprise DRM (EDRM) or Enterprise Rights Management (ERM) systems.  

The DRM systems are targeted to the consumer market and serve the needs of publishers and 

owners controlling digital media content usage and dissemination. Usually the DRM systems 

protect the media content instance for a device or for a group of devices. The user identity or 

attributes are not taken into consideration. The content is being protected for the consuming 

application running on the particular device. The rights language reflects the specifics of the 

target domain. The IRM systems are targeted to the enterprise market and prevent information 

leakage from enterprise domain boundaries. Usually these systems are identity based and 

offer some authorization mechanisms and languages to author rights policies.  Despite the 

difference between these two system classes, they are adopting the same base model. In this 

section we provide a generalized description of the license-based DRM/IRM approach as 

implemented by a number of products. This description is an adoption of [REF-12]. Most 

known products adopting IRM model are covered in more details in Section 3.2. 

The essence of the IRM model is to control access to a specific data object by: 

¶ Defining a policy stating who has what access rights (e.g. read, write, print) to the specific 

data object;  

¶ Encrypting data object with a content key; 

¶ Encrypting content key for a licensor service.  Encrypting content key together with the 

policy form the Publishing license, which is attached to the data object; 

¶ Requiring a user to obtain a Use license from the licensor service. The Use license contains 

the decrypted content key together with the set of rights the authenticated user has 

according to the policy, evaluated by the licensor service. 

 

In the Reference Architecture (see Figure 2 below), the components interact in the 

following way: 

1. Publisher/Author creates the content and defines a set of usage Rights/Policy for it 

(encapsulated in an unsigned license). The Application, using IRM controller, creates a 

ñPublishing licenseò and encrypts the data.  

2. The Publishing license, which is  encrypted for the Licensor server, contains the content 

encryption key and usage Rights/Policy metadata  

3. Author distributes the content/file 

4. Recipient sends the license, together with identity information, to the licensor server, which 

validates the user, checks this against the Policy, and issues a ñUse licenseò expressing the 

granted Rights. 

5. The Use license, which is encrypted for the Recipient, contains the content encryption key 

and, optionally, additional metadata, such as expiration time. 

6. Application renders the file and enforces the granted Rights. 
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Figure 2 IRM Reference Architecture. Adapted from B. Rosenblatt et al, Digital Rights 

Management: Business and Technology. New York: John Wiley & Sons, 2001. 

 

The reference IRM model can be described as follows: 

Publishing License transformation: 

 

       

Note that  is unsigned license. 

The Issue transformation can be done by IRM server, when the Author sends the request to 

the IRM server, or by Authorôs application itself, when the keys are known to the server 

are used to encrypt the content key and Policy and to sign the publishing license. 

Normally PL is signed by Licensor to provide the integrity of the license. In the current 

document it is always supposed that Publishing and Use license are signed. The Licensor 

can issue to author the Client Licensor Certificate which is stored locally at the client 

during bootstrapping process. Then the author can use this certificate for so called ñoff 

lineò publishing when it is not required to communicate to the remote licensor. 

 

Use License transformation: 

 

 , where  - requestorôs key 

 

To describe all IRM model operations in unified way, we define null transformations: 
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¶ for the key encryption:    

¶ for the Rights to the Policy expressions binding:    

 

Thus, the Author, the User and IRM server can be defined in a unified way as a Licensor 

that supports two basic operations: 

ü  , issue the license. The Licensor transforms input license to the output 

license and protects it for the target Licensor  

ü , extract the Content key. The Licensor gets the content key if the 

policy is valid for the asked right(s)  

 

Where Unified license Lic is represented as follows: 

 

With this definition, the IRM model participantôs actions are interpreted as follows: 

Author:  

The author specifies the Policy and gets the license in one of the following ways: 

¶ Author sends the request to the IRM server to issue the license 

(See IRM server actions description below) 

¶ Author issues the License itself 

The author performs Issue operation on the unsigned input license that comprises the 

content key and Policy 

 

User: 

The User performs two actions consecutively: 

¶ The User sends the request to the IRM server to issue the Use license 

(See IRM server actions description below) 

¶ The User extracts the content key from the Use license 

 

IRM server:  

¶ Publishing license request processing  

The IRM server issues the Use license taking unsigned license from the Author as input: 

    

or   

¶ Use license request processing  

First, the IRM server validates policy for the user and then, if the policy is valid, 

extracts the content key and issues the Use License. 

ü    
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Because the license is encrypted with the licensor public key or with the Client 

Licensor Certificate public key, the licensor can decrypt it. 

 

ü  

 

 

The IRM reference model falls into the case ENM 2.2 from the Keys distribution hierarchy. 

The model addresses well the Consequence test beds particular requirements, such as the data 

protection and the independency of the policy upon specific recipients of the data. But the 

authorization polices are identity based and, usually, allow to perform authorization decision 

based on the attributes or objects from the identity directory only. In this model the subjectôs 

local context information or information from the remote context providers cannot be taken 

into consideration during policy evaluation. Offline access to the protected data is considered 

only as time restriction on the usage license.   

3.1.3. Claims-Based IRM model 

ERM systems, which are based on the IRM Reference Architecture, have design constraints 

which significantly restrict the possible usage scenarios where these systems can be applied. 

For example, they lack cross-organization federation support.  

European Microsoft Innovation Centre introduced Claims-Based IRM license model 

extending the IRM reference model by: 

¶ [flexible authentication] Extending existing IRM architecture and license scheme to allow for 

specifying the ówhoô in policies as an arbitrary set of identity/context claims from different 

token issuers; 

¶ [flexible authorization] Proposing a óAND/ORô policy container (i.e. based on WS-Policy) as 

well as the concept to separate licensor service from policy decision, to support multiple 

policy decision points behind a licensor service, and to allow the licensor service to aggregate 

the responses from the different policy decision points into a single, aggregate set of rights 

(i.e. the intersection of the granted rights returned by the individual policy decision points). 

The work on the Claims-Based IRM model has been evaluated during Framework Program 6 

(FP6) ñAdvanced eGovernment Information Service Busò (eGov-Bus) project [REF-11]. The 

Context aware Information Rights Management system (CIRMS) implements the Claims-

Based IRM. The eGovBus scenario demonstrates a citizen filling in a form on the eGov-Bus 

portal, and specifying that certain personal data fields in the form are to be processed only in 

the context of the ongoing Life Event (processes integrating the services provided by multiple 

government entities in order to fulfil a specific need of a person). The eGov-Bus portal wraps 

the form into an Information Rights Management (IRM)-protected document, which will then 

flow into the required government services. When government employees access the 

protected form later on, they need to authenticate that they are working (and authorized to 

work) in the Life Event context as originally specified when the form was submitted by the 

citizen. Only when such a government employee is authorized to work in the indicated 

context, the personal information will be available for further processing.  Having the eGov-

Bus infrastructure operating in multiple trust domains, it is required to provide mechanisms 

and a framework not only to specify the relevant access policies at a single point (e.g. the 

portal) but also to ensure the distributed enforcement of these policies at the participating 
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parties (e.g. government employees processing citizen data that was provided through 

government web services). 

 

The overall Claims-Based IRM model so far may be captured as the following process: 

1. A complex policy is defined stating who has what access rights to a specific data object; 

ówhoô not only refers to identities, but also includes context, such as location, and any other 

conditions. The policy is defined by the author of the data object and/or by the system 

(including the licensor service). 

2. The data object is encrypted with a content key. A Publishing license is generated and 

attached to the encrypted data; the Publishing license includes the defined policy, as well as 

the content key which is encrypted for the licensor service issuing the Publishing license. 

3. An application attempting to perform a specific access on the data object on behalf of a user, 

forces  that user to obtain the necessary security tokens, as stated in the Publishing licenseô 

token requirements. The necessary security tokens together with the Publishing license are 

forwarded to the licensor service, in order to obtain a Use license. 

4. The licensor service dispatches the policy and the received security tokens to the policy 

decision point(s), and gets a (aggregated, i.e. intersected) set of granted rights. 

5. The licensor service decrypts the content key, and encrypts it again for the application/user; 

the re-encrypted content key together with the set of granted rights is included in a Use 

license with a limited validity time. 

6. The application decrypts the data object with the content key, and enforces the granted rights. 

The latter means that only actions allowed in the granted rights set will be performed and 

only until use license is not expired. 
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Figure 3 Claims-Based IRM Architecture 

 

In the Claims-Based IRM model, the publishing license contains the composite policy that 

can be evaluated by distributed Policy Decision Points. Each PDP has its context/identity 

requirements. The recipient presents to the Licensor server its context/identity requirements 

along with the publishing license. The Licensor server makes the decision about rights of the 

recipient basing on the evaluation results of the PDPs. 

 

In the Claims-Based IRM model, unified license can be defined exactly as follows: 

 

 

  

And Licensor Issue operation is specified as follows: 

 

   

 

Where the  collection represents the identity/context information of the requestor (this 

information is authenticated in the form of security tokens). 

The key design characteristics that derive from the claims based IRM model have been taken 

into consideration for the CIRMS architecture development. These properties differentiate the 

CIRMS from other ERM/IRM solutions/approaches:    
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¶ CIRMS can protect information in multi-application data processing scenarios. The 

originating and target systems can be different applications processing the same piece of 

information. 

¶ CIRMS can protect information in data processing scenarios across federated systems. 

When accessing the protected document or data, the target system can still depend on 

security policies which need to be validated by the originating system. Different policy 

languages from different systems can jointly express rights on a single document. 

¶ CIRMS can protect information based on a combination of different sources of identity 

and arbitrary context. Particularly, the CIRMS also introduces the usage of different 

identities for authentication at the information rights issuing point and for authorization 

at the information rights policy evaluation point. 

¶ CIRMS supports local evaluation of rights by the target system in addition to the remote 

validation. A subset of the remotely validated rights (i.e. the Use license) can still be 

locally evaluated, such that for example context-switching can be handled locally 

without additional permission validation requests. 

 

The CIRMS particularly supports all of the above properties in a single model, while existing 

approaches only support some subset of these properties at a time.  

 

CIRMS has been built on the existing IRM licenses model. In this model, CIRMS server 

provides an encryption key to the application, together with an Issue license which is used to 

keep the information about the right policies and the corresponding encryption keys. In the 

context of the originating application the security restrictions from the Issue License are 

applied to the outgoing document and guarded by encryption with the content key. To 

perform specific actions on the document content, the user/process in the target application 

has to acquire a Use License. Based on the document Issue License together with user/process 

identities and other context information, CIRMS server determines the Use License for the 

specific user/process and returns this license together with the key back to the application to 

decrypt the data. Tight coupling of the Issue License and data is achieved through the 

encryption. With this approach data cannot be disclosed and cannot be exposed out of the 

application without an authorization.  
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Figure 4 Message flow sequence for High Level components interaction 

 

The whole end-to-end interaction can be subdivided in to the following procedures: 

¶ Issue license request  

¶ Use license request 

¶ Use License request processing. 

 

The combination of the different sources of identity/context for the information security 

requirements evaluation is a first key characteristic of CIRMS in contrast to the current 

IRM/ERM solutions. It is enabled by decoupling identity (authentication to the IRM server 
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itself) and policy mechanism (authorization) outside of the information security requirements 

decision component (Issue/Use license processor). The following Figure illustrates this aspect 

of the IRM system architecture evolution: 
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Figure 5 : Policy evaluation- splitting up the identity and authorization 

 

As a result, identity/context providers and policy evaluators can be deployed locally or can be 

hosted remotely, depending on the nature of the provider and infrastructure environment. This 

furthermore means that the authentication in CIRMS server component is separated from the 

authentication in the policy evaluator. This allows easy extensibility to support custom 

identity providers and policy evaluators.     

 

The Claim-Based IRM model falls into case ENM 2.2 from the Keys distribution hierarchy.  

Claim-Based IRM model overcomes some of the restrictions of the IRM referenced model. In 

particular, it enables the gathering of the information from the identity and context providers. 

By enabling integration with different authorization mechanisms and systems, Claim-Based 

IRM model goes far beyond the IRM reference model in the flexibility of the authorization 

policy. These authorization mechanisms capable of evaluating the policy making decisions 

based not only on the identity attributes but on the arbitrary contextual information also. But 

Claim-Based IRM approach still doesnôt address completely some of the key Consequence 

test beds requirements, such as support of the obligations, the delegation, different options of 

the offline access to the protected data.  

3.1.4. Push based distribution 

In [REF-8], Bertino et al. proposed push based distribution system of the XML documents 

that supports dissemination of the protected XML document among possibly large user 

communities. The authors have defined the semantics of the high level access policies for the 

hierarchy structured XML documents. The policies take into account both user characteristics, 

and document contents and structure.  

The authors propose that documentôs schema defines the policies that have to be applied on 

the document.  This approach fits well for the XML documents and can be adopted for other 

solutions in the Rights Management Area. 

The semantics of an access control policy is the set of authorizations enacted by the policy. 

Each authorization can be modelled as a tuple (s,o,p,t), where s is a subject, o is a protection 

object, p denotes the access privilege on o, and t states whether access authorization on the 

object o is granted or denied according to the privilege p. The subject can be presented as a set 

of credential profiles of the specific users. The subject can be presented as set of the 



Grant Agreement 214859  Consequence D4.1 

Consequence Deliverable D4.1: Page 25 of 61 

credentials profiles of the specific users. During the marking process the document parts are 

associated with the identifiers of the access control and signature policies applied to that 

portion.  For each marked part a separate symmetric cryptographic key is used. The users 

receive the set of the corresponding symmetric keys according to the policies. 

The key management issue is considered in this work. In general, the use of selective 

encryption may cause the management of a high number of keys. To minimize the number of 

keys to be distributed to the authorized subjects, the authors adopt a key management scheme 

introduced in [REF-7] for key management in access hierarchies and customized it to the 

context of their work.   

 

The general idea of the proposed approach is that for each key in the hierarchy of the access 

classes the corresponding public information is associated. This public information allows 

restoring secret keys below in the hierarchy if the user has access to the key of node at some 

level. To be more specific, if for each node and the corresponding secret key ki the public 

label l i is assigned while represent correspondingly the private and public information. Then 

the new public value (marker) yi,j is associated with a node  j which has a parent node i . 
This new public value is calculated as following: 

 yi,j = kj XOR H(ki, l j),  where H  is a hash function.   
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Figure 6 : Policy evaluation- splitting up the identity and authorization 

 

 

A subject, who knows the private key ki assigned to the parent node i, can easily derive the 

secret key kj associated with a child node j by executing the XOR operation between yi,j and 

the hash value of ki and the public label l j.  

 

The models, which adopt sort of key distribution schemas, do not implement the notion of a 

policy explicitly but rather emulate it implicitly through the keys distribution algorithms and 

procedures. It is supposed, that recipients have all keys that they are allowed to possess before 
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the data object is protected. Encryption of the data with some subset of the keys or with their 

derivates implicitly defines the rights policy for the protected document. This implicit policy 

is not bound to the protected object. The expressiveness of such kind of implicit policy is 

quite restrictive and, in practice, it is equal to specifying a list of the recipients that have 

access to the data. Neither context information evaluation, nor dynamic policy resolution are 

possible under such schemas. At this point the model differs from the one of IRM. In the IRM 

model there is a binding of policy and protected object. IRM also allows complex policy 

decision which must be enforced by the recipient.  Because actions on the data are performed 

by consuming application, presence of the Policy Enforcement Point (PEP) and IRM-like 

client environment is required. 

  

3.1.5. Identity Based Encryption 

 

Identity Based Encryption (IBE) ([REF-13], [REF-9], [REF-10]) is a method where arbitrary 

string (e.g. email, date, role, terms and conditions, etc.) can be used as public key. Introduced 

by Shamir [REF-13] it can be described in the four steps as follows: 

1. Setup: generates global parameters and master key. Effectively, parameters and 

master key are Key Generator Centre or Trusted Authority(TA) public and private key 

correspondingly.  

2. Encrypt: encrypts the message using as input parameter and arbitrary ID (string)  

3. Extract: Takes as input parameters, master key and ID and returns decryption key D 

4. Decrypt: decrypt cipher message using key D. 

Several cryptographic schemas have been proposed for the IBE model, as example in [REF-

14]. 

 

 
 

Figure 7 : High-level IBE interaction Model [REF-10] 
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The IBE model core properties have to be taken into consideration: 

1. TA publishes parameters during bootstrapping process for all potential users 

2. User has to prove to the TA possession of the ID or his right to use this ID to acquire 

decryption key for the given message.  

 

Since ID is an arbitrary string, the complex authorisation policy (or its hash) can be 

considered as such ID. Then, to acquire decryption key, the user presents to the TA server the 

evidence that he is complaint with the authorisation policy. In this case, from the message 

flow interactions, the IBE model becomes quite close to the IRM reference model built on top 

of public key cryptography. One interesting aspect of the IBE approach is that if some ID is 

used to encrypt a few messages, the decryption key will be same for all these messages. From 

one point of view this can be considered as shortcoming of the model but on the other hand 

this property gives a gain in the minimization of the message exchange for the documents 

group protection. Letôs imagine that IBE uses container access policy as ID for the document 

encryption. As example of a container the file folder, a portal document library can be 

considered. Once acquired for the first document from the container, the same decryption key 

can be used for the consecutive access to other documents from the same container. 

 

Because of this similarity to the IRM model, the IBE has the same shortcoming. Since the 

contextual requirements are not available for the requestor, practically it is hard to evaluate 

contextual information during the authorization procedure. There is no notion of the 

obligation in this model. And offline access to the protected data is limited to the checking of 

the expiration date by client environment. Comparing to the IRM, this model is more 

restrictive in the specification of the complex policies for the document instance and in the 

possibility to be connected to the policy abstraction layer which for Consequence is DSA.  

 

3.2. Products/Technologies 

This section comprises a short overview of the products and technologies being currently 

presented at the market. The presented products belong to the category of the Enterprise IRM 

(ERM) system. The provided analysis examines the products from the perspective of the 

approaches that they use to address IRM system key feature questions.  The provided 

overview cannot be considered as products and technologies detailed comparison. We donôt 

describe any consumer DRM technology here because DRM is not addressing Consequence 

scenarios where the userôs identity and contextual information play main role during an 

authorization policy evaluation.  

3.2.1. Key Architectural Differentiators 

The analysis of IRM system key features allows the differentiation and the comparison of 

different products and technologies in the unified way. We donôt take into account such 

characteristics as manageability, scalability, default policies, supported applications and etc. 

but rather focus on the characteristics that define potential possibilities of the system for the 

information protection and dissemination control as well as potential usage scenarios. Most of 

them, with some exception, adopt IRM reference model for their implementation. 
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3.2.1.1. Enforcement  

The enforcement approach comprises cryptographic schema overview, key management 

details and it maps the system in to the taxonomy that is presented in Section 3.1.1. The 

enforcement approach answers the following questions about the reviewed system:  

¶ How is the content key protected? 

¶ How is the content key distributed? 

¶ How is the rights policy validated?  

3.2.1.2. Authentication  

The IRM system needs to specify how subjects are authenticated to the system. The user, 

device, application or other entity can be considered as the subject depending on the system 

model and the architecture. It is important to underline that, in general case, it is needed to 

differentiate between the authentication to access the IRM system and authentication to 

perform the rights policy evaluation.  Despite that in the most available systems the subjectôs 

token, which has been used to authenticate to the system, is a source of the attributes for the 

policy evaluation decision, the model, when additional identity/context tokens can be taken 

into account by policy decision point, has to be considered.  

Common authentication methods are the following:  

¶ Username/password  

¶ External identity management systems, such as LDAP or Active Directory. 

¶ X.509 certificates  

¶ Device serial numbers or other device unique characteristics 
 

3.2.1.3. Policies and Authorization tokens 

The Rights Policy compromises the Rights and Subjects relations. It can also include 

additional information such as obligation, constraints and so on. The complexity of the 

policies as well as supported authorization tokens spectrum defines to a great extent the use 

case scenarios enabled by the system. Not only identity tokens but also additional tokens such 

as context, location and other tokens can be used by authorization system to make the 

decision about rights available to the subject. 

3.2.1.4. Client integration 

IRM controller must be integrated with the client application and environment to provide the 

intermediate layer for the authentication, rights queries and cryptographic functions. 

Integration of the IRM controller must do not introduce security breaches. The known system 

use the following common techniques for integrating IRM technologies with client 

Environments:  

 

Application level: IRM controller can be integrated into application using two general 

approaches. First, the application can be IRM enabled by design and tightly coupled with the 

IRM layer for the information protection. Another option would be to design an application in 

such way that IRM layer can ñplug inò to perform information protection functions or custom 

components can be ñplug inò into pipeline processing for the application functions (e.g. view, 

print, save, copy to clipboard, etc.) 
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Operating System Filter: this approach implies a system wide filter at the Operating system 

level that supports IRM functions. In this case even IRM not enabled application can benefit 

from low-level implementation. On the other hand the policy and enforcement rights 

flexibility is restricted by the basic operations such as read, write, append and others, which 

are performed by the operating system modules. The application specific functions cannot be 

supported by implementations of this approach.  

 

Note: Currently none of the presented systems implements the rights protection at the OS 

level. 

3.2.2. Adobe LiveCycle Rights Management ES 

Enforcement model 

Adobe Live Cycle Rights management ES [REF-3]  supports two different modes for the 

enforcement and the different models and cryptographic schemes are used for both of them. 

 

¶ Document protection for the online usage 

¶ Document protection for the offline usage 

 

Document protection for the online usage is an implementation of the IRM reference model, 

when the content key is encrypted for the IRM server which authorizes a user and releases the 

key for the requestor. In this mode the system implements an enforcement model of ENM 2.2 

case (content key is encrypted for the central Key Manager/ PDP) 

 

The document protection for the offline usage implements the approach when the document 

key is encrypted with the principalôs key for each user who is listed in the policy. The 

principal keys synchronization is performed on the scheduled basis. Having his key 

synchronized in advance, the user can decrypt the key and open it offline. In this mode, the 

system implements an enforcement model of ENM 2.1.1 case (content key is encrypted for 

each recipient). 

 

Authentication  

Adobe Live Cycle Rights Management ES supports three methods of authentication: 

¶ Username/Password. Users are prompted for their user name and password. 

¶ Kerberos (Acrobat for MicrosoftÈ WindowsÈ only). Enables Acrobat or Adobe 

Reader users on Windows platform to be transparently authenticated 

¶ external LDAP directories 
 

Users can be internal or external to the organization deploying the Rights Management ES. 

Internal users have corresponding user records in the organizational user directory. Rights 

Management ES authenticates internal users against their user directory. External users can 

register with Rights Management ES and create user accounts in the internal database. Rights 

Management ES stores the external user accounts in the database and uses the accounts to 

authenticate external users. 

 

Policies and Policy Principals 

Rights Management ES allows a dynamic management of the access and usage rights on the 

protected files. For the online enforcement mode, the security policies are stored at the server 

and they are not disseminated together with protected data.  
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The policy comprises sets of rights for the specific users that can authenticate themselves to 

the server. In addition, there is possibility to integrate ES with external authorization system 

to determine a userôs access to a document or file. Rights Management ES implements server-

side packaging features such as applying policies or removing policies as part of the Rights 

Management service. 

 

Client integration 

Rights Management ES implements client plug-in architecture and it provides API for the 

client application to protect and to unprotect the document.  

 

Implementing IRM referenced model, Adobe LiveCycle Rights Management ES tries to 

address some of its shortcomings. In particular, it uses offline usage mode and that partially 

satisfies the offline access requirements in the Consequence scenarios. The drawback of this 

mode implementation is that the sender needs to know all recipients of the document in 

advance, breaking the requirements for the dynamic policy evaluation. Despite that there is a 

possibility of the integration with external authorization systems, policy evaluation process is 

identity based. Also the local environment parameters or context attributes cannot be analyzed 

during the policy evaluation process. 

3.2.3. EMC Documentum IRM Services  

EMC Documentum Information Rights Services product [REF-4] is based on the Authentica 

original technologies. EMC Corporation acquired Authentica in 2006. The Authenticaôs 

enterprise rights management software has been integrated closely with EMC Documentum 

products. 

Enforcement model 

EMC Documentum IRM is absolutely server-centric. It stores identifiers of the protected 

documents along with their policies at the server. It also stores encryption keys and activity 

log entries at the server.  In that way the system implements an enforcement model of ENM 

1.2 case (content key is stored centrally) 

 

Authentication 

EMC Documentum IRM can use several different types of authentication schemes: 

 

¶ Microsoft Active Directory 

¶ external  LDAP directory 

¶ shared Secret username/password database 

¶ X.509 PKI certificates 

¶ 2-factor user identification using RSA SecurID cards or SmartCards 

 

 

Policies and Policy Principals 

In the EMC Documentum IRM the authenticated principals are used also as policy principals. 

In general the groups are supported within the policy and groups are expanded depending on 

the authentication schema and identity storage (AD, LDAP) providers. Some of the supported 

authentication schemas, for example X509 certificates, can be used with the groups in the 

policy.  
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On the other hand EMC Documentum IRM provides policy decision point extensibility when 

it is possible to pass a user ID, file identifier, and description of the intended use (a.k.a. Right) 

to the external software component that performs the effective authorization decision. That 

means that publishing system can link to the document being protected by some authorization 

policy which is internal to the application.  Later, when user tries to access the document, the 

IRM system will trigger the extension provided by the application to make an authorization 

decision. 

 

Client integration 

EMC Documentum IRM uses client application plug-in approach. It proposes plug-ins for the 

applications of different vendors on the different platforms. For example, the following 

applications are supported: Microsoft Office applications, Adobe Acrobat for Windows and 

Solaris, Lotus Notes and other.  

EMC Documentum IRM doesnôt provide client API to build the application which consumes 

the protected content, but it has server side API that allows server applications to protect the 

data. 

EMC Documentum IRM Services does not allow offline processing of access requests. 

Despite the implementation of the different authentication mechanisms, the system still lacks 

support of the industry accepted claim based authentication concepts. It allows a usage of the 

limited metadata types (file identifier) in the policy evaluation process but doesnôt have 

extensibility there that enables an arbitrary metadata analysis for the authorization decision. 

The policies are identity based. The integration with external authorization mechanisms is 

possible at the client side only.  

3.2.4. Oracle IRM  

Oracle Information Rights Management [REF-5], formerly SealedMedia E-DRM, provides 

services for the encrypting (ñsealingò) and classifying documents.  

Enforcement model 

Oracle IRM Server stores the decryption keys and associated access rights centrally.  

In the Oracle documentation there is no direct indication to the keys management schema 

used by Oracle IRM. Basing on the product description it is possible to conclude that IRM 

client, Oracle IRM Desktop agent, makes the decision about user rights on the protected data 

and decrypts the content key that has been synchronized automatically in advance.   

Document key is encrypted with the classification category key - ENM 2.1.3 case in the Key 

management classification (key manager is deployed locally and document key is encrypted 

with a group key) where the context is a category in the policy rights classification (see Policy 

and Policy principals paragraph in this section below). The key distribution optimization 

techniques can be used there. The periodical synchronization of the keys keys from policy 

rights classification hierarchy provides effect of the offline access to the protected document. 

The document can be opened using keys which were downloaded on to the client during this 

synchronization sessions. Online access to the server is not required immediately at the 

moment of the document opening. 

Authentication  

Oracle Information Rights Management currently supports three authentication mechanisms:  

¶ Windows authentication (for single-sign-on, SSO)  

¶ Username/password (for external users)  
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¶ Web-based authentication  

 

Despite the different authentication mechanisms, the system still lacks the support of 

industryïaccepted, claim-based authentication concepts.  

 

Policies and Policy Principals 

The authorization policy engine is based upon the classification-based rights model. The users 
and groups are assigned appropriate roles, such as Contributor, Reader, Reviewer etc., for each of 
the category in the classification. The role assignment happens through user or through user 
group inclusion. To protect the document, implicitly, through the server based process, or 
explicitly, by author, it has be classified according the classifications supported by the particular 
deployment. This approach results in users being assigned the rights to related sets of documents 
or information types, rather than to the individual files. Multiple Oracle IRM server deployments 
can be used to provide multiple classifications for the rights enforcement. User rights and audit 
records are automatically synchronized between the Oracle IRM Desktop and Oracle IRM 
Server, ensuring completely transparent offline working. 

The Oracle IRM Directory Gateway integrates with enterprise LDAP directories such as 

Microsoft Active Directory and Sun ONE Directory Server to synchronize the Oracle IRM 

Server with centralized user and group definitions.  

Client integration 

Oracle IRM desktop provides services to unprotect and get access to the sealed document. To 

protect the document, a server side service has to be contacted. Broad range of the 

applications is supported: Microsoft Office 2000-2003 (Word, Excel and PowerPoint) , Adobe 

Acrobat or Adobe Acrobat Reader 6.0+ ,  Microsoft Outlook 2000-2003, Lotus Notes 6.5+ 

and Novell GroupWise 6.5-7.0,  BlackBerry for Exchange and Domino and others. 

The Oracle IRM Web Services SDK provides documentation and samples for a 

comprehensive set of SOAP/WSDL web services (implemented by the Oracle IRM Server) 

which provide developers with access to sealing and administration services 

 

The Oracle IRM addresses the requirements for the access request offline processing. But it 

implements it only for the classifications-based model. There is no possibility to evaluate the 

context and environmental parameters during authorization process. Also the dynamic policy 

resolution is restricted to the changes in the classification tree only. The integration with the 

external authorization engines is also not possible. 

 

3.2.5. Microsoft RMS server 

Microsoft Rights Management Services [REF-1] is an IRM system on the Microsoft Windows 

platform. 

Authentication  

During bootstrapping process, the machine environment has to be rolled out and the user has 

to acquire Rights Account Certificates (RAC) issued by RMS server. RAC contains the email 

or group (AD group only) claim. During this procedure the client authenticate himself to the 

RMS server with Windows (Active Directory) or .NET Passport (Live ID) credentials.  Then 

clients use RAC to protect the data and/or to get access to the protected content. In particular, 

it is used as credentials to authenticate the user to RMS server during further requests.  



Grant Agreement 214859  Consequence D4.1 

Consequence Deliverable D4.1: Page 33 of 61 

Federation with other AD deployments are supported through one of the two available 

options: 

1. Setting up the trust relationship between two RMS instances, when the one RMS accepts 

the RAC which has been issued by other RAC. So the mail claim confirmed by other RMS 

instance can be analyzed in the policy. There are no group expansion capabilities in the 

federation of two RMS servers. 

2. Setting up AD federation using ADFS (Microsoft Active Directory Federation Services) 

when the RMS server issues RAC and accepts requests from the other domain Users. Users 

authenticate themselves to the resource STS with the token acquired from the federated STS. 

The resource STS, deployed in the RMS trust domain, accepts tokens from the trusted STS. 

No group expansion is supported.  

 

Enforcement model 

The content key can be generated by Authoring application or by RMS Server. After the data 

have been encrypted by the authoring application, directly or using RMS Client API, the 

content key is encrypted with RMS server public key hence only RMS server can decrypt it. 

The encrypted content key, within the publishing license, is distributed to the target users. The 

publishing license also contains the rights policy. The publishing license is signed with server 

private key. 

There is an option of so called offline publishing. To be able for the offline publishing, the 

client acquires, in addition to the User RAC, the Client Licensor Certificate (CLC), signed by 

the server. The CLC compromises the CLC public key, CLC private key and server public 

key.  The server associates CLC with the user (or RAC). For the offline publishing the client 

encrypts the content key with server public key. Another copy of the content key is encrypted 

by client with CLC public key. The publishing license is signed with CLC private key. 

The recipient has to acquire from the RMS server the Use license containing the content key. 

The Use license is protected for the requestor. During the Use license request processing RMS 

server validates the policy that has been specified by author within the publishing license. The 

resulting Use license contains a right for the requestor and content key encrypted for the 

recipient only (with RAC public key). An application calls the RMS Client library to decrypt 

the document content within context of the specific right or application action such as read, 

write, print and etc.  

Thus RMS implements an enforcement model of ENM 2.2 case (distributed to the recipient 

content key is encrypted for the central server which controls the policy validity) 

 

Policies and Policy Principals 

RMS enforcement policies are encapsulated within XrML license and they allow assignment 

of rights to principals. The arbitrary string token can be used as a Right. The RMS enabled 

applications are responsible for interpreting the meaning of rights defined in the policy. 

Principals are User principal or Group Principal.  The principal is identified by name string 

token ï email address for the user principal and group name for the group principal. During 

the RAC acquisition, an email address is associated with credentials being used to access the 

server, and the address is stored within RAC. The resolution of the Group principal exists for 

the AD groups only (so named group expansion). So Live ID principals and federated 

principals can be specified in the policy as direct inclusion only. 

Client integration 
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RMS implements Client plug-in architecture and provides client API for offline and online 

publishing models. Microsoft Office applications, such as Word, Excel, PowerPoint and 

InfoPath are RMS enabled and can publish and consume protected documents.  Corporate 

developers and Independent software vendors (ISVs) incorporate RMS into applications to 

address specific business needs like following: 

¶ Enforcing policy-based automatic application of information protection on e-mail 

passing through Exchange/SMTP gateways  

¶ Persistently protecting information as it is retrieved from document management 

systems, enabling compliance with security policy 

¶ Automatically protecting sensitive office documents and e-mail in arbitrary workflows 

 

Microsoft RMS server implements IRM reference model with some enhancements which 

include the offline publishing mode and different options for the federation support. The 

dynamic policy resolution is restricted to the Active Directory group expansion. An additional 

context or environment parameters cannot be included into the policy. The integration with 

external authorization mechanisms is not possible. The access request offline processing is 

restricted to the control of the Use license expiration time. 

4. Consequence Enforcement Layer  
Based on the analysis of the state of the art we choose Claims based IRM approach for the 

Consequence enforcement layer as a base model. From the Consequence test beds 

requirements perspective it provides:  

¶ cryptographic protection of the disseminating data   

¶ dynamic policy resolution  

¶ analysis to some extent of the metadata during authorization process  

¶ isolation of the enforcement layer client from the publishing and consuming 

applications  

¶ usage of the different Identity/Context providers  

¶ possibility of limited integration with the external authorization infrastructure  

However, to address the test beds advanced requirements, the Claims based IRM model needs 

to be extended and enriched. It needs combining with additional enhancements that enable 

implementation of the most advanced and complex scenarios: 

¶ Enabling access to the protected documents in partially offline mode
1
 

¶ Providing context information from the local environment 

¶ Performing obligations 

¶ Federated, distributed operations mode  

¶ Flexible authorization policies 

¶ Integration with inherited infrastructure 

                                                 
1 By partially offline mode we mean the scenario when the receiver can be offline accessing the document. At 

the same time he could periodically or at some point of time connect to the remote service.  
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This section is organized in the following way: first we introduce federated licensors model 

which enables delegation and multi domain communications. Next we adopt and extend the 

key distribution schema for the access hierarchies to address the problem of partially offline 

access to the protected data in some scenarios. The consequence enforcement layer 

architecture is built from these building architectural blocks on top of the Claims-based IRM 

model and described at the end of the section.   

 

4.1. Network of the federated IRM licensors 

In the IRM reference model described in Sect. Error! Reference source not found., there is 

a single licensor entity for enforcement of policies. This essentially puts publishers and 

recipients in the same trust domain. A key requirement in Consequence is to support cross-

domain scenarios. In many (but not all) cases it will be desired that data protection and 

enforcement of policies can effectively be ñdelegatedò / ñhanded overò from one domain to 

the other. This means that the domain where the data originates from, may not necessarily be 

anymore (interactively) involved in the protection and enforcement of data, as soon as this 

governance is taken over by the recipient domain.. In other words we often want to make sure 

that data can be securely forwarded from the origin to the target domain, in such a way that 

users in the target domain can then access the data without necessarily being in contact with 

any service in the origin domain. They must still be in contact with a licensor of the target 

domain. 

We observe that this licensor can actually be a local entity, either a component local to the 

recipientôs computing device
2
, or a networked service available in e.g. a local peer-to-peer 

network. In both cases, the recipient does not have to go ñon-lineò, i.e. on-line to the origin 

licensor entity or to another service in the recipientôs domain, yet not locally available. So the 

ability to federate may also address the off-line scenario requirement. This approach also 

seems to fit well in the ad-hoc scenario, when the recipient under some circumstances such as 

emergency situations has a right to share the data with an ad-hoc user establishing federation 

on the fly, without involving the whole DSA infrastructure. 

To support the above-described notion of multi-domain data protection, we here present a 

model based on federated IRM licensors. In this model each trust domain has at least one 

licensor entity. We sketch the interactions between publishers, recipients, and the licensor 

entities in federated domains. These interactions identify specific requirements for 

enforcement and policy (e.g. trust establishment, policy transformation, key exchange, etc) 

which we will have to address in the respective infrastructures. 

Note that a trust domain can map to an organizational domain, to a department within an 

organization, to a part of an organization in the same physical location, or to any other set of 

entities that somehow trust the same licensor service (even if across organizational 

boundaries).  

                                                 
2 By local entity we mean some component available in the nearby range. This could be a software component,  

installed on the client computing device; service running on a peripheral security device, such as a smart card; or 

even a software service running on a smart device whose communication possibility imply its location within 

short distance range from the client computing device. 
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Figure 8  IRM reference model 

 

As depicted in Error! Reference source not found., in the IRM reference model, the 

publisher and recipient are located in the same trust domain. The protected data, in general 

case, comprises the following items: 

¶ encrypted data (D) 

¶ (encrypted) policy, that can be evaluated through the licensor L1 (P_L1) 

¶ reference to the licensor (L1) 

¶ content key, encrypted for the licensor (K_L1)   

To get access to the protected data, the recipient U1 presents the license and required claims 

(C_U1) to the licensor. The licensor (or policy service behind it) makes an authorization 

decision based on the claims and license submitted by user. The license is transformed into 

the license for the user, so called use license, and it contains the following parts: 

¶ encrypted data (D) 

¶ (encrypted) policy respecting P_L1, based on C_U1, that can be evaluated by the user 

environment (P_U1) 

¶ reference to the user client environment or IRM client (U1) 

¶ content key, encrypted for the user (K_U1)   


