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1. Introduction

The Consequence project addresses the problem area @ixd¢hange of data between
organizations when the disserating information is governed with data sharing agreements.
This document is intended to cover the enforcement layer of overall Consequence
architecture Rest of the document is organizaedfollowing way. Section2 describeshe
requirements for enforcement layer that are resulted from the project testrmygsis.
Section 3 summarises state of the art the researchdomain and analyses the product
available on the market. Each approach outgm is examin& from the satisfaction to the
requirements point of view. I18ection4 we introduceour models and approaches that allow
solvingtheproblems derived from theequirements identified earlier

2. Enforcement Layer requirements

In this section we present high level requirements that are derived from the test bed scenarios
andthat are relevant to the Enforcement Infrastructure withmConsequence architecture.

The requirements to other lageand subsystems aretnmveredhere.Web Idrll down into

these requirements and deyelthem further in the Sectioh, describingproposed modsl

and approachdsr the enforcement layer implementation

2.1. Cryptographic protectiorof information

In the Consequence scenarios, the data have to be protected from the weliihssge

when it leaves the boundaof the trust domain Whether it is being transferred, or entering
another trust domain, or beingonsumedthere - in all thege cases the Consequence
framework has to authorize the usage. The protection, applied on the data, has to be consistent
during the whole data life cycldhe dataare being transferred between trust domains, so
called data in motiomhas to be protected tide the boundaries of the participating parties.
When sending and receiving domains can absolutely control their boundaries, their
communication channels and when they capable to protect all the incoming and outgoing data
exchanges, the data protectiantrol can be implemented at the boundaries. However, in the
real life this is only achievable for some very restrictive and well orchestrated systems that are
not considered as a common case for the Consequence scenarios. Hence, pattirskame

time, thedata is to leave areas controlled by originating or receiving systems and thus there
will be no application available to make an authorization decision regarding the data usage.
Arguably, the only one way to force the data consumer to get an authorizaticness the

data is to encrypt it and control cryptographic keys distribution depending on the policy layer
authorization decision. Solutiemise this calls fordata encryption, and thus for key
management

Example (Scientific Data Test Bed. D5.1 : In diossdomain collaboration, partners may
share data ctine using email, sftp/ftps or accessing data programmatically using server side
script, wrapper or resource broker middleware. This use <aseconsiders clienside
enforcement of data policieefihed in the relevant projespecific agreements, which the
partners are end partiesdo.

The enforcement layer has to be ableptotect parts oflatg optionally applying diferent
protection requirements to tlfferent pieces of the information thabnstitutes the whole
document or the distribution object

Example (Crisis Management Test Bed. D6)1 : A TBO (Tactical Situation Objegtshall be
divided into a set of separate elements, and shall have different access policies for each
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element. Accessota given element is permitted only where the access policy permits it and
not other wise. A

2.2. Absence ofa-priori knowledge abouspecific recipients

In Consequencgeusers in the test bedse considered as subjects requesting access to the
protected dat Despite the fact that the services of participating parties can also request
access to the data, this is not general case for the Consequence scenarios. In practice, a DSA
(Data Sharing Agreemendpes not specify particular services or usengch areallowed to

perform specific actions on the protected data, but rather sets the conditions and rules that can
be evaluated by the Policy layer to make an authorization decision regarding a particular
subject. Although the policy evaluation is the respotigibiof the policy layer, the
enforcement layer has to provide an infrastructure to protect the data without requiring a
priori knowledge about specific recipients. This requirement can affect the keys distribution
model.

2.3. Gathering inputfor the policy ewaluation

To access the data and perform the actions on protected information, the requestor has to
provide the required identity(s) and contextual information. This information can be acquired
from remote services, for example from Identity and/or Cormgeitiders, as well as from the

local environment parameters, such as the corpaeiteork connection type (intranet logon,

VPN, gmart card logon, remote connection logand so on). Other examples of the
information needed for the Policy Decision PoiRD) could be client system state -top

date virusprotection, enabled firewadtc.), and physical location (geographical coordinates

or location within controlled building aresc.).

Example (Scientific Data Test Bed. D5.X 0 . Il workaelated tothe development of its
drug discovery software in Phase 2 of the project must be:

- carried out in its laboratory
- using approved software omly.

Example (Crisis Management Test Bed. D6J1 iiThe policy decisions shall be based on
elements within the T@ and on context data (eggospatialocation, tier 1, 2 or 3) provided
by the respondero

The enforcement layer has to provide the services to collect the required information and pass
it to the PDP during policy evaluatigrocesslt is hard to imagia all possible sources of
such information, thus the corresponding component of the Enforcement layer has to provide
extensibility points allowing plugging in external identity and context information sources.

2.4. Metadata

The data attributes can be takermoirconsideration for the policy evaluation during the
protected data access requastcessingThis metadata is not part of the identity and context
information required for the policy evaluation. The enforcement layer has to interact with the
policy laye to figure out what metadata is required for policy evaluation and how to locate it
in the protected object container.

Example (Scientific Data Test Bed. D5.& Sdturity policies usuallyefer to certain
attributes of the data and users requestitges to that data. The type of attributes required

by a policy depends on the class of security models to which that policy belongs. For
example, policies expressed in the Mandat#cgessControl (MAC) model <...> require a
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data object to have an attributepresenting itsecurity classification, which is normally
derived from dattice0

The metadata can be a part of the protected data within the object container or it can be
located there unprotected. In any case it has to be resistant to the unadtbbazges. Thus
the enforcement layer has to provide metadata integrity in the protected object container.

2.5. Protection of derived data

In the DSA it can be specified that the data derived for the source data has to adhere to the
policy(s) based on the ginating data protection policy.

Example (Scientific Data Test Bed. D5.t Infparticular, the creation of derived data brings

out issues relating to the propagation of the parent data policies. For example, the derived
data cannot be published withohetexplicit consent nor proper acknowledgement of the data
provider s, i . e. B i ditBocldhbe possible td propagate datatslyaring . 0 ;
restrictions from a source dataset to the de

The data itself is processed by the consumapgplication. This means that only the
consuming application has knowledge about the derived data and its relations with the source
data. The enforcement layer has to provide mechanisms of informing the consuming
application about adhering policy requirarnte The consuming application and enforcement
layer have to work together to satisfy policy adhering requirements of the particular DSA
instance.

2.6. lIsolation from the consuming application

The protected content has to be unprotected for the requestoisvauthorized to perform
specific actions on it. Moreover, the allowed usage of the data can be constrained by
additional conditions check and the obligations to be executed at the client environment. This
leads us to necessity of tiekent enforcement lay that isolates the consuming application
from the complexity of thgrotection metadathandling and cryptographic operations from

one side and from another side guarantiesettexutionof the additional constraints before
providing access to the datarfthe specific actions. Thus the enforcement layer has to
provide the appropriat&Pl to the consuming applicatida unprotect the data and to perform
allowed operations on it.

Example (Scientific Data Test Bed. D5t il n addi ti on, fultbprovidey al s o
software libraries or plugns for popularscientific software or programming languages to

facilitate the development of Consequesaweare scientific applications to widen adoption of

the framework. o

The client enforcement layer can inclustdtware as well as hardware components providing
the effective defence againattackerin the client computing environment. It could be
required toidentify not only a userbut also aconsuming applicatiortype or even an
application instance.

2.7. Supportof theii o-f T aceess

The Consequence test bedenarios especially the crisis management test bed, require
providing off line access to the protected data. The notion of the off line access can be
interpreted in a few ways depending on the applicatdaayios:
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1 Protected data can be consumed without the need to contact thatorigdomain

Thus the requestor client application and the Consequence components do not communicate
directly or indirectly through the Consequence server componértseaeq e st or 6 s t r
domainwi t h any services from the authorodos tru
originatedThec o mmuni cati ons to the remote services
all owed for these types of neesstyfoa nteracsons Thi s
between participating parties services duthmgsetting upof a specific DSA agreement.

I Cached authorization decision

While accessing a document for the first time, the requestor application and/or Consequence
client componets communicate with remote services. Then the information athaws

access to thelocument (a.k.a. Use license) gashed locally at the client environment.
Consequence client components control the expiration of this information and when it is
expiredthe requestor is forced to go online to renew it. This approach is broadly adopted by
the reference IRM (Information Rights Management) solutions when the conteusdafpr

the document decryption is released to the requestor and the key is wrapsedceited Use
license that has an indication of the expiration time.

1 Completely offline access

In this case, aequestordoes not communicateith any remote services neither in the
requestor nor in the originator trukdmainswhile accessing a protectddcument. This does
not exclude a necessity of the interaction between participating parties servicestleiring
setting upof a specific DSA agreement

Example (Scientific Data Test Bed. D5.& Résearch is a creative activity and it is common
research dture for researchers to carry out their activities when and where they feel
appropriate. To accommodate this practice, it is desirable to permit occasional secure data
sharing in an environment without network access for some data sharing activihes, if

expressly forbidden by the propertiesinthedoe vel data policies. 0
Example (Crisis Management Test Bed. D61 i<é > These wi | | use
communicationsnetworks some of which may be disabled by the incident, and some of
which will havelimt ed coverage, for example, where bui

2.8. Integration with the authorization infrastructure

It has to be possible to integrate organization authorization infrastructure with the
Consequence framework as long as it complies withCiblesequence requiremerits the
authorization subsystem. By integration we meaworciination of the component interactions

at the interface level. The enforcement infrastructure is not dependable on the organization
specific authorization infrastructure.

Example (Scientific Data Test Bed. D5.& iWe assume that the ICAT servers will be able
to collaborate in resolvingnd enforcing the full set of data sharing policies including any
side effects arising from the interactions of the separate sets oepslici 0

2.9. Delegation

We consider thealegationasa process of the transferring of rights and obligations of one
subject to another subject. The delegated rights cannot exceed the rights of the délegator.
rights and respective obligations of the delegetdude constraints and obligations regarding
what rights can be delegated and to whom it can be deletyatpeheral case, a delegate has

to perform obligations that were assigned to the delegator and additional actions specified by
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the delegator. Ther@re scenarios in which the delegator assigns to delegates restricted subset
of rights that he has himself and can also relax the obligations accompanying this subset of
rights.

Example (Scientific Data TestBed.D5.Xfi<. . . > St udent patrttemmptsidn g ¢
in an automated, gridased scientific workflow to simulate the molecular structure of
integrase in complex with a host protemifi use case?). This scenario would involve the

Student delegating a form of credential to the workflow esyst The workflow resource

broker or a suprocess uses the delegated credential to access and transfer proprietary data
<...> to 3 party computation nodes identified at runtime. The physical usage contexts (e.g.
time, geographical location) would evehdynamically over the workflow enactment, the
proposed solution must therefore be capable of monitoring environmental parameters to
ensure the correct enforcement of contekated lowl e v e | data policies at

2.10. Authorization workflow and asyncihonousprocessing

There are scenarios, where the authorization to perform a specific action on the
document/data depends on the intermediate steps that cannot be completed synchronously.
Such steps could be, fexample getting an approval from the authmr some other person,
querying additional sources for the information about the subjects, about the data being
processed and so on.

Example (Scientific Data Test Bed. D5.& fiResearchers planning to use publicly available
data in their analyses shouldhere possible, contact the originaltBlsuggest collaboration.
A

In general case, some workflow can be a part of the authorization pr&cgsshe policy
requires getting the authords consent to gi
trying to open the documenin practice, there could be delays between sending an access
request to the enforcement layer and the moment when the access has been granted. These
delays can last from a relatively small period of time, when only automated seav&ces
involved in the access request processing tewdays when the usghysicalinvolvement

Is required. Although the policy infrastructure is responsible for orchestration of such
workflows, the enforcement layer is supposed to be able to suppset plassible delays.

Thus the enforcement infrastructure, together with the policy infrastructure, has to allow an
access request asynchronous processing and the postponed authorization decision delivery
mechanisms.

2.11. Obligations

An authorization resultis the output of protected data access request processing. This
authorization result can stipulate that some actions have to be perforraptbimement layer
before, during or after accessing the d&@me of these actions may require user interactions.
Usually it is worth distinguishingbligation that is aractionto be performedfter an access

to the data has been given, govision that is an action to be performeéfore access
occurs. However, for the sake of simplicity we will later refer botigabons and provisions

as obligations.

The obligations can be explicitly specified in the DSA. Then they must be translated into the
enforceablgolicies. The obligations may also do not derive from the particular DSA but they
can be directlyencapsulad into the enforceablepolicy, specific for the particular DSA
instance, reflecting the organization internal rules and requirements. The obligations can be
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applied system widt all data governed by any DSAdependently from thearticular DSA
instarce. For examplewhen there is a requirement to log all acassmpts, successful and
failed.

Example (Scientific Data Test Bed. D5.% fiThe facility would like researchers who have
downloaded publichavailabledata to permit the periodic collection esage information for
data management purposes

The typical examples of the obligations are checking expiration date oprttection
metadataached at the client; logging data access attempts and the access type; notification of
the data author and so.

The Consequencéramework has to provide components and services to perform the
obligations at the different layers of the architecture. The framework will deliver basic
components to execute some common actions such as logging, notification,cspecifi
conditions checking and so on. On the other hand it is not possible to foresee all potential
actions that can be specified in the DSA, organizational policy or at the system wide level.
Thus it is required to allow extending the Consequence framewadnkspécific components
performing one or another type of the actions. The framework should provide extensibility
points with sufficient security level.

2.12. Audit

Audit and protected information access logging is required for some scenarios to backtrack
informaton leakage or identify unauthorized access attempts.

Example (Crisis Management Test Bed. D6)1 oDuties on the organisations with regard to
the material for example, to log access to certain types of document that include sensitive
personal informatm, t o provide justification for wusin

The request to perform an audit could be expressed as an obligatiorewrathation results

for the requestor and/or it can be configured on the sysielm basis by the administrator. It

is requiredto create an audit log entry even during off line processing. In this case audit
records created at the client system and then later are synchronized with the server.

Example (Scientific Data Test Bed. D5. fiwhen the network communication is resumed,

we further envisage that an audit will be triggered. The policy enforcement component will
review the local log to determine if breaches in pertinent data sharing policies have taken
place and raise events as obligated by policies. The log may also dbéousepport the
resolution of conflicts over liability if a

The audit logsvill achieveintegrity and non repudiation.

2.13. Providing security of Enforcement layer

The enforcement layer componersisould provide the protection of policynd metadata.
Particularly, integrity, authenticity and optionally in some cases confidentiality of the rights
policy have to be considered. The enforcement layer is needed to provide sufficient key
management infrastructure to sign/verify and encrypt/qgeg@licies not only when they are
treated within single trust domain, but also for croggnizational, federated scenarios. The
enforcement layerontrolsthe key infrastructure, including key storage

Consequence Deliverable D4Ragell of 61



Grant Agreemen214859 Consequence D4.1

2.14. Requirements summary

In this section wesummarizehigh level requirements to the enforcement layer in the
consequence framework.

Requirement ‘ Reference
ENR 1. Data encryption 2.1
ENR 2. Cryptographic keys management 2.1
ENR 3. applying different policies to diffent data parts 2.2

ENR 4. Protecting data without requiringgiori knowledge about 2.2
specificrecipients

ENR 5. Collecting the identity/context information from particular | 2.3
providers

ENR 6. Collecting context information from the local environment | 2.3

ENR 7. Extensibility of the policy information point 2.3
ENR 8. Usage of the content metadata during protected object req| 2.4
processing
ENR 9. Propagation of the source data policy to the derived data | Error!
Reference
source not
found.

ENR 10. Providing the layer (library, API) to work with the protected| 2.6
data object within the consuming application

ENR 11. Protected data can be consumed without a need to contaci 2.7
origin domain

ENR 12. Caching of the authorization result 2.7
ENR 13. Offline access to the protected data (specific cases) 2.7
ENR 14. Integration with the authorization infrastructure 2.8
ENR 15. Delegation of the rights from one subject to another 2.9
ENR 16. Asynchronous processing of protected data access reques 2.10
ENR 17. Performing of the obligations derived from the policy 2.11
evaluation
ENR 18. Audit 2.12

ENR 19. Providing security of the enforcement layer. Supporting 2.13
confidentiality, data intgrity and non repudiation

3. State of the Art

This section comprises an overview of the well known modelggbts enforcement othe
disseminating content. It providedsoa short description of the products and tecbgials
available on the market amaplementing one of the enforcement models
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3.1. Models

Consequence D4.1

The following notations are used in t@dels descriptions

to a policy. Two sets of Rights need to be

O0i nt er \Mec tdpraddribe any intersection
mechanism/operation (e.g. intersection of two flat
lists would work easily).

Key (cipher key)We d o n 6 depengneyon f K
any specific encryption algorithm; also both

symmetric anc&asymmetric key approaches should

work.

Content key (cipher key). It is used to encrypt plai K,
text/data

Requestords key (ciph K,
Licensords key (ciphe K;
Publishing license PL
Use License UL
Publishing or Use License (or unsigned iise) Lic
Formulation in any language describing functional l_[[m"gs]
dependencies between the argumangs

Set of access rights that is granted, or that is subji {Rights}

Policy formulation, that binds the information acce
Rights to the conditions in a policy Expression to |
evaluated by a policy decision point PDP

P:= l_[[{Rig his}, {Expressionppp;]

Encryption of the datgext T with the key K Ey(T)
Encryption of the data text T with keys K1 and K2, Ej122(T)
Both keys are needed to decrypMle don 6t

depenéncyon any specific encryption algorithm

with requiring multiple keys (e.g. layered encryptid

works).

Licensor (IRMserver or other entity that plays a L
licensor role)

set of objects [objects]
Collection of objects of the same specific type {0}

3.1.1. Keys management classification

Well known dissemination antrol models are based on the cryptographic techniques to
ensure data prettion whenthe datdeave access control perimeters. In such systems some
cryptographic key is used to encrypt the dedatentwhich is being distributed to a few
recipients The access to thisey or its derivatives can be guarded through the authiomza
policy. The systems are different in their approaches to dh#horization policy
implementation But the key distribution and key managemenproceses play the
fundamental role in all systems that are based on the cryptographic protection agmssach.
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significant but also important aspect affecting an enforcement model relates to the question
about packaging of the encrypted contédrtiis subsection describes the keys management
classification thats used in the subsections below for the analysihie known models and
approaches in the area of disseminating content rights enforcement.

Conceptually, the keys managerdspart of the PolicyEnforcementPoint (PEP), which
interacts with Policy Decision Point (PDP) to getauthorization decisioithe keys manager
iIssues the content key to the recipient only if the recipient is authdoyzB&Pto performthe
requested actiorArchitecturally,the PDP can be deployed remoteiy relationto the keys
manager but from the model perspective they @ratéd in thesingle trust domainThuswe
will consider keg manager and AEas single entity.

In general case the content key is unique to the document or to the group of the related
documents. In respect to the content key distributidel and to tle key management
component deploymemhe following options tree is presented

distribution of the
Content key to

the recipient
During setup/ Together with the
bootstraping document
procedure
ENM T ENM 2.
| | | '
Key manger Key manger Key manger
| dKe>I/ ma;?er ; Is deployed Is deployed locally Is deployed
s egﬁy&el fca y remotely ENM 2.1 remotely
: ENM 1.2 ENM 2.2
Content key is Content key is
encrypt_ed for encrypted on
Recipient master key
ENM 2.1.1 ENM 2.1.2/2.1.3

Figure 1 Keys distribution classification

ENM 1. Distribution of the contentkeyIDdon 6t di stri bute conten
implicitly (e.g. session number) or explicitly (e.g. specific referedceing
setup/bootstrapping procedure.
This option implies that sending and receiving parties have agreed on the key management
process including the initial ke distribution and the deative keysgeneration
procedures. Only under theecircumstancethe recipientanpotentially geanaccess to
the document.

In respect to the Author (Sender) andhe User(Recipient) there are two logical options
of the key management componentldgmenti local and centralized.
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ENM 1.1. Keys Manager is deployed locally
Local deployment option implies that all initial content &and theirderivates that will
be used for the document protectom e i nstal l ed | ocally in th

environment.Because of the requirement to encryy@ datgor a few recipientsthe

cryptographic materialf all recipienthast o be synchronised to th
environment. As soon dlse Recipient can plathe Author role, environments of all

potential paticipants have to be synchronized.

ENM 1.2. Keys Manager is deployed remotely

Central deployment optiamplies that all initial content key and their derivates that

will be used for the document protection are instadiedrallyintheact or 6 s ( Aut ho
and/orUser)trustdomain To get access to tlemntentkey the requestor explicitly asks

remote PDP which checks the authorization policy.

ENM 2. Distribute the encrypted content kimgether with the document

To avoid the keys management and synchronizatiohe leysfor each of the protected
documents, the content key itself can be encrypted and distriiogietther with the
documento therecipient.In this case the keys managkres nomanagehe content keys
butthekeysprotecting content key3hese keys anot needed to bmanaged on the per
document basis that makiss option easiefor the implementation arfor the
administration.

ENM 2.1. Keys Manager is deployed locally
The content key can be encrypted for the

ENM 2.1.1. Content key is encrypted for the recipient

This option implies the Author knowledge about all recipients before the document is
being protected. For each of the intended recipients the correspondingly encrypted
content key is distributed together witletbontent.

ENM2.12. Cont ent key is encrypted for the K
key)

This option implies the Author kndedge about how to encrypt the content for the

master key. Master key has to be distributed to local environrokalisrecipients.

ENM 2.1.3. Content key is encrypted for the group key(s)
This is combination of the optioi&NM 1.ENM 2.1.BndENM 1.ENM 2.1.2 when
recipients are split into the groups and each groujthas/n master key.

ENM 2.2. Centrdly deployedKeys Manager
The Author encrypts the content key to the centrally deployed Keys Maregzpient
asks the Key manager to acquire content key for the document later.
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3.1.2. Information Rights Management Reference Model

The broadly accepted ternalogy ([REF15]) distinguishes Digital Rights Management
(DRM) systems andnformation Rights Management Systems (IRM)he latter isknown
also as Enterprise DRM (EDRM) or Enterprise Rights Management (ERM) systems.

The DRM gstems are targeted to the consumer market and serve the needs of publishers and
owners controlling digital media content usage and dissemination. UsuaDRilesystems

protect the media content instance for a device or for a group of delicegser dentity or
attributes are not taken into consideration. The content is being protected for the consuming
application running on the particular device. The rights language reflects the specifics of the
target domain. The IRM systems are targeted to thepzige market and prevent information
leakage from enterprise domain boundaries. Usually these systems are identity based and
offer some authorization mechanisms and languages to author rights policies. Despite the
difference between these two system s#as they are adopting the same base muad#his

section we providea generalized description of the liceAsased DRM/IRM approach as
implementedby a number of productsThis description is an adoption REF12]. Most

known products adopting IRM model acevered in more details ireg§tion3.2

The essence of the IRM model is to control access to a specific data object by:

1 Defining a policy stating who haghataccess rights (e.g. read, write, print) to the specific
data object;

1 Encrypting data object with@ntent key

1 Encrypting content key forlewensorservice Encryping content key together with the
policy form thePublishing licensewhich is attachetb the data object;

1 Requiring a user to obtairlise licensdrom the licensor service hE Use license contains
the decrypted content key together with the set of rights the authenticated user has
according to the policy, evaluated by the licensor service

In the Reference Architecture (dégure 2 beloy, the components interact in the
following way:

1. Publisher/Author creates the content and defines a set of usage Rights/Policy for it
(encapsulated in an unsigned license). The Application, using IRNolentcreates a
APublishing |icensed and encrypts the dat a.

2. The Publishing license, which is encrypted for the Licensor server, contains the content
encryption key and usage Rights/Policy metadata

3. Author distributes the content/file

4. Recipient sends ¢hlicense, together with identity information, to the licensor server, which
vali dates the wuser, checks this against th
granted Rights.

5. The Use license, which is encrypted for the Recipient, contain®tivent encryption key
and, optionally, additional metadata, such as expiration time.

6. Application renderghefile and enforces the granted Rights.
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~Licensor——

Policy Decision Point

W Rights&Policies
License

Generator

4

LS /\
Publisher— ~
( A Publlshmngcense /-ReC|p|ent—\
Policy Enforcement Point
nghts/PoIlcy
IRM Controller 5.
Application 3
> Rendering :
Application
3.

G J L )

Figure 2 IRM Reference Architecture. Adapted frddn Rosenblatt et al, Digital Rights
Management: Business and Technology. New York: John Wiley & Sons, 2001.

IRM Controller Encrypted

document

The reference IRM model can be described as follows:
Publishing License transformation

Issueq, (K., P) - PL

PL 1= [ By, (8.0, B, (P)]

Note that(x..r ) is unsignedicense.

Thelssuetransformation can be done by IRM server, when the Author sends the request to
thelRM server, or by Authdr s a p pitsdlf,avhen theokeyareknown to the server
are used to encrypt the content key and Policytasdyn the publiking license.

Normally PL is signed by Licensor to provide the integrity of the license. In the current
documenit is always supposed that Publishengd Use license are signdthe Licensor

can issue to author ti@&dient Licensor Certificatevhich is stoed locally at the client
during bootstrapping process. Then the au

t h
l ined publishing when it is notorrequired to

Use License transformation
Issuey (PL) = UL
UL:= [E, (k.. Ey ({Rights})], wherekx,-r equest or ds key

To describe all IRM model operations in unified way, define null transformations
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9 for the key encryption:g, := E, (k) - &
9 for the Rights to the Policy expressions bindirfiy = [, [LRights}null] = {Rights}

Thus, the Author, the User and IRMser can be defined in a unified way as a Licensor
that supports two basic operations:

U rssue(Lic) = Lic' , iSsue the license. Thecknsor transforms input license to the output
license and protects it for the target Licensor

U Exrract(Lic,{Rights)) = K., extract the Conteey. The licensor gets the content key if the
policy is valid for the asked right(s)

WhereUnified licenselL.ic is represented as follows:

With this definition, the I RM model partici
Author:
The authospecifesthe Policy and gets the license in one of the following ways:

1 Author sends the request to the IRM server to issue the license
(See IRM server actions description below)

1 Author issues the License itself
The author performkssueoperation on the unsignéaput license that comprises the
content key and Policy

e EqlK-]" Ey, (K:)
‘!“‘*E( Ey(P) ,)_’ Ex,(P)
User:

The User performs two actions consecutively:

1 The User sends the request to the IRM server to issue the Use license
(See IRM server actions description below)

1 The User extracts the content keym the Use license

IRM server:

1 Publishing license request processing
The IRMserver issues the Use license taking unsigned license from the Author as input:

Issue(Unsignedlicense) — PL

or Issus{["_:‘::‘:“‘-'j]] = [‘_'ﬁl::Rff']

EglP) Eg (7]

1 Use license request processing
First, the IRMserver valilates policy for the user and then, if the policy is valid,
extracts the content key and issues the Use License.

U  Extract(PL,'owner’) — K,
Ee (KA i N
or Emarr(["_"l'i-{],mghr | = K,
Epy [P r,
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Becuse the license is encrypted wtitle licensor public key or witthe Client
Licensor (rtificate publickey, the licensor can decrypt it.

aalE

The IRM reference model falls inthecaseENM 2.2from the Keys distribution hierarchy.

The model addresses well the Consequence test beds particular requirementshsudatas t
protection and the independency of the policy upon specific recipients of the data. But the
authorization polices are identity based and, usually, allow to perform authorization decision
basdon the attributes or objects from the identity directamly. In this modethes ub j ect 6 s
local context information or information from the remote context providers cannot be taken

into consideration during policy evaluation. Offline access to the protected data is considered
only as time restriction on thesage license.

0] Issue(PL) — UL
Eg, (K| Ey (E;)
Ey P |, L.RFI[HD [{Rights}null])

3.1.3. Claims-Based IRM model

ERM systems, which are based on the IRM Reference Architecture, have design constraints
which significantly restrict the possible usage scenarios where these systems can be applied.
For example, thelack crossorgankation federation support.

European Microsoft Innovation Centre trimduced ClaimsBased IRM license model
extendingthe IRM reference model by:

1 [flexible authenticatiopExtending existing IRM architecture and license scheme to allow for
speci fyho@ itmhepadlwi ci es as an arbitrary set
token issuers;

1 [flexible authorizatoh Pr oposing a 6AND/ OR® pkRolicy)asy cont
well as the concept to separate licensor service from policy detsgupport multiple
policy decision points behind a licensor service, and to allow the licensor service to aggregate
the responses from the different policy decision points into a single, aggregate set of rights
(i.e. the intersection of the granted rigtaiirned by the individual policy decision points).

The work on the ClaimBased IRMmodelhas been evaluated duringgfhework Prograne

(FP6)ii Ad v a n ¢ ernimerd IBformation Service Bais ( eB83s) projecfREF11]. The
Context aware Information Rights Management system (CIRMS) implements the Claims
Based IRM.The eGovBus scenario demonstrates a citfitemg in a form on the eGoBus

portal, and specifying that certain personal data fields in the forno d@ processed only in

the context of the ongoing Life Eveffirocesses integrating the services provided by multiple
government entities in order to fulfil a specific need of a pgrsidme eGowvBus portal wraps

the form into an Information Rights Managent (IRM)protected document, which will then

flow into the required government services. When government employees access the
protected form later on, they need to authenticate that they are working (and authorized to
work) in the Life Event context agiginally specified when the form was submitted by the
citizen. Only when such a government employee is authorized to work in the indicated
context, the personal information will be available for further procesditaying the eGov

Bus infrastructure opating in multiple trust domains, it is required to provide mechanisms
and a framework not only to specify the relevant access pohtiassingle point (e.g. the
portal) but also to ensuréhe distributedenforcemeniof these policies at thparticipating
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parties (e.g. government employees processing citizen data that was provided through
government web services)

The overallClaimsBased IRMmodel so famay becapturedasthe following process

1. A complex policy is defined stating who halsataccess rilgts to a specific data object;
o6whoo6 not only refers to identities, but al
conditions. The policy is defined by the author of the data object and/or by the system
(including the licensor service).

2.The da& object is encrypted with a content key. A Publishing license is generated and
attached to the encrypted data; the Publishing license includes the defined policy, as well as
the content key which is encrypted for the licensor service issuing the Pghlishinse.

3. An application attempting to perform a specific access on the data object on behalf of a user,
forcest hat wuser to obtain the necessary secur.i
token requirements. The necessary security tokenthévgeith the Publishing license are
forwarded to the licensor service, in order to obtain a Use license.

4.The licensor service dispatches the policy and the received security tokens to the policy
decision point(s), and gedgaggregated, i.e. intersectesg} of granted rights.

5.The licensor service decrypts the content key, and encrypts it again for the application/user;
the reencrypted content key together with the set of granted rights is included in a Use
license with a limited validity time.

6. The applcation decrypts the data object with the content key, and enforces the granted rights
The latter means that only actions allowed in the granted rights set will be performed and
only until use license is not expired.
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Figure 3 ClaimsBased IRM Architecture

In the ClaimsBased IRMmodel, the publishing license contains the composite policy that
can be evaluated by distributed Policy Decision Points. Each PDP has its context/identity
requirementsThe recipient presents to the Licensor serigrcontext/identity requirements
along with the publishing license. The Licensor server makes the decision about rights of the
recipient basing on the evaluation results of the PDPs.

In the ClaimsBased IRMmodel| unified license can be defined exactly as follows:

Lic := Ex, (Ke)
" |Eg,([I[{Rights}, {Expressionppp}])

And Licensorssueoperation is specified as follows:
Issue(Lic,{Tokens}) — Lic'

Where therokens} collection represents the identity/context information of the requestor (this
information is authenteted in the form of security tokens).

The key design characteristics that derive fromcdhens based IRMnodel have been taken
into consideration for the CIRM&chitecture development. Thesemperties differentiate the
CIRMS from other ERM/IRM solutios/approaches:

Consequence Deliverable D4Rage21 of 61



Grant Agreemen214859 Consequence D4.1

1 CIRMS can protect information in musipplication data processing scenarios. The
originating and target systems can be different applications processing the same piece of
information.

1 CIRMS can protect information in data processing seesacross federated systems.
When accessing the protected document or data, the target system can still depend on
security policies which need to be validated by the originating system. Different policy
languages from different systems can jointly exprégghts on a single document.

1 CIRMS can protect information based on a combination of different sources of identity
and arbitrary context. Particularly, the CIRMS also introduces the usage of different
identities for authentication at the information tigssuing point and for authorization
at the information rights policy evaluation point.

1 CIRMS supports local evaluation of rights by the target system in addition to the remote
validation. A subset of the remotely validated rights (i.e.Uke licensgcan still be
locally evaluated, such that for example contxitching can be handled locally
without additional permission validation requests.

The CIRMS particularly supports all of the above properties in a single model,extstang
approaches onlgupportsomesubset of these propertiesadaime.

CIRMS has been built on the existing IRM licenses model. In this model, CIRMS server
provides an encryption key to the application, together with an Issue license which is used to
keep the informationkmut the right policies and the corresponding encryption keys. In the
context of the originating application the security restrictions from the Issue License are
applied to the outgoing document and guarded by encryption with the content key. To
perform sgcific actions on the document content, the user/process in the target application
has to acquire a Use License. Based on the document Issue License together with user/process
identities and other context information, CIRMS server determines the Use d.iftenthe
specific user/process and returns this license together with the key back to the application to
decrypt the data. Tight coupling of the Issue License and data is achieved through the
encryption.With this approactdata cannot be disclosed and mainbe exposed out of the
applicationwithout anauthorization.
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Figure 4 Message flow sequence for High Level components interaction

The whole endo-end interaction can be subdivided in to fibldowing procedures:

i Issue license request
1 Use license request
1 Use License request processing.

The combination of the different sources of identity/context for the information security
requirements evaluation is a first key characteristic of CIRMS trast to the current
IRM/ERM solutions. It is enabled by decoupling identity (authenticaiothe IRM server
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itself) and policy mechanism (authorization) outside of the information security requirements
decision component (Issue/Use license processbe) following Figure illustrates this aspect
of the IRM system architecture evolution:

IRM implemantation CIRMS implementation

‘ policy H identity ‘ AuthZ Policy Identity
evaluator provider

Identity Provider

‘ policy H identity ‘

. I::> Licensor I::> Licensor
Licensor

Figure 5: Policy evaluationsplitting up the identity and authorization

As a result, identity/context pralers and policy evaluators can be deployed locally or can be
hosted remotely, depending on the nature of the provider and infrastructure environment. This
furthermore means that the authentication in CIRMS server component is separated from the
authenticabn in the policy evaluator. This allows easy extensibility to support custom
identity providers and policy evaluators.

The ClaimBased IRM model falls into ca&&\NM 2.2from the Keys distribution hierarchy.

Claim-Based RM model overcomes some of the restrictions of the IRM referenced model. In
particular, it enables the gathering of the information from the identity and context providers.

By enabling integration with different authorization mechanisms and systems,-Bdaeal

IRM model goes far beyond the IRM reference model in the flexibility of the authorization
policy. These authorization mechanismwepable of evaluating the policy making decisions

based not only on the identity attributes but on the arbitrary coaterformation also. But
CamBased | RM approach still doesnoét addr ess
test beds requirements, such as support of the obligations, the delegation, different options of
the offline access to the protected data.

3.1.4. Push based distribution

In [REF-8], Bertino et al. proposed push based distribution system of the XML documents
that supports dissemination of the protected XML docunaembng possibly large user
communities The authors have defideghe semantgof the high level access policies five
hierarchy structured XML @cuments. Theolicies take into account both user characteristics,
and document contents asigucture

The authors propose hat document 6s siedthatihave tdbe dppliedeos t h e
the document. Thkiapproach fits well for the XMdocuments and can be adopted for other
solutions in the Rights Management Area.

The semantics of an access control policy is the setuttfiorizations enacted by the policy.
Each athorization can benodelledas a tuple (s,0,p,t), where s is a subjedf a protection
object, p denotes the access privilege on o,tastdtes whethesiccess authorization on the
object ois granted or deniealccording to the privilege ghe subjectan be presented as a set
of credential profiles of the specific usefBhe subject can be presented as set of the
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credentials profiles of the specific users. During the marking process the document parts are
associated withthe identifiers of the acces®ontrol and signature policiegpplied to that
portion For each marked part a separate symmetric cryptographic key is used. The users
receive the set of the corresponding symmetric keys according to the policies.

The key management issue is consideredhia work. In general, the use of selective
encryption may cause the management of a high number of keys. To minimize the number of
keys to be distributed to the authorized subjebts authors adopt a key management scheme
introduced InN[REF7] for key management in access hierarchies and customized it to the
context of their work.

The general idea of the proposed apprdacdhat for each key in the hierarchy of the access
classes the corresponding public information ssoaiated. This public information allows
restoring secret keys below in the hierarchy if the user has access to the key of node at some
level. To be more specific, if for each node and the corresponding secré&i ey public

labelli is assigned whileepresent correspondingliie private and public informatioffhen

the new public valuémarker)yi,j is associatedvith a node j which has a parent node.
This new public value is calculated as following:

yi,j = ki XOR Hki, lj), where H is dash tinction.

kR«

L1, K1

@ Y12 = K2+H(K1,L2) Y13 = K3+H(K1,L3)
@ L3, K3
S

Y24 = K4+H(K2,L4) Y34 = K4+H(K3,L4)

N ¥

Y4

Figure 6 : Policy evaluationsplitting up the identity and authorization

L2, K2

IZQRANPN

A subject, who knows the private k&yassigned tahe parennodei, can easily derive the

secret keyj associatedvith a child nodg by executing the XOR operation betwegn and
the hash value & and the public labé).

The models, whictadopt sort of key distribution schemas, do not implement the notion of a
policy explicitly but rather emulatié implicitly through the keys distribution algorithms and
procedures. It is supposed, that recipients have all keys that they are allowed to possess before
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the data object is protected. Encryption of the data with some subset of the keys or with their
derivates implicitly defines the rights policy for the protected documiris implicit policy

is not bound to the protected object. The expressiveness of such kind of implicit policy is
quite restrictive and, in practice, it is equal to specifying a listhefrecipients that have
access to the dathleither context information evaluation, nor dynamic policy resolution are
possible under such schemas. At this point the model differs from the one of IRM. In the IRM
model there is a binding of policy and prdest object. IRM also allows complex policy
decision which must be enforced by the recipient. Because actions on the data are performed
by consuming application, presence of the Policy Enforcement Point (PEP) antkéRM

client environment is required.

3.1.5. Identity Based Encryption

Identity Based Encryption (IBE){REF13], [REF-9], [REF-10]) is amethodwherearbitrary
string (e.g. email, dateple, terms and conditions, etc.) can be wsguliblic key. Introduced
by Shamir[REF13] it can be describeid the four stepas follows
1. Setup: generates gloladrametersandmaster kg. Effectively, parametersaand
master keyare Key Generator Centre or Trusted Authority(TA) public and private key
correspondingly.
2. Encrypt: encrypts the message using as ipptameterandarbitrarylD (string)
3. Extract: Takes as inpparametersmaste keyandID and returns decryption kdy
4. Decrypt: decrypt cipher message using Key
Several cryptographic schemas have been proposed for the IBE amdghmplen [REF
14].

|
Bob '
\ 5. Bob requests the Decryption

2. Alice knows the Trust Authority's Key associated to the Encryption
published value of N { = p*q} Key fo the relevant

(N, the Public Detail, is well known or Trust Authority.
available from reliable source)

3. Alice chooses an appropriate
Encryption Key (Public Key).

She encrypts the message: s 6. The Trust .;Xuthority issues
a Decryption Key
Encrypted message ;onequndian to thle s_l%pplied
= {E(msg, N, public key), public key} o, neryption key only 111t 1s
2 s NP VP ) Trust happy with Bob’s
4. Alice Sends the encrypted Message Authorlt)@ entitlement to the Decryption
to Bob. along with the Encryption ecrets = <y _
Kev It needs the secret material
Y -form the
1. Trust Authority (. @) to petiotm
computation.

publishes a Public Detail
N=p*Q

Figure 7 : High-level IBE interaction ModeREF-10]
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The IBE modelcore propertiebave to be taken into consideration:
1. TA publishegparametergiuring bootstrapping procegs all potential users
2. User has to prove to the TAgsession of thiD or his right to use thiD to acquire
decryption key for the given message.

Since ID is an arbitrary string, the complex authorisation policy (or its hash) can be
considered as sudb. Then, to acquire decryption key, the user pneseo the TA server the
evidence that he is complaint with the authorisation polieythis casefrom the message

flow interactions, the IBE model becomes quite close to the IRM reference model built on top
of public key cryptography. One interesting@st of the IBE approach is that if sotiis

used to encrypt a few messages, the decryption key will be same for all these messages. From
one point of view this can be considered as shortcoming of the model but on the other hand
this property gives a gaiin the minimization of the message exchange for the documents
group protection. Let 6s i magi ni2fortthe dotcuménBE u s e
encryption. As example of a container the file folder, a portal document library can be
consideredOnce acquired for the first document from the container, the same decryption key
can be used for the consecutive access to other documents from the same container.

Because of this similarity to the IRM model, the IBE has the same shortcoBimg he
contextual requirements are not available for the requestactigally it is hardto evaluate
contextual information duringhe authorization procedure. There is no notion of the
obligation in this model. And offline access to the protected data is dirtatéhe checking of

the expiration date by client environment. Comparing to the IRM, this model is more
restrictive in the specification of the complex policies for the document instance and in the
possibility to be connected to the policy abstractioedayhich for Consequence is DSA.

3.2. Products/Technologies

This section comprises a short overview of the products and technologies being currently
presented at the market. The presented products belong to the category of the Enterprise IRM
(ERM) system. Theprovided analysis examines the products from the perspective of the
approaches that they use to address IRM system key feature questions. The provided
overview cannot be considered as products and technologies detailed compddsond o n 0 t
describe any ansumer DRM technology helecause DRM is not addressing Consequence
scenarios where the wusero6s identity and <cor
authorization policy evaluation.

3.2.1. Key Architectural Differentiators

The analysis of IRM system kegatures allows the differentiation and the comparison of

di fferent products and technologies in the
characteristics as manageability, scalability, default policies, supported applications and etc.
but rather écus on the characteristics that define potential possibilities of the system for the
information protection and dissemination control as well as potential usage scenarios. Most of
them, with some exception, adopt IRM reference model for their implenantati
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3.2.1.1. Enforcement

The enforcemerdpproactcomprises cryptographic schemmgerview, key management
details andt maps the system in to the taxonomy that is present8ecition3.1.1 The
enforcement approa@nswers the follomg questios aboutthe reviewed system:

1 How s thecontent key protectéd
1 How is thecontent keydistributed®
1 Howis therightspolicy validate®

3.2.1.2. Authentication

The IRM system needs to specify how subjects are authenticated to the system. The user,
device, application or other entity can be considered as the subject depending on the system
model and the architecture. It is important to underline that, in general case, it is needed to
differentiate between the authentication to access the IRM systenawdhentication to
perform the rights policy evalwuation. Despi
token, which has been used to authenticate to the system, is a source of the attributes for the
policy evaluation decision, the model, wherdiidnal identity/context tokens can be taken

into account by policy decision point, has to be considered.

Commonauthenticatioomethodsare the following:

1 Username/password

1 External identity management systems, such as LDAP or ADineztory.
1 X.509 ertificates

91 Device serial numbeis otherdeviceunique characteristics

3.2.1.3. Policies andAuthorization tokens

The Rights Policy compromises the Rights arlbjects relationsit can also include
additional information such as obligation, constraints andrsoThe complexity of the
policies as well as supported authorization tokens spectrum défirzegreat extdrthe use
case scenarios enabled by the systeat.only identity tokens but also additional tokens such
as context, location and other tokens d¢sn used by authorization system to make the
decision about rights available to the subject.

3.2.1.4. Client integration

IRM controller must be integrated with the client application and environment to provide the
intermediate layer for the authentication, rightsemges and cryptographic functions.
Integration of the IRM controller must do not introduce security breaches. The known system
use the following common techniques fiotegratinglRM technologies with client

Environments

Application level IRM controller can be integrated into application using two general
approaches. First, the application can be IRM enabled by desigighatig coupled with the
IRM layer for the information protection. Another option would beésignan application in
such waythatIRM layerc a n  f p | pedormi infodmattoro protection functions or custom
components can i p | u mto pipeline processing for the application functions (egw,
print, save, copy to clipboard, étc.
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Operating System Filter. this approach impgs a system wide filter at the Operating system
level that supports IRM functions. In this case even IRMenabled application can benefit
from low-level implementation.On the other hand the policy and enforcement rights
flexibility is restricted by tk basic operations such as read, write, append and ,ottech

are performed by the operating system moduleg application specific functions cannot be
supported by implementations of this approach.

Note: Currently none of the presented systems @m@nts the rights protection at the OS
level.

3.2.2. Adobe LiveCycle Rights Management ES
Enforcement model

Adobe Live Cycle Rights management EfREF-3] supports two different modes for the
enforcement anthedifferent modet and cyptographic schenseare used for both of them.

1 Document protection for the online usage
1 Document protection fahe offline usage

Document protection fathe online usages an implementation of the IRMeferencemodel,
when the content key is encryptied the IRM server which authorizesuser andeleaseshe
key for the requestor. In this motlee system implements an enforcement moddtNM 2.2
case (content key is encrypted for the central Key Man&d?)

The dcument protection fothe offline usagemplements the approach when the document
key is encrypted with the principal s key
principal keys synchronization is performed on the scheduled basis. gHangn key
synchronized in advance, the user can decrypt the key and open it offline. In thistheode
system implements an enforcement modeENM 2.1.1case (content key is encrypted for
each recipient).

Authentication

AdobelLive CycleRights Management ES suppaditseemethods of authentication:
1 Username/Password. Users are prompted for their user name and password.
f Kerberos (Acrobatfor Mi cr osof t E Wi ndo ws fBbatoon Adpbe . Ena
Reader users dwindows platform to be transparently authenticated
1 external LDAP directories

Users can be internal or externalth@ organizationdeploying theRights Management ES
Internal users have corresponding user recordwearorganizational user directory. Righ
Management ES authenticates internal users aghi@stuser directory. External users can
register with Rights Management ES and create user acaouhts internal databasRights
Management ES stores the external user accounts in the databassesirtde accounts to
authenticate external users.

Policies and Policy Principals

Rights Management ES allovasdynamic management the access and usage rightstbe
protected filesFor the onlineenforcementnode, he security policies are stored hétserver
and they are not disseminated together with protected data.
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The policy comprises sebfrights for the specific users that can authenticate themselves to

the server. In addition, there is possibility to integiaBwith external authorizatiosystem

to determine a user 0 RigltscMamagement Efplamedtoserceme nt o
side packaging features such as applying policies or removing policies as part of the Rights
Management service

Client integration

Rights ManagemenES impkements client plugn architecture and it provideAPI for the
client application to protect and unprotect the document.

Implementing IRM referenced model, AdolhéveCycle Rights Management Etfies to
address some of its shortcomings. In particutauses offline usage mode and that partially
satisfies the offline access requirements in the Consequence scenarios. The drawback of this
mode implementation is that the sender needs to know all recipients of the document in
advance, breaking the requirents for the dynamic policy evaluatidDespite that there is a
possibility of the integration with external authorization systems, policy evaluation process is
identity based. Also the local environment parameters or context attributes cannot be analyzed
during the policy evaluation process.

3.2.3. EMC Documentum IRM Services
EMC Documentum Information Rights Services prod&EF4] is based on the Authentica
original technologiesEMC Corporation acquired Authentidga 2006. The Aut hent i ca 6 s
enterprise rights management software has been integiategly with EMC Documentum
products

Enforcement model

EMC Documentum IRM is absolutely servantric. It stores identifiers othe protected
documents along with their policies at therver. It also stores encrypti&keys and activity
log entries at the server. In that way the system implements an enforcement nield® of
1.2 case (content key is stored centrally)

Authentication
EMC Documatum IRM can use several different types of authentication schemes:

Microsoft Active Directory

external LDAP directory

shared Secret username/password database

X.509 PKI certificates

2-factor user identification using RSA SecurlD cards or SmartCards

= =4 =4 8 9

Pdlicies and Policy Principals

In the EMC Documentum IRM the authenticated principals are used also as policy principals.
In general the groups are supported within the policy and groups are expanded depending on
the authentication schema and identity ster@®D, LDAP) providers. Somef thesupported
authentication schemas, for example X509 certificates, can be used with the groups in the

policy.
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On the other hand EMC Documentum IRivbvidespolicy decision point extensibility when
it is possible to passuser ID, file identifier, and description of the intended use (aRight)

to the external software component that perfortng effective authorization decision. That
means that publishing system can link to the document being mabgcsome authoriation
policy which isinternal to the application. Later, when user tries to access the doctimeent,
IRM system will trigger the extension provided the application to make an authorization
decision.

Client integration

EMC Documentum IRM uses clienplication plugin approach. It proposes phigs for the
applications of different vendors on the different platforms. For example, the following
applications are supported: Microsoft Office applications, Adobe Acrobat for Windows and
Solaris, Lotus Noteand other.

EMC Documentum | RM doesné6t provide client AF
the protected content, but it has server side API that allows server applications to protect the
data.

EMC Documentum IRM Services does not allow offline gessing of access requests.
Despite the implementation of the different authentication mechanisms, the system still lacks
support of the industry accepted claim based authentication concepts. It allows a usage of the
limited metadata types (file identifer i n t he policy evaluati on
extensibility there that enables an arbitrary metadata analysis for the authorization decision.

The policies are identity based. The integration with external authorization mechanisms is
possible at thelient side only.

3.2.4. Oracle IRM

Orade Information Rights ManagemeREF-5], formerly SealedMedia4bRM, provides
servicesforthencr ypting (fAsealingo) and classifying

Enforcement model
Oracle IRM Servestores thedecryption keys and associated access riggnigrally.

In the Oracle documentation there is no direct indication tdkéys managemergchema
used by Oracle IRMBasing on the product description it is possible to concludel Rt
client, Oracle IRM Desktop agenimakesthe decision about user rights on the protected data
and decrypts the content key that has been synchronized automatically in advance.

Document key is encrypted withe classification categorkey - ENM 2.1.3case in th&key
management classificatiqkey manager is deployed locally and document key is encrypted
with a group keywhere the context g category irthe policy rights classificatio(see Policy

and Policy principals paragraph in this sectlmglow) The key distribution optimization
techniques can be used thefée periodical synchronization of the kelsys frompolicy

rights classificatiorhierarchyprovides effect of theffline access to the protected document.

The document can be openesing keys which were downloaded on to the client during this
synchronization sessions. Online access to the server is not required immediately at the
moment of the document opening.

Authentication
Oracle Information Rights Management currently suppbresetauthentication mechanisms:

1 Windows authentication (for singkign-on, SSO)
1 Username/password (for external users)
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1 Webbased authentication

Despite the different authentication mechanisms, the system still lacks the support of
industryi acceptedc¢laim-based authentication concepts.

Policies and Policy Principals

The authorization policy engine is based tip®olassificatiotbased rights modélhe users
and groups are assigned appropriate solgsas Contributor, Reader, Reviewerf@teach of

the category in thelassificationThe role assignment happens through user or through user
group inclusionTo protect the documenimplicitly, through theserver based process, or
explicitly, by authoit has be classified according the fitaggins supported by the particular
deploymentThisapproachresults in users being assighedights to related sets @dcuments

or informationtypesyather than taéhe individual filesMultiple Oracle IRM server deployngent
can be used to provideultiple classifications for the rights enforcenusdr rights and audit
recordsare automatically synchronizeetween the Oracle IRM Desktop and Oracle IRM
Server, ensuring compligttransparent offline working

The Oracle IRM Directory Gateway integes with enterprise LDAP directories such as
Microsoft Active Directory and Sun ONE Directory Server to synchronize the Oracle IRM
Server with centralized user and group definitions.

Client integration

Oracle IRM desktop provideservices to unprotechd get access to the sealed document. To
protect the documenta server side service has to be contacted. Broad range of the
applications is supportetMicrosoft Office 20002003 (Word, Excel and PowerPoint) , Adobe
Acrobat orAdobe AcrobatReader 6.0+ ,Microsoft Outlook 2002003, Lotus Notes 6.5+
and Novell GroupWise 6-3.0, BlackBerry for Exchange and Domino and ather

The Oracle IRM Web Services SDK provides documentation and samples for a
comprehensive set of SOAP/WSDL web services (implementdtieoPracle IRM Server)
which provide developers with access to sealing and administration services

The Oracle IRM addresses the requirements for the access request offline processing. But it
implements it only for the classificatiofmsed model. There no possibility to evaluate the
context and environmental parameters during authorization process. Also the dynamic policy
resolution is restricted to the changes in the classificatiorotilge The integration with the
external authorization enginesalso not possible.

3.2.5. Microsoft RMS server

Microsoft Rights Management Servid&EF1] is anIRM system on the MicrosoW/indows
platform.

Authentication

During bootstrapping process, the machine environment has to be rdiladdthe user has

to acquire Rights Account Certificates (RAC) issued by RMS server. RAC contains the email
or group (AD group only) claim. During this procedure the client authenticate himself to the
RMS server with Windows (Active Directory) or .NET Bpert (Live ID) credentials. Then
clients use RAC to protect the data and/or to get access to the protected content. In particular,
it is used as credentials to authenticate the user to RMS server during further requests.
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Federatiorwith other AD deployrants are supported through one of the two available
options:

1. Setting up the trust relationship between two RMS instances, when the one RMS accepts
the RAC which has been issued by other RAC. So the mail claim confirmed by other RMS
instance can be anakyd in the policy. There are no group expansion capabilities in the
federation of two RMS servers.

2. Setting up AD federation using ADFS (Microsoft Active Directory Federation Services)
when the RMS server issues RAC and accepts requests from the otteen désers. Users
authenticate themselves to the resource STS with the token acquired from the federated STS.
The resource STS, deployed in the RMS trust domain, accepts tokens from the trusted STS.
No group expansion is supported.

Enforcement model

Thecontent key can be generated by Authoring application &@M$ Server. After the data

have been encrypted by the authoring application, directly or using RMS Client API, the
content key is encryptedith RMS servermpublic key hence only RMS servean decypt it.

The encrypted content key, within the publishing license, is distributed to the target users. The
publishing license also contains the rights policy. The publishing license is signed with server
private key.

There is an option of so called offlipiblishing. To be able for the offline publishing, the
client acquires, in addition to the User RAC, the Client Licensor Certificate (CLC), signed by
the serverThe CLC compromises the CLC public key, CLC private key and server public
key. The server aociates CLC with the user (or RAGor the offline publishinghe client
encrypts the content key witferver public key. Another copy of the content key is encrypted
by client withCLC public key The publishing license is signed with CLC private key.

The recipient has to acquifeom the RMS servethe Use Icensecontainingthe content key.
The Use license igrotected for the requestor. Duritige Use license request processRigIS
server validates the policy thiaas beerspecifiedby author within e publishing licensélhe
resulting Use license contaissright for the requestor and content kaycrypted for the
recipient only(with RAC public key) An application calls the RMS Client library to decrypt
the document content within context of theeafic right or application action such as read,
write, print and etc.

Thus RMS implements an enforcement modeENM 2.2 case (distributed to the recipient
content key is encrypted for the central server which controlsaoiiey walidity)

Policies and Policy Principals

RMS enforcement policies are encapsulated within XrML license and they adsignment

of rights to principalsThe arbitrary string token can be usexs a RightThe RMS enabled
applications are responsibfer interpreting the meaning of rights defined in the policy.
Principals are User principal or Group Principal. The principal is identified by name string
tokeni email address for the user principal and group name for the group prifipsig

the RAC acquisition, an emaaddress isssociated with credentials being used to access the
server,and the addreds stored within RACThe resolution of the Group principal exists for
the AD groups only(so named group expansioro Live ID principals andeflerated
principals can be specified in the policy as direct inclusion only.

Client integration
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RMS implements Client plug architecture and provides client API for offline and online
publishing models. Microsoft Office applications, such as Word, ExRelyerPoint and
InfoPath are RMS enabled and can publish and consume protected docu@ergsrate
developers andndependent software vendors (IS\isforporateRMS into applications to
address specific business nekkis following:

1 Enforcing policybased automatic application of information protection enasl
passing through Exchange/SMTP gateways

1 Persistently protecting information as it is retrieved from document management
systems, enabling compliance with secupityicy

1 Automatically protectingensitive office documents andvail in arbitrary workflows

Microsoft RMS server implements IRM referenceodel with some enhancements which
include the offline publishing mode and different options for the federation support. The
dynamic policy resoludn is restricted to the Active Directory group expansion. An additional
context or environment parameters cannot be included into the policy. The integration with
external authorization mechanisms is not possible. The access request offline processing is
restricted to the control of the Use license expiration time.

4. Consequence Enforcement Layer

Based on the analysis of the state of the art we chddiséms basedRM approach for the
Consequence enforcement layas a base model From the Consequence tebeds
requirements perspective it provides:

1 cryptographic protection of the disseminating data

1 dynamicpolicy resolution

1 analysisto some extent of the metadaliaring authorization process
1

isolation of the enforcement layer client from the publisfaind consuming
applications

1 usage of the different Identitgontext providers
1 possibility of limited integration with the external authorization infrastructure

However, to address the test beds advanced requirements, the Claims based IRM model needs
to be extended and enriched. It needs combining with additemancementthat enable
implementation of the most advanced and complex scenarios

 Enabling access to the protected documents in partially offline'mode
Providing context informatiofrom the lo@l environment

Performing obligations

Federated, distributed operations mode

Flexible authorization policies

= =2 4 A

Integration with inherited infrastructure

! By partially offline mode we mean the scenario when the receiver can be offliessiamgcthe document. At
the same time he could periodically or at some point of time connect to the remote service.
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This section is organized in the following way: first we introduce federated licensors model
which enabds delegation and multi domain communications. Next we adopt and extend the
key distribution schema for the access hierarchies to address the problem of partially offline
access to the protected data in some scenarios. The consequence enforcement layer
architecture is built from these building architectural blocks on top of the Glaassd IRM

model and described at the end of the section

4.1. Network of the federated IRM licensors

In the IRM reference model described in S&stor! Reference source not found, there is

a single licensor entity for enforcement of policies. This essentially puts publishers and
recipients in the same trust domain. A key requirement in Consequence is to suppert cross
domain scenarios. In many (but not all) cases it will barei@ghat data protection and
enforcement of policies can effectively be
the other. This means that the domain where the data originates from, may not necessarily be
anymore (interactively) involved in the peation and enforcement of data, as soon as this
governance is taken over by the recipient domain.. In other words we often want to make sure
that data can be securely forwarded from the origin to the target domain, in such a way that
users in the targetodnain can then access the data without necessarily being in contact with
any service in the origin domain. They must still be in contact with a licensor of the target
domain.

We observe that this licensor can actually be a local entity, either a compaeeno the
recipient ds % a apeworked servick evailalsleein e.g. a local peepeer

network I n both cases, t he r-leicn @d dineito.the origisn not
licensor entity or to another service in the recigiest d omai n, yet not | oca
ability to federate may also address thelioi# scenario requirement. This approach also

seems to fit well in the adoc scenario, when the recipiamtder some circumstances such as
emergency situations hagight to share the data with an-adc user establishing federation

on the fly, without involving the whole DSA infrastructure.

To support the abovdescribed notion of muldlomain data protection, we here present a
model based on federated IRM licensdrs this model each trust domain has at least one
licensor entity. We sketch the interactions between publishers, recipients, and the licensor
entities in federated domains. These interactions identify specific requirements for
enforcement and policy (e.grust establishment, policy transformation, key exchange, etc)
which we will have to address in the respective infrastructures.

Note that a trust domain can map to an organizational domain, to a department within an
organization, to a part of an orgartipa in the same physical location, or to any other set of
entities that somehow trust the same licensor service (even if across organizational
boundaries).

2 By local entity we mean some component available in the nearby range. This could be a software component,
installed on the client compag device; service running on a peripheral security device, such as a smart card; or
even a software service running on a smart device whose communication possibility imply its location within
short distance range from the client computing device.
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Licensor L1 evaluates policy
P_L1 and ‘transforms’ P_L1 into
P_U1 based on claims C_U1
{and trust relation L1/U1).

User UL, licensor L1, and protected data
are all in same domain. User UL and

Data protected for licensor L1 have trust relation.

use in “domain”
governed by L1.

DataD ClaimsC_U1 DataD
Policy P_L1 Policy P_U1
Licensor L1 Licensor Ul

Encrypted K_L1 Encrypted K_U1

\
User U1 locally
enforces policy
P UL

User gets access to
data by showing set
of claims to L1.

Note: ‘use license is already special
case of license which can be used
without contacting L1{i.e. U1 is
forming its own domain).

User U1 needs to be “on-line” with respect to licensor L1.

Figure 8 IRM referencenodel

As depicted irError! Reference source not found, in the IRM reference model, the
publisher and recipient are located in the same trust domain. The protected data, in general
case, comprises the following items:

1 encrypted data (D)

1 (encrypted) policy, that can be evaluated through the licdris¢(P_L1)
1 reference to the licensor (L1)

1 content key, encrypted for the licenskr (1)

To get access to the protected data, the recipient Ul presents the license and required claims
(C_U1) to the licensor. The licensor (or policy service behind itkemaan authorization
decision based on the claims and license submitted by user. The license is transformed into
the license for the user, so called use license, and it contains the following parts:

1 encrypted data (D)

1 (encrypted) policy respecting P_L1,deal on C_U1, that can be evaluated by the user
environment (P_U1)

1 reference to the user client environment or IRM client (U1)
1 content key, encrypted for the user (K_U1)
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