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1. Introduction

This reportidentifies therequirements for the Consequence Framework from the point of
view of Crisis Management.

As the scale and impact of disastéseth natural and mamade)become more marked it is
important that different agencies can work toge#ret share information and resources to
contain the crig in a timely fashionTheresources anthformationthat are sharechay be
subject tadifferent security requiremenésross many different organisatiopsssibly even
differentjurisdictions Exanples of thiskind of data include personal data (ie, data that can
identify an individual), commercially sensitive data or in the most extreme dakethahas
implications for national securityTherefore, it is essential that this kind of informati®n
restricted to the people who need it for making key decisions without any disruption to their
ability to deal with the incident.

The approach taken in this report is to identify the tkgyevel requirements by means of
application scenariosTherequirementgresented heremphasise thiinctioral
requirementandareintended taavoid prescribing architeatal elements that ardentifiedin
the Architecture/Framework developmetivity in Consequence

Before the scenarios are presenthe next sectionpresents somef the background to this
work, characterising the current practices for sharing information. Th&sex onnterviews
and surveys fromprevious studies. The interviews were conduetid representatives from
the Police, Ambuwnce and Fire services in the @Kd capture some aspectdtad current
state of the art, defining whiformationis typically shared between the ageneid®n they
deal with an emergency

Section3 presentshe scenarioncluding the story line, the actors/stakeholders involved and
different use cases. It also describes the underlying assumptions, background information
(including legislation) and characterises the gersrstems and infrastructutieat is

involved. A baic application architecture is also presented.

The main requirementsr the Crisis Management Test Badesummarisedn Sectioré.
These are intended to be used as thdawgl requirements for the Consequence framework,
to be developed further in the remainder of the project.

An important aspect of the work in WP5 is to evaluate the results of the project in order to a)
confirm that the Consequence toolkit performs as expected, anl) &siefine and discover

new requrements from the prototyping exercisgection5 describes the evaluation tests that
are currently plamed for evaluating Consequendgalsodefines the criteria for assessing
whether the framework meets its critical regments.

2. Information Sharing Between Agencies

Generally, in England and Wal-agenemér ge mmaaesd
system. This means that all agencies involved in responding to the emergency are able to do
so in a coordinated way. Theagies involvegprovideon o6 Gol d, 6 o6Si |l ver , 6

command centresvhich are as follows:

1 Gold commandsets the strategic policy and considers next day, next week, next
year issues.

1 Silver manages the tactical deployment of resources at the inGident
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1 Bronzedelivers the operational plan within the fehe incident

Equivalentroleclassificationdoundi n t he | i terature are O0strate
Otactical 6.

The organisations that participate in an inciddiegendo n t h e fbesncidehte 8 of t
(Appendix 3. The basiaoctrineis to react at local level and only escal@e involve other
organisationsas required. If an emergenisyof sucha large scaléhat there arserious
implicationsfor nationalsecurity, resiliencanternational relationandhas ahigh level of

media interesthenUK central Government will beavolvedvia COBR(Cabinet Office

Briefing Rooms, sometimes referred to as COBRA)

2.1. RelevantUK Legislation

In the UK, the relevant ggslationfor emergency response includes:
1. Civil Contingencies Act 2004 (CCA 04)
2. Data Protection Act 1998 (DPA 98)
3. Crime and Disorder Act 1998 (CDA 98)

CCA 04 places statutory obligations on organisationsanage emergencies and incidents.
The actdefinestwo main categories of organisatsamho are obliged to plan, respond and
manage major crises that threaten life, property or economic prosperity on a large scale.
Theseare the sacalled Category 1 and Category 2 respon@fersa more detailed lisgee
Appendix 2).

The Category Jorganisations include

1 Emergency Services
1 Local Authorities

1 Health Bodies

1 Environment Agency

Category drganisations include
1 Utilities
1 Transport
1 Strategic Health Authorities
1 Health and Safety Executive
The act also ackmdedges that othdypes oforganizations may be called upon to help in an
emergency.lt shouldalsobe noted that some of these respondesgingwith the incident

may be publicagencies and some may be commeimighnisations For example,
infrastrucure/utility companies are privately owned in the UK and in other EU countries.

In the UK, heseresponder organisations mayrmemberof a localRegionalResilience
Forum[11]. The forum is a bodfor ensuring that the ageies are ready and prepared to deal
with an incident. It ceordinateshe activities concerned with risk assessment, emergency
response planning, business continuity management and public communications.

Further information on CCA 04 anldgotherUK legislationis presenteth Appendix 4
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2.2. Information sharing: current practice

To understand information needs and existing sharing pgleciesmber of interviews with
Category 1 responders were conducted. The interviewsPwiitte, Fire& Rescue and
Ambulance serviceepresentativeindicate that therarecurrentlyno formalised
arrangements between agencies slrating practicedependupon the individuals involved.
The implication of this is thaat this timeat leasttherearenoformal data sharing policies

The information shared between Category 1 responders broadly falls into three categories:

1 Background 8 information on features and conditions in the local area of relevance
to incident management, for example:

o0 Temporay road closures
o Flooding

o0 Wind direction

0 Marked addresses

This information is usuallgelivered viaextbased mediasuch as fax or email, and is
not integrated into control room systems unless manually entered by operators where
the system allows for this

1 Co-ordination & information on individuakervicesor the ceordinated response to
an incident, for example:

o Statusof eachervicd s r esponse
0 Rendezvous point
o0 Evacuation details

This information is currently not praded at all or deliverederballyvia telephone or
radio directly from the agency in question or through staff on scene.

1 Incident 8 information particular to incident&r example:

0 Location
o Type of incidenta commonly understood tersharechetween the responders
o Casualties

This typeof information is currentlpbtaineddirectly from a caller on the emergency
telephone line or passed on by ano#ewrice.This information is used by each
serviceto identify an appropriateesponse to the incideni this category the
information requiremes for eaclservicediffer widely. Servicesdo not have systems
in place to identify and record information from the initial call which can satisfy all
otherservices.

Tablel provides an overviewf current information lsaringpractices within and between
each of the Category 1 respondeltsshould benoted thatthese are the findings from specific
regions of each agency and do not necessarily represent the experience of UK wide forces

What is clear is that information shagiis not standardised and whaate agency expects and

needs from another agency does not necessarily correspond to what they actually receive.

This suggests a lack ahderstandingvith regard to informatiosharing requirement©ther

sources confirm thesviews. For example the following quote taken from a Lessons Learnt
report after a Regional Resilience Exercise
key by everyone taking paht in the exercisebd
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2.2.1. Overview of what information is shared.

Prior to implementing data sharing and security policies the information access requirements need to be identifiedviigedbléoprovides
an overview of what the Police, Ambulance and Fire & Rescue services share internally, what\edeh far other services, and what each
expects to receive.

POLICE

AMBULANCE

FIRE

Internal Only
1 Not all events can be seen by all police officers
1 Calls can be secured internally

Ambulance provide to Police

1 Number of resources

1 Type of incident

1 Loading position

1 Parking positions

1 Casualty clearing point

1 CBRN information

1 Informant details so they can call back (if the job is

Fire provide to Police

1 Information on chemical-related incidents, for officers
safety

1 Information from FireMET (Police may not have access
to this)

1 Severity of incident

1 Type of incident

1 Registration number of vehicles involved
9 Number of vehicles involved

1 Rendezvous points

w open)
O 1 Request to clear a landing point for air ambulance {1 Number of casualties
§ 1 Type of violence on scene
1 Weapons involved
Police expect to receive from Ambulance Police expect to receive from Fire
1 Information on patients where relevant 1 Information about nuisance callers and the numbers or
1 To be informed: addresses involved.
0 When markers have been placed on addresses | 1 Information on arson etc. If not already attended by
by ambulance due to violent or unpredictable police.
residents 1 Road closure requests
o If there has been a suicide 1 Car fires
0 Where ambulances are by job number 11 Forewarning if area around incident is dangerous.
Police provide to Ambulance Service Internal Only Fire provide to Ambulance
1 Patient information - although not to the depth that ambulance 1 Confidential patient information: unless requested by 1 Type of incident
w would collect the coroner or authorised by Gold command 9 Severity
g 1 Number of casualties, broad information. 1 Data on names would not be kept in the control system 1 Number of Casualties
S | 1 Cordon details f Very open when Gold command is in place 1 Confidential information on crew eg. if they are hurt and
g 1 Evacuation details need assistance may pass on details of allergies or
<§( 1 Media briefing similar

1 Information on chemical-related incidents, for officers
safety

9 Wind speed
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POLICE

AMBULANCE

FIRE

Ambulance expect to receive from Police Service

1 Call contents

1 Any information on the patient's injuries, for example
1 Updates

1 Road closures and safe routes to incident

1 Spillages

1 If railway crossings are blocked

1 MET office updates

1 Confirmation of attendance (ie. where domestic violence is
suspected)

1 Crew safety information, where an address is flagged in the police
systems.

Ambulance expect to receive from Fire

1 A notification of house fire incidents in which people are
known to be inside

1 Information on Fire appliances that may be of interest to
Ambulance personnel (eg, resuscitators, breathing
equipment etc)

FIRE

Police provide to Fire Service

1 Minimal information, fire do not need much
1 Location of incident

1 Type of incident

1 Persons reported

1 What is on fire

1 If a vehicle is carrying a hazardous load

1 If there any witnesses

1 Information on the safe route to an incident

1 Unable to provide vehicle ownership information due to DPA (There
are restrictions on Police sharing this information related to the
policy of fheed-to-knowg

9 Access to CCTV for cameras at the site of incident

Ambulance provide to Fire Service
1 Type of incident
1 Location of incident

1 Information on hazardous materials involved where
relevant

1 Parking positions and casualty clearing areas at an
incident to prevent confusion

Fire expect to receive from Police Service

1 Confirmation of attendance

1 Details of the location of the incident in as much detail as possible
1 Road closures, important for routing engines

9 For a bomb alert or suicide or chemical cloud (accidental or act of
terrorism) fire would like a rendezvous point

1 Number of vehicles involved
1 Persons trapped
1 Attendance time of police

1 If police are involved in a potentially risky operation (eg. armed
siege) i for fire to standby

Fire expect to receive from Ambulance Service

1 Persons trapped, this vital information is not always given
1 Location of incident

9 Number of vehicles i less critical

1 Confirmation of ambulance attendance

1 Attendance time of ambulance

1 Updates, it would be useful to know what information
that is being sent back to the ambulance control room
pertaining to the incident

Internal Only

1 Information on building notes from inspections
(although this could be requested by Silver/Gold
command)

1 Contact details for other agencies that are personal -
mobile numbers for example

9 Names of fire-fighters

1 If there is a broken asset or asset availability and
spread not required by other agencies

9 Details of cover moves, ambulance movements related
to maintaining adequate coverage of the local area.
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1 Registration information i registered keeper of a vehicle

1 Updates, it would be useful to know what information that is being
sent back to the police control room pertaining to the incident

Table 1 Summary of current information sharing requirements and expectations between tHeAF agencies
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2.3. Other sources

To suplement the information gathered through interviews, the results and lessons learnt
from some previous trials were considered to see whtttber araareas that Consequence
could apply its technological solution to good effect.

The sources reviewed were:

1 The OASISIp6 project's "Shropshire trials”, in which the utility of data sharing for the
emergency services was tested by an extensive series of exercises using emergency
personneln a simulated control room.

1 The National Mobile Data Projeathich consileredhow relevant information and
collective experience is captured and made accessible in reabtoffecers affire
andother emergency services

1 Exercise Triton scenario, which covered an extreme flooding event with extensive
flooding affecting nedy half of England and Wales. Over 60 organisations and
agencies took part nationally, regionally and locally.

1 The Pitt Report, which was an independent review of the flooding emergency that
took place in June and July 2007 to assess what had happenedaamaight be done
differently

1 Identifying PeopléVho Are Vulnerable in a CrisisCabinet Offica s s Geidhncé
for Emergency Planners and Respondeisvi | Conti ngencies Secr

Forfurther detailsseeAppendix 6 All of thesestudiesemphasised the importance of data
sharing, and the majority al$mghlighted concerns about secusitgmpered data sharing.

2.4. Implications for Consequence

The interviews with the PAF servicesvealedhe datasharingrequirements that the
organisations haweith each othefTablel). The reason for sharing the information is to
ensure that the responders have all of the relevant information that they require for their own
tasks Therefore, any data that is netevantwould not, in generalpe shared.

A numberof issues related to securityere raised. Category 2 organisatitersd to beather
inhibited whersharing data, possibly due to organisational, legal and commercial licensing
constraints. As descridlen Appendix § for Category 2 sharing information was the
exception, not the norm, probably dudtfferent organisationatlltural attitudes. Data
sharing protocols between responders were not formally defined, so thenlecakers were
not sure how to request aadcess the required informatiolm somecases, the safest option
appeared to nahare information at alivhile aherresponders magiecideto exchangelata

via ad-hoc routes that may not be under contrdhe Tssue of sharing Personal Data veell
knownproblemthat occursacross many sectors, not only in emergency response. Finally,
information systems used by agencies are still at an early stage of development and do not
exploit latest developments irtwork systenor data security that can be used to improve
interoperability between different organisations.

Conseguence assumes the availability of sophisticated information sharing systems between
Category 1 responders at various levels. Howeveheamterviews have indicated the current
reality is somewhat different-urthermore,here is always going to be a traok between

the requirement to protedata andhe urgentrequirements$or sharingdatato deal withan
emergency Agencieghat aredealing with emergencidsve the important requirement for

quick and effective access to accurate relevaninformationto perform theiistatutory
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duties Theserequirementsnay take precedence over other legal consideratvbes dealing
with sensitve data

What is also clear is th#tere are needs for betiaformation handling strategies.afr of

this includesunderstanding what to share, when and with whmagreed method and
format for sharing informatiowould bevaluabled eg Who (clasdication/role/proximity),
What (can be sharedlyhere(restricted, controlledr publicarea) When (criticality level)
andWhy (the information is need@dBy means of suitable systems that facilitdéta

sharing policies could helpo implement theseequirementshrough the application of data
and information standard3.herefore, a alternativeapproach may be to consider the policy
as the governance surrounding #ugivity of sharing as opposed s$trict rules that are
attached tahe actual mateai that is shared.

The interviews showed thatuth of the information is currently transmitted and shared
verbally, andsoit is important to understand the extent to which a responder organisation can
realisticallyaccommodate the ambitions of a technglegch as Consequence. A number of
reasonsvere given for the bias towards using voice commatons to share informationg.e

a closed feedback loop means that the sender knows that the recipient has received it, they can
confirm the message has beenenstood, antde sureof theactionto be taken. Therefore,

voice communications will continue to play a major role in the mastalrcommunication
activitiesand sat is possible that this reliance on verbal communications may set a practical
limit to the extent thatew ITtechnologiesan be used in a responder organisation. The
implications of this for Consequentsgthatpolicy based security may be a valuable adjunct

but is of limited applicability in the current UK environment.

3. Scenario
3.1. Introduction

The purpose of this section is to explartuture application scenaribatillustrates hownew
technologiesouldaid the nformation sharing mcess bualsowith the aforementionedata
securityconcernsn mind.

The known security issuelsat have already been noted so far include:
1. protecting data connected with casualties, evacare@sheir personal details

2. eliminatingtheuncertainties connected with releasing dataich can preventlease
when this was unnecessary

3. protecting commercily sensitive information belonging to Category 2 responders
4. commercial license restrictions

Thescenarids usedto investigatea numbeof theseand othesecurity issues in greater

detail. The scenario uses components and documents that are use®hSIsp6 [2]
framework. The following section briefly reviews the relevant aspects of that project before
the description of the scenario itself.

3.2. The OASISfp6 Project

There is aecognitionthat current information systerased by agencies needdsangan

order tosupport improvements ioperational tempo. Furthermorbete is an increasing
interestwithin the emergency services towards using networked devices, sensors and
applicationdrom the operationaiommanddownto tactical response level3his is to ensure
that as much information on the incident can be captured and the correct decisions can be
made.
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Integrating different networked information sources from diffeoeganisationgboth
Category 1 and 2) presstrthe following benefits:

9T Data becomes more easily accessible and c
preferred operating environment. So incident data from police can be represented in a
familiar way to the fire service using its preferred visuéiisasystem, for example.

1 Any shared data is moeecurateand up to date, so there is greater trust and
confidence in it when timeritical decisions are made.

1 With improved data integratiogold andSilver command officers do not necessarily
need to beollocated, so response to incidents is quicker.

1 Setting up third party systems for shared data becomes unnecessary and data
synchronisation problems are avoided

It shouldbe noted that technologiesjch as those investigated in DASISfp6 project[2]
describechere areattractinginterest from the emergency agency commuastyecent field
trialsin that projecdemonstratedThe work on interoperability within OASHp6 offers

great value in supporting different agenareslifferent countries working together to deal
with a crossborder incident and where the effectiveness of voice communication may be
compromised. This is a clear example of how technology stands to make a very positive
impact on the emergency servicezidion making process.

OASISfp6 addressed the problem of interoperability with respect to information sharing
between different responder agencitsthe European Union, the emergency services are
organised separately between different countriesgaad within a single country the

services are fragmented. For example, in the UK the police are organized into some forty
county services, which have defined statuary duties, but have considerable autonomy in how
they organize and equip themselves. Coneatly, even within a single region, interoperation
between the various emergency services is based-operation procedures, and data
exchange between IT systems is manually mediated, usuallydntryeof voce messages or
print-outs. The latteexanple, however, should be understood to be due to the limitations in
current system interoperability and connectivity rather than arising from any fundamental
security requirements.

The OASISp6 projectwas concerned with the development of a Common GpgrBicture
(COP)systento beusedby thedifferentcontrol centres for the various emergency services,
including both the permanent control rooms and mobile installations for tactical control at the
site of the incident. The Tactical Situation Object@Q)$s a lightweight XML message

designed to keep responderstafate with the situation, either throughvahicle systems or
handheld devices. It provides details of the type of incident, control zones, casualties,
resources deployed and the missidreytare deployed onrlhis information can be used for
supporting critical decisions

Further information on th®ASISfp6 TSO can be found iAppendix 3 Overall, one should
regard any new IT technologi&®m projects suchssOASISfp6 as complementing, rather

than competing with, current practices base@oice communicationslt is intended to aid
decision making while retaining the most useful features of current systems and processes.

The OASISfp6 COP system offers ce advantages in sharing information between agencies
inrapidt i me . However, not all i nformation i s r e
information overload from the COP is a potential risk. The problem is to make TSO
informationaccessibléo those responders who need it

Furthermore, the TSO might have sensitive imfation, eg, personal details @dsualtiesor
details of missions that other agencies argeanittedto see Therefore, there is the
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challenge oprotectingsome of the re sensitive informatiom the TSOfrom thoseofficers

who areinvolved but who have no need to know. For example, details of casualties should not
be broadcast to the utility companigs, Category 2 respondemsho are working with the
Category 1 respnders

3.3. ScenarioDescription

With the precedingnotivationsand concerns mind, a new application scenario is
investigated This is intended to exercifieese new technologiesndto posemore detailed
requirements for data securitefore thescerariois presentedsome importanbackground
informationis first describedn order to set the scen@ he stakeholder organisations are
identified along with the systems and infrastructure that would be used in the scenario.
Finally, the scenaristoryis presented along withree main use casesncerning a) the pre
emergency phase, b) the emergency response phase, c) theipesitphase

3.3.1. Stakeholders

Theprofiles of thevarious stakeholders in the OASHS system are described here. This
alsoincludes some details on their interactions or associations witbQRto provide a
flavour of their duties and roles.

3.3.1.1. Organisations

At the organisation level, the stakeholders are the Category 1 and Category 2 responders as
defined in the UK Civil Contingncies Act.It is assumed that each regreedpossibly

within a regional resilience forum) tm-ordinate their activities and tesethe TSQOas a
standardneandor sharing informatioron inadents, missions and emergencies.

3.3.1.2. Individual Users

The primay end users of the TSO will be the emergency respondédrsse responders may
be Silver commanders in a control roowho are making decisions using information
displayed iracommand and contrslystem or Bronzétactical commanafficers who are at
the £ene of the incident (tactical levejth more limited facilitiego display information
from the TSO

The emer ge n doginto ther gystent and stdyt to use the applications they need

The way this is done is not important, but it is safassume that systems will typically

control access bas @hsapplitatiandoed be simingna PDAdent i t y .
used by a tactical command offiaaron a desktop PC used by a control room officer. The
application willallow the user to asor more detailed information on a particular incident. In
general, responders will not be concerned with incidents out of their area of interest, or for

which they are not involvedNote that different control centres will have their own preferred
applications with customised human interfaces.

The control centrgystens for theCategoryl responders generate the TSQ<sheir

particular organisations based on inputs from tactical units or from internal syst¢ms
maintain information on the curremissiors. Typically,the control centre staff will interact
more with the COP, rather than the T&Othey prefer to have an overview of the incidents
and missions associated with the emergemgformation to be input to the COP will follow
incident speific procedures. Control centres fGategory2 respmders may not use a COP,
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but prefer to access the specific information froS® (or a number of individual TSOs)
instead.

The people interacting with the COP and the TSO will not be IT specialistsjlbsimply

be end users of the systems in whith COP and TSO related technologesintegrated or
embedded. The data sharing policies for the TSO are likely to be defined by control centre
administratiorstaff who can be expected to have a higheelef IT literacy. These staff will
assist end users in developing policies by capturing requirements, but cannot be expected to
understand formal policy languages), to the standard of a computer scientist

3.3.1.3. Software Developers, Administrators and Mantainers

Other stakeholders will include software engineerssaistemadministrators.They are not
endusers of the TSO af theCOP system but are required to support and maintaim it
behalf of the end users described abole systemadministrates are not developees
suchbutare expected tbave some technicabmpetencyn writing policies, scripts and other
utilities that are used for their general work.

Each agency will have its preferred supplier of software systwonse of which may be
bespokeo meet their requirementst is important that these suppliers are able to update,
extend or improve these applications over the full product lifecictkpecfying the
Consequence framewaqrik is important that any data security solution tGahsequence
provides must not disrugh any significant way existing application architectures.

Finally, system administrators will be responsible for translating the high level organisational
policies defined by management into a set of policieiscdwa be enacted by computer and
network systems. This @irrentlya painstaking process that may be lengémyor proneand
require rigorougesting andjuality control procedurdsefore it is successfully deployed

3.3.2. Scenario Assumptions

3.3.2.1. Collaboration

The assumption of this document is that both operational and strategic lesafisrofind

acrosghe tworespondecategoriesre located withim hei r own or gani sati on
The term 6domaind i s ¢ eolnedessarilgerotea partigulertpr eci s e
geographical locatiosuch as a headquarters buildirgrefers to all the offices, facilities,

mobile command and response vehicles that belong to an organisi@gh.domain has its

preferred systems, applications and processed thishes to retainit would not be willing

to change thesdor examplefor the sake of a collaboratio.he current procedure is for

Gold command officers to be in the same room using notepads and minimal applications. It is

an assumption of our sparios thathis is not necessarily the casene$eand othedecision

makes are in their own domainssing networked technologiés make their joint decisions

Theinformationthat is shared between #eorganisationsvill be fusedtogether, possibly

with information fromnon-emergencyagencies to form a Common Operating Picture (COP)
As this information may be highly complex and detailexhdensed versions of this
informationare reported to Gold command

Thestrategic command officeiia the scenao will be in their respectiverganisational
domains communicating with each other usiagice and/or videover a networkvhile
sharing informatiorfmissions, incidents, casualties dtajough the COPFor example,
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depending on the pace at which theident develops, these officers may be at home, abroad
or travelling to their own control centrbsit connected to their domain systems

3.3.2.2. Data Sharing Agreements

In this scenario, it is expected that there are multiple data sharing agreements between the
parties before the incident begiriBhe normakssumption is that the timescales of

emergencies generally prohibits the negotiation of a particular agreement for the incident in
guestion.However, one of the defining aspects of a minor crisis evolwitea full blown

disaster is that of a rapidly developing situation that does not conform to any of the rehearsed
scenarios, requiring the rapid modification of policy to enable responders with an urgent need
for specifictime critical informatiorto receve theappropriate dataA singleuniversal

agreemenis unlikely ast would involve many overlapping jurisdictiorfsurthermorea

Category2 responder is a commercial organisation wheragneemenmust balance the risk

of disclosing data thas neeled for an incident andiata that may be of value to a rivédt is
thereforemore likely that a number of separate agreements will exist between different
services and between tBategoryl andCategory2 responderand can be considered as
templatedor local policies.

It is assumed that the agreement would be written using standard legal terms that cite the
relevant legislation. It will clearly define what is to be shared, who is permitted access and
under what conditions the material can be usasolttld also define the protocols, duties and
responsibilities of the parties within the data sharing process.

The data sharing agreemt would primarily be supportinte aims ofegislation such as

CCA 04(Section2.1). Datathat is related to individuals, eg, entries on evacuation lists,

would besubject taDPA 98. CDA 98 is not directly related to the current scenario, but may
be used in the planning of emergency response if the incident is in an area with high levels of
criminal activity.

As described in the use case sechelow,the agreement is defined at regional or national

level and may be adjusted to meet local regional needs. The agreement is intended to protect
the interests adll parties and reflect the regements of legislation. It should enumerate all
points that both sideshouldunderstand whemiplementing the agreement

Therearetwo types of documents relevant to this discussion:

1. inthe UKasoc a | Hagagharing protocatiocument defining thegeneral principles,
purposes, relevant legislation and duties of the signatories when sharing data, and

2. a data sharing agreement specifying precisely what information is to be shared.

A protocolin the sense meant hestten has an appendix with a pimrmafor a data sharing
agreement-or brevity, we describe a single agreement that encompasses bwtrabove
types of contentThe basic format of an agreement betw€ategoryl responders, Police
and Ambulance for example, could include:

1. A section dehing the data controllers who sign the agreement from Police and
Ambulance who are to implement the agreement

2. The duration of the agreement, with review points defined.

3. The purpose of the agreement, stating why the data is being shared and what the
signaories of the agreement intend to do with it. This gives a rationale for the sharing and
indicates what agency tasks require the data for their successful execution.

4. The duties with regard to various legislatures. This section may cite CCA 04 , DPA 98
and possibly CDA 98
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5. A section describing whaypesof data are to be sharadcludingwhetherpersonal data
is to be shared or must first be-plersonalised, and the treatmentiatathat hasaional
securitysensitivity Ot her ¢l as si fe nctats eomssi toifaredtidyh@®E unmay b
agreement as well. In theenariq sensitivanformationmayinclude evacuation lists and
lists of individualsparticularly vulnerable ttoxic chemical release etc.

6. A section defining the markings to be used bydbeument authors when identifying the
classifications defined above.

7. A section defining the restrictions on material bearing these markings, eg, whether it can
be viewed, modified, printed or whether it may be copied or is permittee desclosed to
other partiewithout permission being sought.

8. A clear statement on how requests for disclosing material to a third party arddalbe
with.

9. What data security standards arééoused (eg, ISO1799 or BS7J® each party in
implementing the agement.

10. Duties on the organisations with regard to the matef@al exampleto log access to
certain types of document that include sensitive personal information, to provide
justification for using the data, or to delete the documaitésthe emergencis finished.

11. A section with Indemnity clauses. This ised by a particular partner (the Indemnifying
party) to protect a partner (or partners) from any adverse effects resulting from using or
processing that data.

In the case o€Category?2 responderghe ageement could be similar ebovebut would
i nclude 6commercial sensitivitydéd to the | ist

Finally, the UK government may be implicitly involved in the scenario in the sense that it is
entitled, under the provisions of C@4 to accesslata for evaluating the efficiency or
performance of organisations when dealing with crises or emergencies.

3.3.3. Infrastructure and System Profiles

We assume a network that is composed ofretivorks (with different security

classifications) and intranets theik the systems of the different agencies together. Each
agency wi || rely on different operating syst
AlX, Solaris) and software technology platforms (Java, .NET, Python, etc). Itis likely that

budget and dbware procurement policies may limit the type of system and infrastructure that

can be used.

The following table summarises the characteristics of the systems and infrastructure used
through the scenario. Thradrastructuredt i er sé ar e i denti fied:

1 Tier 1: Responders within the immediate vicinity of the incident
9 Tier 2: Control centres coordinating the responses from the Tier 1 groups
1 Tier 3: Ancillary organisations providing services and information to Tier 2 control

centres.
Tier | Network Properties | Systems Users Operating Environment
1 Ad-hoc, peetto-peer, | Mobile phones, Police, Fire, High tempo activities at the
low bandwidth, PDAs,head Ambulance officers at | emergency scene
intermittent mounted displays, | the scene of the
connectivity laptops, invehicle incident
PCs, video camera
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and microphones.

2 Mediumto high
bandwidth mixture of
restricted network (eg
VPN) and public
networls, high
availability

Relational
databases, legacy
information
systems, desktop
PCs,Email,
Messaging.ldentity
savers and
organisation
information systems

PAF commanders in
control centres
Category 2 responders
in their offices and
control rooms.

Sharing information fo
collaborative decision
making

3 High bandwidth, high
availability, public
network

As for 2 but
including large scalg
GIS and other

similar info systems

Category 2 responders
and other organisation
offering information

services

Provides informatiomnd
services to tier 2curates
large data systemsSupports
many different sectors.

Table 2 Summary of Infrastructure and System Profiles

Tier-1 has the most stringeperformanceequirementss itis directly involved with the
incidentandmay have limited resources. h&seconsiderationsnay have priority over
security requiements Datamay be cached and distributed usagmart peeto-peer
distributionalgorithm, and isipdated whenevdrigh performance networks are detected

Tier-2 infrastructure has a criticabnnectiorwith Tier 1 Tier 2 isrequiredto supply near

real time data to Tier 1 responders and request/receive soft real time (5 minutes or so) data

from Tier 3 in order to make assessments of potential threats. The ability agamaaltiple
Tier 1 responders with different data sharing policiedde a pesibility. The following
picture shows the relationships between the different infrastructure tiers in the scenario.

centres

Tier 2 control

Tier 3
information
providers

A

Tier 1 Inner
SSUhttps

protected area

Tier 1 Inner
SSUhttps
protected area

Z

Figure 1 Infrastructure and systems supporting the scenario, represented as a tier
Further details can be foumd Appendix 7

A final point to note is that the infrastructure is composed of a mixture of different kinds of

network wherdransport level security @ifficult or maynotbeguarateed. This implies that
datalevel secury should be used insteadd sahe aims of the Consequence are highly

relevant here.
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3.3.4. Scenario Application Architecture
The following diagram showe simpleapplication architecture for the scenario.

Local Government British Transport Police i,
Gas Utility

—— 3
Assets 3 Legac CcorP
Service Interface gacy
Database Database Service Assets ;
- Database Service Interface

Ambulance
.
\ ——
Legacy COoP
Amb Responder Database Service

Control Room Op

Police

A\ Legacy COP
Database Service KEY

Police Responder -
Tactical Situation
TSO .
Object
Fire A
. ———_—
< Legacy COP Asset Asset Info
Database Service

Info

Fire Responder

Figure 2 Scenario Application Architecture

Thesystemsusedby the various agenciese exposed as servicasd the various clients
(responders and control room staff) have appropriately modified applications for using these
services The services owned IBolice, Ambulance and ErPAF) and British Transport
policeexportTactical Situation Objects.

Access to TSOs is granted to responders according to access pOlicerategory2

responders expose interfaces to their legacy systenfser r ed t o as sources
informatond . For example, the Gas UtintheFirey woul d
serviceto view criticalgas pipe routes, pressutistributions over an aresc,in the vicinity

of the incident Control room operatives can access both TSOs and inflormgtstems

exposed by utilities and oth@ategory2 responders.

Note that the clients all make requests for informatithre arrows indicate the direction of
the request to the relevant service. The data returned is indicated as either a TSOndo asset
document.

A more detailed description of the application architecture is givappendix 5

3.3.5. Scenario Story

The scenario describes a vehicle accident in Bristol which rapidly escalates into a major
incident To be effetive in the face of a major incident, the responders must be familiar with
the systems involved, ansihthe same system should scale frordinary, dayto-day use to
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responding to a major incident. The scenario aims to show this progression, and astéocate
bring in a wide range of possible responders.

Figure3 below presentthescene

sub-station

tower

Railway

Figure 3 Crisis Management Scenario Picture

The scenario is set a bridgavhereMuller Roal, amajor road (A)is cossed by an

important railway line. The immediate neighbourh@edhin 50 m) is an open area used for
allotments and a small DIY warehouse store. There is a small stream passing which is culvert
ed as it passes under the road. The broader neighboughmaahiy high density Victorian
suburbs, and there are at least five schools within a kilometre of the site. There are also major
infrastructuranstallations, including two sets of gas holders, an large electricity substation

and a communications towerdre is also a specialist hospital, numerous nurseries and

c r @idepecialist residences for old people andhémelicappedThelocal geography

means thathe EasiWest routes are very restricted and Muller Road is the only major

crossing of the railay between the M32 in the south to the ring road 3 km to the north.
Consequently, this is an important access route for the emergency services.

The scenario plays ouver a forty five minuteperiod on a wet Wednesday morning. The
eastbound traffic is baekl up from the M32 junction almost the whole length of Muller
Road, although westbound the traffic is clear until it reaches Gloucester Road in the West.

Stage 1 At 08:32 a call comes in to the police and ambulance services repocing a
"getting bashetdbetween a couple of lorries under the Muller Road bridigere could be a
couple of casualties. Police and Ambulance both dispatch response vehicles, and the Fire
Service is alerted though thepearance of the incident in tGOP.
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Stage 2 A paramediarriving from the Easof the city and alreadgiose tothe areacalls in at
08:34 Shereporsthatinitial triage indicates one yellow and three green casuaiiesne
ambulance is needed).ottever, one of the vehicles is a petrol tanker, whicleisedd across
the road and there isstrang smell of petrol. The second lorry also seems to be a tanker, but
is inaccessibl®ecausef the first slewed tankeThe Fire Servicearefollowing
developmentsia the COP and despatch a unit

Stage 3 The polce arrive from the west at 08:4@nd find several cars hagencertinaed

behind the second tanker, making it impossible for it to move. Concerned about the leak of
petrol they start clearing people from their vehicles. A second police vehicle is assigned
divert vehicles off Muller Road at the traffic lights 0.5 km further west. The Fire Service is
arriving from both directions when the petrol tanker catchesafiethere is a small

explosion The Police control centre is already in the process dfrajéMetworkRail and

British Transport Police about the threat to the railway.

Stage 4 At 08:47, the second tanker is observed to be on fire, and both leaking some
unknown chemical and spewing thick white smoke. The fire crews have donned breathing
appaatus until the nature of the chemicals is established. A goods train is observed to have
stopped on the railway abowven evacuation of the immediate area (100m cordon) is ordered.

Stage 5 A secondsmallexplosion has increased the rate at which smogpawing from the
chemical tanker, and bystanders and unprotected responders are being affected by the fumes,
At 08:56 the decision is taken to evacuate an area of 500 m around the incident, with planning
to extend the cordon to 1 km. Additional Fire Seevpersond with breathing apparatus are

called in to support at the incident ground, and the police services from the adjoining
constabulary are asked to provide cover since the local officers are fully engaged.

Stage 6 At 09:02, the goods train is iddéfired as carrying a variety of flammable chemical

for disposathough Avonmoutt{a port approx 10km north of Bristpgome of which may
contain highly toxic admixtures. The fear is that if this train catches fire, the resulting plume
could involve evacuatg a large portion of Bristol say 120,000 people. Planning is put in
place to close the M4 betweblewport (20 km Westpwindon,(60kmEast) The central
government COBR commiittee is alerted. Contacts are made with the Disaster Monitoring
Constellatiorto identify whether satellite observations would be available to track plume
dispersal.

Stage 7 At 11:15 the fire is reported under control and cooling water sprayed on the second
tanker has eliminated further fumes. A heavy shower has washed the ph,@uedou

evacuation plans have been scaled down. There is concern thatténaun off from the
scenehas got into the local stream, and a pollutimonitoringteam is being called iby Fire
Traffic throughait the Bristol area is in chaos.

Stage 8 At 20:15 the scene is declared safe, the fire is out and the vehicles cooled, and spilled
petrol and chemicals have been contained and removed from the site. Muller Road remains
closed fordecontamination

Stage 9 At 07:00 Thursday the incident is declaredseld and Muller Road reopened for
traffic. There is some remaining decontaminatmbe dongand several families from
nearby houses have had todmeommodatetly the council while this is completed.

(Stage 10 Some weeks later, the incident investigagi@anel read the TSOs to establish the
course of events, and prepares extracts from them for presentation in a court case.
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3.4. TSO Threat Analysis

The TSO contains information about incidents and operations. This information can be
misused in two ways: foremeral public dissemination or for malicious or criminal use.

General public dissemination may have two adverse effects. Firstly, it may alert people who
want to loiter at the site and who thereby interfere with incident management. It is assumed
that themedia will notbe permitted tdave direct access to TSOs, but will be briefed about
incidents by a press liaison officer. Secondly, in the case of a serious incident, especially one
that risks achemical or radioactiveaterial releasat may cause pan@mong the local
populationif it is released at an inappropriate time

Examples of potential malicious misuse of TSO information include attacks on fire engines
attending a fire, or attracting protesters when police attend an incident, as in timegaf tens
in the French 'banlieu chaud'. Examples of criminal misuse could incluoi@ic@tion of

rioters or the targeting by burglars of homes where an ambulance has made an emergency
call.

Anotherthreat is from interception of the TSO within the potentipthprconnectivity of the
Tier 1 area. Itis henhat sharing of TSO data is m@ptomiscuoué i n tomeed e r
demanding reatime operational requirement3.SOs mayherefore be sanitised of sensitive
data before release into Tier 1, although thend&fn of whattypes ofdata are sensitive may
well change during the course of an operation. Howélrercapability to dynamically

redefine data as sensitive or regnsitive brings with it a potential hazard as well as a
requirement that may be diffitttilo meet. For example, the declassificatiomhef patients
attendinggenitourinarymedicine (GUM) cliniowithin the evacuation area during a flood alert
may need to be timéound to the duration of the alert even though the data would be essential
to coordinate rescue servicdswould be an unintended consequence if the patient list was
then available to the personnel department of one of the utility companies fer cross
referencing with their employee records.

With respect tdhe distribution of infomation toCategory2 responders, it is assumed that
there is more potential for misuse or information being compromised thtypighl threats
ranging from viruses and spyare through teophisticategocial engineering attacks.

3.5. ScenarioPhases

Theuse cases consiaa here considex) the preincident phase, where data sharing
agreements are setup,the incident phase where information is shared according to these
agreements, amg) the postincident phase where analysis of the incident is derand

access is required to historical data.

3.5.1. Category 1 Control Centre- Data Sharing Agreement and
Access Policy Definition
Prior to the incidenta variety of data sharing agreements have been set up between the
agencies.In this respecthe local contol centres have a great deal of influence on tiwv
access policiefor TSO accesare to be definedhey are also granted the right to modify the
policy during the incident if it is expedient to do so.

It is assumed in this scenario that a-gedinedset of policies, derived from data sharing
agreements, are used throughout the scenario and that general fanidiassociated data
sharing agreements)ill be defined at regional or national levels, with the local control
centres defining parametensch as operation cells over which units are alerted.

The following list is a selection of the agreemehtst are in place prior tileincident
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Police Ambulance
PoliceFire
Fire-Ambulance

PAFLocal and Regional Councils

PAF Network Rail
PAF-Gas utilities

Consequence D5.1

Section3.3.2.2proposes a general structure for a data sharing agreeienfollowing table
indicates theelevant content of these agreements

ID What is shared Access Restrictions Purpose Legislation
1-3 1) TSOdata For each type of SO event | Coordinated respons| CCA 04
who can acceds, when and| to incidens andto
where it can be accessed | fulfil legislative
duties
4 1) TSO Data 2) For each type of $O event,| To protect human lifg CCA 04, DPA 98
Personal data held by | who can access, when and| through evacuation
the ouncilon members| where it can be accessed.
of the public. Personal information to be
accessed by responders at
the scenand by particular
council officer roles.
5 1) Train locations + PAF Commanders, Control| For identifying risks | CCA 04
cargocontentsin the centreoperativesssigned | to general population
vicinity of an incident. | to the emergency only. during an incident
6 1) Gas pipe routeand | PAF Commanders, Control| To prevent damage t| CCA 04

gas distribution
informationin the
vicinity of an incident.

centreoperatives assigned
to the emergencyTo be
accessed in emergency

situationsonly.

critical infrastructure
to maintain economig
continuity

case belovin Section3.5.2.1describes th&@ SOaccesgpermissionghat are active as the scale

Table 3 Table of Data Sharing Agreements

Regarding TSO dat@eferred to in agreements4), the access restrictions specify what can
be shared, where, when and by whom it can be acceBsethe case of TSO dathgtuse

of the incidenthanges ovetime. All of thesgpermissionailtimately derivefrom theabove
data sharinggreements

For personal data such as individual names, addrdsssd#f) and mobility informatigrthese
can only be sharediifis assertedo be inthe interests of the individuaDther information is
not likely to be drelevanceo Police, Ambulance arféire, soaccess tdhis data would not

be part of the agreeant. Generally speaking, only responders assigned to the incident would

be permitted access this informatiorduring the course dhe incident.

For information held by utilities (agreements 5+6), the restriction is that the data should be

only used byselected control room sta#g,by Fire control room officers only.
Other ingredients of the DSiAclude

1.

printing restrictionsranging fromconstraints thatertainTSOs shoulahot be printecbr
may be restricted to a printer in the vicinity of themj®r possibly a printer with PIN

protection

anyshareddata to beenderednaccessiblafter the incident has ended
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3. recognisedecurity standards to be enforéedhe protection of the datag, 1SO1799 or
BS7799)

4. ashared vocabulary defining the meanof termsused in the agreemeffivy eg,6 cont r o |
centrebod, Omobile HQO et c.

5. an obligation to log access to certain material.

Theseagreementsamee g ot i at & d oant ,lieplewderdcbntracts specialistsing
conventional document managemsystems.The expectation here is that the negotiators

create and exchange text based material that does not contain any obscure technical content.
The termd n e g o theraist meannti@®xchangingf copies of agreements between parties.
Thenegotimir s may use 0§ dodatilitateaheptocessd composing thesé
agreements O60Templ at es 6 reusabte Hocwsnent fragnmemtsxand legad f er t o
constructions that encapsulate Hegalpractice reduce chances of errasd save time

spent in composing agreemenBuring this negotiatiophase existing agreementnd
legislationare compared with the new proposed agreement and contradictions and
discrepancies are detected and reported to the negotidtwsiegotiation proceedsdhas

the goal of a) satisfying the interests of all parties, b) resolving any contradictions and
conflicts with existing agreements legislation Once theséssuesare resolved, the signed
agreement is stored within thesinessystens of the respeate partners. This becomes the
authoritativdegaldocument that determines heWwaredmaterial is protected when it passes

over organisational boundaries.

Theevent of storing the final version of the agreemeitiaites a reconfiguration of security
systems and processes within each organisafidms isin order to enforce theules specified
in theagreement when documertsvered by the agreemeare shared.

As an extension of thisise casgit is possible that the centres modife deployedpolicies
according to the incidengg by identifying explicitly that the incident should include the
British Transport Police. This would require that any change to the policy be authmyrized
the control centre managand distributed, and that this authotiaa and distribution is
logged.

3.5.2. Category 1 Local Control Centre - Read Access

The mainCategoryl responderspolice, fire and ambulancemaintain control centres to
keep track of incidents and their resourdaxal control centrefor the Categoryl
respondergclude both the staticontrolcentres which are responsible for the-tiagay
operation of theservice and temporary centres located at or near an incident.

The local control centres maintain a Common Operating Picture (COP) and generate the
TSOs. They define the area over which the TSO is distributed. They may also close the
incident, at which point it is deleted from the COP, and so no longer generatesTh8{Ps.
also maintain a secure log of all TSOs distributed.

In this use caskcal contol centres can read all TSOs throughout the inci@i#ages 1 to 9),
including TSOs from centres from the other services and &djacentegions. Whether

these are displayed will depend on the nature of the incident and the local sitdaterfor
intercontrol centre communications, the TSO provides the minimum of situational awareness
information. The centres may use other messaging systems for higher levels of common
situational awareness, but equally, thesgiire closer cordination of the COBystems in

use.
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3.5.2.1. Summary of TSO AccesdJse Cases

The main set of use cases is where a user requests to readdarirgQhe lifetime of the

incident The system can refuse access, or grant access to somef tinelbarts of the TSO,
depending on the/pe of incident and the information that the user needs to know. In the
scenario, the information sharing needs change as the scenario develops, and the responder
summary table shows this for a variety of responders and for different stages in the scenario

The TSO is split into four major sectio(@escribed irAppendix 3, with separataccess
rulesfor each section. Within these sections, there may be flug#oerityrestrictions. The
restrictionsthat are relevant hesgre

1 Event:

o Event identification and type;

o Event location and relation to other events;
1 Resources and Mission:

o Restrictioni for a specificespondershow onlytheir owndetails and the
missions they are mentioned(oio not show other responders) (control by
responder identity)

0 Restriction- acontrol centreghat owns resource is permitted to be shalven
details of both theesources they have provided and the missassfgned to
these responde(sontrol by responder attribute)

o Restriction- show all resarces and missior{§ree access to all informatign)

1 Casualties;

1 Evacuees.
In the table belowheuse cases summarised as a four character code, with the
interpretation that a user can read only those data that they have a code for.

E/D Event type / egntDetails- type, location, relation to other events
S/O/A resource and missioBelf only (responder) Own (control centre) All
C Casualties

\% eVacuees

Table 4 Responder Code Values used in the Use Cases

For emphasishefirst threeuse casentries are responddieg patrol vehicles, fire engines,
etc)are coded yellow ithe table The remaindebelong to two types afontrol centres The

first of these aréhe otherCategoryl responderécolour coded in gregrandthe secondhe
Category?2 responderwith the colour code bluéVhere users have a similar profile, only one
line has been showatfor example, it is assumed that the ambulance and fire services have a
similar profile.

The term "Local" refers to the organiima that has jurisdiction over the incident, to be
contrastedvith "Area", referring to equivant organizations in the surround area. In the
scenario, Avon and Somerset Police would be the local responder, and South Gloucester
Police, whose jurisdiabn starts 2km to the North, is an "Area" responbtepractie, of

course, the Restrictions would allow a wider range of tactical events to be defined, the
policies would be far more complex and the resource descriptions would be extended to
include a wi@ range of responder typeg NGO, military aml countryspecific descriptors
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Responder

YELLOW

GREEN

BLUE

Local Police
Responders

Area Police
Responders

Local Fire
Responders

Area Police Control
Transport Police
Coastguard

Local Council

Area Council

Port Health Authority
Local Health

Health Protection
Agency

Environment Agency
Eledricity Distrib.
Water and Sewage
Telephone Service
Network Ralil

Train Operating
Highways Agency

Healthand Safety
Exec

Scenario Stage

1 2 3 4 5 6 7 8 9
DACV DACV  DACV DACV  DACV  DACV DACV DACV  DACV
- - - - E DO E -
- DOCV DOCV DOCV DOCV DOCV DOCV DOCV DO
- - - E DO DO-V DO E -
: : D EO DO DO DO DO E
- - - E D--V D-V  D-V  D-V D--V
- - - - E EV E - -
- - - - - D - - -
- - - E E-C- EC EC-  EC -
- - - E E-C- ECC EC- E E
- - - E D D D D E
- - - - E D E - -
- - - D D D D D D
- - - E D E - -
- - D DO DO DO DO DO E
- - D DO DO DO DO DO E
- - - - D E - -
- . - E E D-CV D E E

10

DACV
DO

D--V

E-C-
E-C-

D-CV

Table 5 TSO Access Use Cases by Responder and Incident Stage
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It is assmed here that the local polieall normally take control in major incidents like this,
andhave full informationhroughout the incident. The fire service responders, since they will
be involved in the physicaéscueof the injured, are also liy informed once the incent
escalates beyond a policaly matter Policerespondersirafted in from the surrounding

forces become aware only when it is likely to affect them, and get details only if they are
taked to respond to the incident.

The regional policeontrol roomdor the surroundingonstabularieare alertedvhen the
incident starts to increase to a significacdle so that they can be prepatedsupport, either

by taking on duties for thiecal constabularyor by actually providing resources directly to
the emergency. It is assumed that they need keep track of their own units, since detailed
control will remainwith theresponsible forceHowever, the scenaradsoshowsan external
forcebeing put in charge of the subsequent investigation, and so needing access to all the
TSO.

The Coastgud is never involvedh this scenaripand the Port Health Authority made

aware of the incident only whenl@okslike becoming a regional emergentwat includes
Avonmouth The local authority typically provides the control centre for major emergencies,
as well as taking responsibility for-r@usng evacuees. In thease of the largest scale
emergencieshey would be supported by the authorities from surrounding districts.

The local health authorities need to be aware of large and major emergencies in order to make
treatment facilities available, to free hpds if rerededand to call in offduty health care
professionals. In doing this, they may also use other emergency messages, such as the
OASIS-open standard for Hospital Availability (HAVE), and may use similar pdiased

access controls for such messages.

The Ehvironment Agencynitially becomes involved because of the proximity of a water
course (the stream), but will later have more extensive monitoring and assessment
responsibilitiesfollowing the release of the chemicals

Control centres for utilities, su@s electricity and gas distribution, are made awétke

incident only when the incident starts to affect a significant area. In this case, it is evident that
they also happen to have important facilities in the affected area. The water and sewage
services are made aware much earlier, since the incident involves a chemical spill and they
need to be aware of the risk of it entering the sewage system.

The proximity of the railway also requires the alerting of Network Rail and the train operating
companiesnot least because they need to stop trains entering the sector.

3.5.2.2. TSO Access Policies

The aim of this section is to identify the data sharing requiresa@adier which an

organization should receive TSOgdahe policies which would aive this. T h e ®ipeod &
described here are nptescribingthe structure and content of either ttoeemal or enforceable
policies that are explored elsewhere in@msequence Frameworlkstead, ltey are

intended 6r exploling the requirements faConsequenci greaterdetailby means of

informal fif-thenelsed rulesthat controlTSO access
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To aid this investigatiorof policies, we first focus on twparticular exampkethat areoutside

the scenario, namely thatekercisq or O6dr i | | 6) Theafidd¢c test diamdcii deén
scal ed dAppeadx8iseaploredinrthis preliminary analysialong with the topic of

how location constraints are specifi®dith this done, policies for the scenario are then

proposed.

The data sharmrequirement identifies why it is necessary for an organization to receive TSO
data ad what criteria are used in ma§ that decision. Thpoliciesas used herare

identified as predicates against the TSO data elembntsome cases, these are defined
againstroles orfunctions, rather than against whole organizations, as the policy for an
organization will depend on its function.

In what follows, it is assumed that there are three strigctheg may be used in policy
evduation: the policy, the TSOral the unit or team thatill use the TSOn the case of the
TSO, this is an XML structure, and the elements are prefixed TSO, and are identified in the
TSO structure standard. In the case of the policy and the unit, for simplicity these are also
treatedas TSO suctures.

An exercise is a test of the organizational response to an emergency situation. In general, only
specific units allocated to the exercise will respond. A unit will be able to aexarssse
TSGs only ifit is involved with that particalr exercise.

There arehiree options twardsdefiningand esrcisépolicy:

1. The units are explicitly identified in a policy for exercises distributed to all units;

2. The TSO explicitly identifies the units as resources in the resources section of the
message

3. The units are provided with an "exercise token" which is part of a standard policy

In all cases, the policy must includeguard condition of the form:
if (TSO.context.mode = "EXERCS") AND X then-- TSO read allowed

where
context.modeis themodesib-element in theontextelement of the TSO, and
X is the secondary condition (described below)

Options 1 and 2 require that units know their own identity as a resource, and consequently,
there is a resource identification standard for supplying identagienits. These would either

be static identitiese for a fire engine, programmed in to the vehicle's TSO system), or
dynamic ég for a crew member, who logs in to a vehicle TSO systems). In option 1, the
secondary guard clause would take the form

($ p a policy s.t. unit.identity in {p.exercslist} )
where
unit.identity is the unit identify provided by the unit;
the policyp is one of the currently applicable policies;
{p.exerclist} is a set of unit ids listed by policy p as being part of #erase.

In option 2, the secondaryard condition would take the form
($r a Resource element s.t. TSO.r.id = unit.identity

where
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r is a resource element of the TSO;
r.id is the identity sukelement of the resource element;
unit.identity is the uit identify provided by the unit.

In option 3, the TSO system would need to distribute exercisegaktehe beginning of an
exercise, and the TSO reader in a unit would need to store that token. In this case the
secondary guard condition would have fiven

(unit.exercs | null)

A test is a technical test of the system, and is ignored bgsglonders. However, from the
system maintenance and testing viewpoint, each unit must be testable. This implies that the
TSO reader must be able to be exdlicset into a TEST mode, and that policies include a
guard condition of the form

if (unit.test) then -- TSO read allowed

A number of policy decisions will depend on the position of the event, the geographic area it
is signficant for, and the location of threcipient.

The EDXL Distribution ElemengseeAppendix 3for a descriptiohprovides a regional
boundary for the distribution of the TSO. This can specify the region by one of the following:

M Circle

Polygon

Country

Subdivision(of country)

UN Location Code

The TSO itself provides geographical location of the event. It can specify a position as a
point, line, circle, surface, grid, polygon and ellipse, though only point, circle and polygon are
likely to be used to specify the laton of an event. The XML structures for such geographic
elements are sequences of optional elements (rather than a choice of one), for which the
semantics is not clear, however it is assumed that the message will use exactly one type of
location.

T
T
T
T

The speification of Country, subdivision and UN Location Code are all based on ISO 3166,
which provides a two digit code for each country. The coding systems for subdivision and UN
Location Code suffix the country with a three letter code representing usually an
administrative area or town.

The geographical positions are specified by latitude and longitude. The TSO may also specify
height, but this is probably not relevant for location based acoedrol policies. Translation
from other ceordinate systems, sh@s a map grid, would be provided as a service if needed.

It is assumed that a fixed unit, such as a control room, knows where it is both as a latitude and
longitude, and by location code. It is also assumed that mobile units "know where they are”,
for example, they have built in GPS. In the case of locations;atls assumed that either

they have a default (static) code for the area (city, cquitiiey are expected to patrol in, or

that there is a service to convert the GPS into a location code.

Fromthe computation viewpoint, it is further assumed that there is a service that compares
locations, returning

1 inif the unit is inside the area or region designated
1 onif the unit is "close to" a designated point or region boundary
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1 outif the unit is not clee to the designated point, or outside the region boundary
The concept "close to" has a minimwalue determined by the accuracy of the location
service, but may be defined more broadly if necessary. For example, for a subdivision
corresponding to a cityit may include the surrounding suburbs. The scale of the incident will
affect the "close to" calculatiobut note that, for example, a major disaster is of significance
if it occurs anywhere in the same country, or in adjoining countries.

The policies ba=d on proximity to an incident will therefore take the form:

if (compare (unit.location, designatedocation, TSO.event.scale) = in) then
-- TSO read allowed

or
if (compare (unit.location, designated ocati on, TSO.event.scale) [ out)
-- TSO read allowed

In addition, control centres (treated here as a subtype of unit) will have a designated area of
responsibility, and use the compare function to seeyfhlage direct responsibility for an
incident or should take notice of artident . These policies would take the form:

if (compare (designatedlocation, control.location, TSO.event.scale) = in) then
-- TSO read allowed

or

if (compare (designatedlocation, control.location, TSO. event . scal e) | out) ther
-- TSO read allowed

where
designatedlocation is eitherDE.targetArea or TSO.EGEO.POSITION
compare(a, b, scalejeturns

f in whena/kb A

1 on whenafkEb * Al

f  out when aZEb* = A

o whereb* is b extended by its boundary mmependant on scale

A police patrol car will generally be made aware of all police related incidents in its
immediate area, and of any significant incidents in the general area. In the context of a GIS,
this provides awareness of where other patrolaasand of any areas that may need to be
avoided. The policies will change depending on the scale of the incident and the regions of
responsibility of the constabulafgeeAppendix 3.

It is assumed that for minor incidentsdtes 1 & 2) the distribution of the TSO is limited to
the boundaries of responsibility of the control centre generating the TSO. This leads to the
following sequence of data sharing requirements and policies

Scale 1:

A scale 1 incident is a minor, dag-day incident that would be ignored by patrol cars not
directly involved. It is assumed that a patrol car will need visibility of a TSO if it is generated
by its own control centre, and it is s®to the incidenieg within 2km), or it is a designated
resource to respond to an incident.
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A police car will need visibility of a TSO generated by another control centre and it is
designated as a resource to respond to the incident, either in that TSO, or in TSO generated by
its own control centre and citing téher TSO as the main event.

Note: the operational tals of how a TSO will be used may vary from region to region.
However, it is assumed that when a unit is allocated to an event, then either it is recorded in
an update of the original TSO or by creatia subevent linked back to the original TSO. This
may be the preferred option when the TSO originates with a different organization, for
example, when the fire service calls on the police to provide crowd control at a fire. Note that
this policy is conerned with whethethe unit readshe TSO, not whether it actually responds

to it.

This leads to the following policies:
pcl-1: if (scale=1) AND
(unit.control_room = TSO.ORIGIN.org_id) AND -- generated by unit's control
(compare(unit.location, TSO.EVENT.EGEO.POSITION, 1) = in) then
--- read TSO as unit is near event

pcl-2 if (scale=1) AND
(unit.control_room = TSO.ORIGIN.org_id) AND -- generated by unit's control
($ TSO.RESOUCE.id s.t. TSO.RESOURCE.Id = unit.id) then
-- read TSOas unit is asked to respond by it's own control room

pcl-3 if (scale=1) AND
($ TSO.RESOUCE.id s.t. TSO.RESOURCE.Id = unit.id) then
--read TSO as unit is asked by some control room to respond

pcl-4 if (scale=1) AND
($ TSO.RESOUCE.id s.t. TSO.RE®URCE.id = unit.id) AND
(TSO. EVENT. maiAthenvent _id I
-- read TSO where TSO.CONTEXT.id = this. TSO.EVENT.main_event _id
-- this is the situation where the unit is tasked through a subsidiary TSO

Note, the second policy pelis redundant, as pwill be true whenever pe is true,
however it reflects one of the data sharing requirements.

Scale 2

A scale 2 incident is a more significant incident, but one that can be dealt with by the local
resources without outside aid. This can include ms@eificant incidents such as a tanker
fire.

It is assumed that a patrol car will be made aware of any scale 2 incidents in its vicinity (say,
within 5km) and within the area of its constiédry's authority, whether it iseing asked to
respond or not. Ais requrement adds an additional polifyc2-2) over the previous scenario.

This leads to the following policies:
pc2-1: if (scale=2) AND
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(unit.control_room = TSO.ORIGIN.org_id) AND -- generated by unit's control
(compare(unit.location, TSO.EVENT.EGEO.POSITION, 2) = in) then
--- read TSO as unit is near event

pc2-2 if (scale=2) AND
(unit.control_roomi . ORI G| N. o r g--gemgratedAdWanother control
((compare(unit.location, TSO.EVENT.EGEO.POSITION, 2) = in) AND)
(compare(unit.authority_area, TSO.EVENT.EGEO.POSITION, 1) = in))
-- read TSO as unit is near and it within the bounds of itgonstabuary's areas
-- Note - in the second compare, the area is limited to the immediate of
- competence

pc2-3 if (scale=2) AND
(unit.control_room = TSO.ORIGIN.org_id) AND  -- generated by unit's control
($ TSO.RESOUCE.id s.t.TSO.RESOURCE.Id = unit.id) then
-- read TSO as unit is asked to respond by it's own control room

pc2-4 if (scale=2) AND
($ TSO.RESOUCE.id s.t. TSO.RESOURCE.Id = unit.id) then
--read TSO as unit is asked by some control room to respond

pc2-5 if (scale=2) AND
($ TSO.RESOUCE.id s.t. TSO.RESOURCE.id = unit.id) AND
(TSO. EVENT. maihA)thenvent i d I
-- read TSO where TSO.CONTEXT.id = this. TSO.EVENT.main_event _id
-- this is the situation where the unit is tasked through a subsidiary TSO

Sale 3 and upwards:

A scale 3 incident is one which needs support from neighbouring regiscale dincident
needs resoues from the whole country (a recent example b#ied)K Bunsfield fire) and
scale 5 needs an international relief effort.

In terms of policies, the main differee is that the distribution area for the TSO can be
assumed to be larger than the local administrative boundaries, and hence, if the patrol car can
receive the TSO, it should read it. Effigely, this replaces the scale 2 iglpc22 with

pc3li f (scal-eeadTS®) t hen

Note, although still applicable as matching data sharingnements, if the scale 3
equivdents of pc21 and pc23 to 5, then pca will also be true, which makes them
redundant.
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Scenario Policies
With the preceding findings in mind, specific policies within the sceraamow considered

First of all,the scenarialescribeshe risk of pollution to the water couraad the subsequent
sharing of BOs with the Environment Agencyhe data shargnrequirement here is that the
Environment Agencyghouldbe alerted to all incidents in which water pollution occurs, or in
which there is a significant risk of it oceung.

This is interpreted a®ferring to situations whetbere is a significanncident near a water
course, including road accidents and fires, as well as incidents involving chepilisalThe
unit being alerteds the control centre, and it is its job to make a decision as to whether it
should respond. It may then allocate spec#&ources to respond to the incident.

This illustrates the case of an organization that needs to respond to certain types of incident,
or where the risk is identified through the physical environment.

This leads to the following policies:
wp1-1if (unit.typ e = controlcentre) AND (TSO.EVENT.scale =1) AND
(compare(unit.authority_area, TSO.EVENT.EGEO.POSITION, 1) = in) AND
( ($ category s.t. TSO.EVENT.ETYPE.category in
{POL, EXP/CHM, FLD}) AND
-- event is polution, chemical explaion or flood
($ loctype s.t. TSO.EVENT.ETYPE.loctype in {COAST, INW, ROAD})) OR
-- and the event occurs on the coast, inland waterway on on a road
($ actor s.t. TSO.EVENT.ETYPE.actor in
{{BEVINRES/XPL, /VEH/TRK/HAZ}) then
-- evert is in building storing explosives or inflanmables or
-- a tanker with hazardousmaterials
-- read event summary

The following policydescribes minor incidents in which there is dipalarly high risk of
pollution.

wp1-2 (unit.type = control-centre) AND (TSO.EVENT.scale =2) AND
(compare(unit.authority_area, TSO.EVENT.EGEO.POSITION, 1) = in) AND
( ($ category s.t. TSO.EVENT.ETYPEcategory in {POL, EXP, FLD}) OR
-- event is polution, explosion or flood
($ loctype s.t TSO.EVENT.ETYPE.loctype in {COAST, INW, ROAD} OR
-- event occurs on the coast, inland waterway on on a road
($ actor s.t. TSO.EVENT.ETYPE.actor in
{/BEV/IND - industrial
/BEV/NRES -storage and nonresidential
IVEH/TRK/HAZ})) then

-- read event summary

The categories of notification are broadened to include any significant incident in industrial or
storage premises.
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wp1l-3 (unit.type = control-centre) AND (TSO.EVENT.scale =3) AND
(compare(unit.authority_area, TSOEVENT.EGEO.POSITION, 2) = in) then
--read event details

Significant event, which the control centre should be aware of, at least in case of secondary
incident.

wpl-4 ($ TSO.RESOUCE.id s.t. TSO.RESOURCE.Id = unit.id) then

--read TSO as control centreof unit is asked by some control room to respond

A train operating company will need to be informed when any significant incident occurs on
or near a railway, which may potentially disrupt dperation of theetwork. The following
policies apply to theail control centre

tol (TSO.scale O 2) AND
(( TSO.EVENT.ETYPE.actor in {/VEH/TRN) OR -- a train involved
(TSO.EVENT.ETYPE.loctype = RAIL) OR -- on or near a railway
(TSO.RESOURCE.id = unit.id))

It is clear thathe form of the policiemay become caplex when attempting to deal with
some ofthe possible incidenthatoccur.

3.5.3. Category 1 Control Centre 1 Post Incident Investigation

The control centres are responsible for maintaining the COP, including identifying the

incident and recordingeports ofcasualtiegand evacuees. They are also responsible for
allocating resource identities, and for generating resource allocations and missions reported in
the TSO. All of this information may be required in subsequent incident analysis (stage 10)

The control centrewill provide TSO logs for incident investigation and follow (stagel0).

These logsnay have associatesiccess policieghich will be separate from the operational
policies. There will probably be general policies dependanhe natte of the investigation

eg general statistical analysis by the local service, access to academic investigators, records
for use in a court of law

Specific policies may be needed for an inquiry into a major incident, wioakdvallow
designatednvestgatorsextensiveaccess for a limited period of tindeiring their work The
organizatios leading the investigatiowould bepermitted tadesignatdoth their owrand
relatedstaffin their own organisation® whom they delegate temporagcessights.
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4.

Requirements Arising from the Scenario

The requirements specified here use keywords recommendHd ifhe followingtermswiill
be usedvhen expressing the individual requirements

1 AiMUST/ REQUI RED/ Swhysbdniet, must a

T ASHOULD/ RECOMMENDEDO acknowl edges that
practically met, but the reasons for not implementing it must be clearly recorded

a

T AMAY/ OPTI ONALO a purely optional requirer

T Al ESD RABLEO a st r et motrriticakbgtenhaneemasolttiont h a t
making it more attractive

4.1. Business Requirement8R)

A Data Sharing AgreemeiDSA) shall be theneandor definingdatasecurityand
sharingrequirements between two or more organisations.

A DSA mustbeclearly undersandable to a managerial or legal expert. It should be
expressed imontechnicallanguagewhich provides the legal text of the agreement. A
Data Sharing Agreement that ragstantiatechnical data within thiegaltext body is
not accetable.

A DSA mayhave asepaatetechnical annexeontaining technical system security
requirementsand if included ishallbe consistent with the protocols and agreements in
themaintext

It shall be possible to identify conflicts in the DSA or DSAs which preventistens
policies being defined.

There shalbe a means for an organisation to vetifgta DSA is consistent witlits
legislative duties.

6. A DSA based on a controlled vocabulary or set of terms is permissible.

7. The controlled vocabary must be based on stirds such asor example RDF and

10.

OWL. Note thathe choice of these particular standasdsot mandatorgand that other
standards are permittetthe most important criteria is that they should be widely
supported acrodbedifferent applications, ptlorms and systenthat each organisation
may elect to use

A policy for protectingTSOs shall belerivedfrom the DSAsthat are entered into by the
parent organisatiorsuch a policy will be consistent widlll of thedata sharing

agreemers enforcing 4 obligations of the agreemenéntered into by that organisation

Such a policynustbe used by the enforcement mechanisms to ensure that the terms of the
DSAs are respected.

There must be a reconfiguration of systems and services within each pangcipati
organisation in accordance with the agreeméiis process must be automated as much
as possible.

Multiple access restrictions (policies) may apply to the same TSO, possibly derived from
different data sharing agreements. The system needs to effencénta coherent and
consistent fashion or permit the detection of inconsistencies.
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11.

12.

13.

14.

15.

16.

17.

A TSO shall be divided into a set of separate elemantsshall haveifferent access
policies for each element. Access to a given element is permitted only whecedhe a
policy permits it and not otherwise.

Once the TSO is obtained by a responder and the access rights of the user established,
access to the TSO shall not be interrupted afteélr the close of the incident or sotiree
specified in the policy

The pdicy decisions shall be based on elements within the TSO and on contefeglata
geospatial locatiortjer 1, 2 or 3)provided by the responder

Access policies shall be definable for the responders for the period of the incident. These
policies will include the right to read the TSO and to generate a new (updated) TSO from
the existing TSO.

Certainpersonne(eg Tier 1 respondershall be provided with the ability #ccess
otherwiseprotected datd there is an urgent operational need.

The solution mat be able to support tiseparatelatasecurity requirements for multiple
incidents.

Access policies shall be definable for designated users after the incident. It should be
possible to define an archive access policy, which prevents deletion or aitefaid SO
before a pralefined archive review date.

4.2. Administration Requirement$AR)

1.

An organization must be able to designate a controlled set of respamuiease
permittedto set and modifyow-level enforceabl@ SO policies.

. The definition and condt of the primary access policies shall be administered by a

controlled set ofCategoryl) responders. It shall be possible to resolve conflicts between
the policies of different responders.

Other respondersre permitted tget policies within their orgazation which are more
restrictivethanthose of the primary access policies theyspecifyfurther restrict rights
or impose additional obligationBrimary policies always tak@ecedence over other
policies

An access policy shall be translatabl®ia natural languagéat is comprehensible to
administratorsit would be desirableo provide alternate natural language translatiegs (
English and Welsh)t is not requiredhoweverthat the translation into natural language
is identical to the D& from which the policy is derived.

Administrators shall be able to take access policgnd be able to tradbe rationale for
the policy, including references to statutes, regulations and data sharing agreements.

Administrators shall be able to validate access policies. This should at least identify
policies that have no effect (always evaluate to True) or always fail (always evaluate to
False). It may also identify inconsistent policies based on knowledge of the TSO, such as
allowing access to caduafigures but not the event description.

Verification of the access policies should be supported. For example, it may be possible to
play through a scenario and identify which users are granted access at a particular point in
the scenario.

It should be pssible to revise a policy part waydkigh an incident, and set it to apply to
all TSOs distributed subsequently.
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9. It should be possible to create a policy specific to a particular user or group of users to
override all other policiesgg to grant accesgghts in a special case to noggistered
users).

10. The setting and propagation of policies shall be logged in a secure way, such that claims
about the policy in force during an incident can be used in a court of law.

11. The authentication of users such ttely can make use of access rights policies should be
logged in a secure way.

12. There shall be the ability to propagate policies to other administrators in other
organisations.

4.3. Policy Implementation Requirements

This section describes the types of accei$sria and obligations that the scenario requiltes.
identifies the vay that policy decisions arelaied to the data available to make those
decisions.

1. The policy language must be able to restrict rights and impose obligations based on
information extrated from the TSO and/or from the context in which the TSO is to be
used.

2. The policy shalbe able to use theiterion that the reported location of the unit is within
a rectangular bounded bakgned to and defined by latitude andddude;

3. The policy nay use the critedn that the reported locatiaf the unit is within a polygon.

4. The policy shall be able to use the criterion that an identifier in a TSO field matches a
given identifier €g a responder’s id).

5. The policy shall be able to use logical conatiors of the above criteria.

6. The policy shall be able to specify controls on read, copy, update and delete, and specify
the obligation to delete after a given event has oedusr time elapsed.

4.4. System ProcuremerRequirement{SR)

The various agenciesvolved will independently purchager implement via external
contractors and consultans)ftware to implement the COP and the TSO distribution system.
This requires that the component architectbheg defines the proposed solutsimould be
clearlydefined so that theystemmanagemenrduthorities carselecta complete and

consistent set of software components.

1. Interfaces between these components should be precisely defined, identifying any
preconditions, parameteasd errors or events returneldormal languageare desirable
for this purpose

2. Each interface should also defipmtocols such athe possible and required sequences of
calls to thecomponentnterfaces. If necessary, the interface shall have a set of
conformance classassociated td, defining different levels of capability for a software
component.

3. Each component should be certifiable as meeting defined conformance classes (if no
conformance classes are defined, then the component shall meet the entire interface
specification). Cedification tests and criteria should be defined.
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4. Where interfaces link to business systems, the interface must be related to the business
data fromthe systems.

5. The terms usedna their scope shall be defined that the terms are used in the same way
by different organizations; this may involve identifying where organizations must develop
a specific vocabulary in order to be able to work together (for example, the TSO provides
a series of specific vocabularies for the emergency services).

6. Existing applicéion architectures must not be affected by the introduction of data security
solutions produced by Consequendée solution must not be disruptive and mandate the
replacement of operating systems and platforms (utilesge are on a reasonabjggrade
pah).

7. The solution must bmteroperablavith a variety oftechnologyplatforms including (but
not restricted to) .NET and Java. It is recommendedRigdtonshould also be supported.

8. The solutiorshouldsupport the use of human agewtso can enact a stem component
role (eg,contextor identityprovision) when the component has broken down, is
unavailable or when connectiotsit have been lost

5. Testing and Evaluation

This section defines how the various requiremevitsbe tested and evaluatedrhese
experiments serve two purposes: a) to validate the Consequence Reference Implementation
and b) to show customers (both B6d BAE SYSTEMS business units) a tangible
demonstration of the project concepts and business possibilities.

Given theavailable resources and thmaturity of the concepts and tools being addressed by

the projectit would not be appropriate to conduct fattale trials. A more reasonable goal is

to considesmallscaleexperiments and demonstrations using a number of repregentat

software applications, devices atsyntheti©data.By 06 sy nt h et iethidgthats meant
simulateghebehaviour or key features of thetual data, application, system, component etc

without being the real thing.

Therefore, the section will firgtescribe the methodology to be followed when addressing the
above scenario requirements and will follow this with a list of evaluation criteria that are used
for assessingp what extenConsequencmeetsthe enduser requirements.

5.1. ExperimentalMethodology

The experiments may be split into thepecific to Tier 1, and those specific to Tier 2 and 3.

Typically the software suite within a crisis management scenario would include a GIS client
application eg[12] or [13], a mapping servesg [14] together with a GIS database such as

[15] to store geospatial objects such as the TB@Tier 1 software suite would differ in that

the mapping indrmation would generally be held locally on each device and would include a
GPS unit for positional information. The task therefore encompasses managing access to the
TSO in the GIS database and propagating a sanitised TSO to Tier 1 networks.

An example dan API for interaction with a navigation tocdnbefound in referencglg.

The following diagram shows the broad architectypgcally involvedin a GIS This is
representative of the kinds of systems within which thesgquence framework would be
deployed.
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Figure 4 Typical GIS Architecture (from wikipedia)

The GIS consists, in its most simple form, of a server linked to a database containing

information of interesto browser based clients. The cliergquest layer or feature

information from the GIS server and add the data to mapping information requested from
servers such as Google Earth, NASAOGs Wor |l dWi

The Consequenanforcemenlayer would appear to best sit between the GIS server(s) and
the requesting client applications either enabling or denying access to tstodesag TSO
repository. It is expected that access to basic mapping information would not be controlled by
the Consequence layas this is publicly accessible data and is not restricted

Relevant points concerniniger 1 experimentare
1 An ability to create ad hoc networks
1 Sharing ofcontrolledTSO among other Tier 1 responders assigned to same operation

1 Automatic propagation and update of latest TSO within group, especially in areas of
low connectivity.

The following is a possible demonstration for responders working within @l Tier
environment. There are two actors frorRire and Ambulance command officetdlze scene,
both assigned to the incident in an area of low connectiitgossible short sty connected
with this would be:

1. Fire officer meets up with Ambulance officarrincident scenhich is
burning building with 10 unaccounted people (last thiat Fire receives)
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2. Ambulance has been at the scene and has collected its own preliminary data
but is unable to update tileg r eCORde r

3. Preliminary data held by Ambulance includes personal data on casualties that
are already under caf2), but which Firedo not need to know

4. There are 8 unaccounted for people in the blazing buildkmgbulance update
their TSO to reflect this revised number

5. Fire arrives with the latest TSOs in theg r eCORA eFire believes there are
10 unaccounted people in the lolirlg

6. TSOs are exchanged to have a new @@y both shareFire now has the
updated values.

Both proceed to work on the incident together.
Fire pushes in a new TSO into tloeal COP

9. The TSO is read by the other officer in Ambulance, but has only resirict
accessaccess is granted based on context of requestor.

10. Paparazzi at the scene try to monitor the events arabl¢o access the
protectedl SOsbut areunable to open them.

A proposed ealuation exercisaould be

1 Room with 1 wireless access poand 2 laptops representing tieresponderérom
different organisationa s si gned t o.Wikretessragcess moiye switdhéd
off i both laptops to share and display updated TSO in ad hoc mode.

1 A 3%laptop is brought into roomintierlmodes o i n e meaptgpemjaginy 6 A d
thead hoc network and TSO to be shared and updated where necessary.

1 Repeat experiment with laptop in tier 1 mdule assigned ta differentemergency
missioné B accessta | | e mer g e ncheregdcted. Nte thagt ferchie s t o
limited connectivity trials, the laptops are to hold the majority of the mapping data
locally and the TSO is to be displayed as a layer within the GIS client.

TheTier 2experiments will involve

1 Rapid creationmodificationand deployrant of policies at both DSA and enforceable
policy level

1 The aility to prevent access &ensitive data from TSO depending on policy and
context.

1 The Jvsualisation otheimplications ofa policy change.This is a research question
that will be pursue, ie, how are the implications of theseanges representéalthe
usef?

The story for a possible experiment would be:

1. flooding encroaching on a power sstation, which supports a hospital and
retail park

power failures trigger alarms
3. the alarm suppliehas information on the location and status of the alarms
4. the Fire control request access to this alarm information
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5. alarmcompanychange the policy for this alarm data

alarm companygan visualise the impact of the changethe policyon their
overall seurity management system

7. information isreleased, bubnly permitted to Fire contrables, in their control
rooms,for the duration of the emergency

8. Fire can now access the alarm data and update then@lthe Galsealarm
informatiord

9. Police can nowes the (filtered) alarm data as wehis shows that false
breakin alarms can be discounted

The eraluation exercisgvould involve

T Equipment including server witiMicrosoft ShareBintE and GIS serveeg
GeoServer and GIS database eg. Post@ISo, a small number of laptops with GIS
client eg. uDig installed. Connectivity &Tier 1 wireless access point.

1 Task 1 is to demonstrate automatic propagatianT&O within Tier 2 group.
Similarly to demonstrate propagation of updat&Dfrom Tier 1 grougo Tier 2
group.

1 Task 2 is to demonstrate update of TSO within Tier 2 with sensitive inforniation
is to demonstrate automatic desensitising of TSO for use within Tier 1 group.

1 Task 3 is to change policy and to visualise the consequences of poingedba
access tree model. Tools suct{ B4 may be useful.

Tier-3 experiments would take a similar form to T&and so are not explicitly considered
here. The aforementioned descriptions should provide sufficient coverage
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5.2. EvaluationTests

The following table describes tipgtentialteststhat could baised to evaluate performaraie
the different tiersvithin thescenario

Consequence D5.1

Purpose

Tier 1

Tier 2

Tier 3

Data (TSO) sharing

Ad-hoc sharing

AutomaticTSO update
within inciden

Hardwaredriven(eg
bluelight statu$
ability to
incident

Separation of incidents
resulting in different
visibility of data within
TSO

Time sensitive display
of TSO

Automatic propagation
and update of TSO
within Tier 2 without
data loss

Automatic desensitising
of TSO for use within
Tier 1

Ability to
6cl osed i ng
additional resources

Automatic propagation of
DSA from Tier 3 to Tier2
and TSO

Automatic propagation of
DSA between groups
within Tier 3
organisations

Policy change
visualisation

The implications of anodificationto a policyon
data accesare to be clearly visualisedthin a
multiple policy environment. Areas of policy confli

are to be highlighted.

Policy deployment

Modifications to a data sharing pojiare to be
rapidly propagated to both Tier 2 and 3 responder

Table 6 Evaluation Test Cases for the Crisis Management Test Bed

The main focus should be on the interface between Tier 2 and Tier 1 responders and on the

visualisaton of the implications of policy changksethwithin and external to th€&ier 1
boundaries of the incident.

The configuration of the experimentdtupis shown below:
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Tier 2 Server hosting:
DRM

GIS feature database
GIS mapping server

Control
Room

________________

COP

DSA software

Figure 5 Experimental Setup

Control room laptop hosting:

Policy visualisation

The evaluation criteribor each experimentre defined imable?.
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Tier Aims of experiment Experiment Evaluation criteria
Automatic update of TSQ A restrictedincident geographical area is On connection to network, and if Responder is within incident
within incident created by Control Roomnd respoders 1 and | geographical area, TSOs are to be transferred and updated in the c|
2 allocatedto the incidentResponder 1 enters | COP.
area covered by access point
Tier 1 Multiple incident data Two incidents are created on the Control Rog As Responders join the incidents, TSOs are to be transferreldvant

access

COP. Responder 1 allocated to Incident 1,
Responder 2 allocated to Incident 2. Three
TSOs generated TSO-1 Is restricted to
Incident 1, TSR is restricted to Incident 2 ang
TSO3 is shared data contamg information on
the location of both Responder 1 and 2. T30
should be available within Incident 1 but not
Incident 2

client COR TSO1 is only visible to Responder 1, TSOs aly visible
to Responder 2. TSQ s visible to Responder 1 but not to Respondel

In the Control Room all TSOs are to be accessible.

Time sensitive display of
TSO

Continuation of experimestis abové TSGCs
areupdated by Control Room some timeeaft
Responder joins the incidedt.sample TSO is
subsequently updated by Responder 1
Responder 2 then is allocated to and joins
incidentl.

1. Appropriate TSO is to be cl e]
Responder 1 COP.

2. Sample TSO updated by Respler 1 should be signalled as upda
in Control Room

3. Asresponder 2 joins the incident, the most recent TSOs are to |

uploaded to COP.

Hardwaredriven g
bluelight status) ability to
join an O6o0op!

Responder 2 to leave the area.

Incidkent to be recl assi
only Responder 1 allocated. Responder 240 1
join the incident. Responder 2 activates
hardware switch.

1. As Responder 2 rejoins incident, access to incident specific TS(
are to be refused.

2. On activation of switch] SOs are to be shared and Responder 2
becomes part of incident reflected in Control Room COP
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Ad-hoc sharing ofime
sensitiveTSO

Responder 1 obtains full update of TSOs for
restricted incident with both Responders
allocated.

Access point switched bfResponder 2 to be
brought within wireless range of RespondeAl
sample TSO is to be updated by Responder 7
Access point switched on.

Ad-hoc network to be created between Responder 1 and 2. Relevar|
TSOsdefined by Policyare to be updated and dispdalyon client COP.
When access point is active relevant TSOs to be updated on Contrg
Room COP.

Policy (or Data Sharing
Agreementchange
visualisation

Tier2 and 3

Two laptops configured as Tier 2 or 3
responders withgpropriateCOPand conneted
to Control Room access paiifiwo incidents (1
and 2) are created. Remaining laptop as
Responder 1 allocated to incident 1. A Policy
(DSA) concerning data access in Incideratrit
access for Tier & proposed for modificatian
(May require more respaler devicegg
Samsung NC10 Netbook

to stress test systeamd provide realistic demo

Effects and implications of change in policy to be visually ckgpiier
3 information contributors to be colour coded according to access st
with proposed chages to be highlighted.

Policy deployment

Experiment as above. The Policy (or DSA)
modification is approved and New Policy is
deployed

Responder 1 to see TSOs updated as access policy changes. Resp
in Incident 2 should be unaware of any pplchanges
Tier 3 responders t®ee new data access

Data access within TSO
and sanitising of data

Continuation of experiment abovESO to be
generated containing sensitive informatior3
sectiors with access controls as follows: Basig
TSOT availabe to all, TSGlow available to
Control Room and Tier 3, TS@igh available to
Control Room only.

Tier 2 Control room tdnave full access to TSO. Tier 3 respondéerdee
access to part oT SO. Responder 1 to have access to basic WO

TSOlow and TSGhigh to be removedrier 3 to only access TSO basij
+ TSOLow. Control room can access all of the T8igh.

Table 7 Description of Experiments for evaluating the Consequence Framework
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If time permits, some further evaluation Make done using human factors performance
metrics. These are described furtheAppendix 8

6. Conclusions

Recent innovationBom projectssuch as OASI$p6 present an opportunity for making
information more accessibbetweenemergencygencieanddelivering it in a timely fashion

to a greater community of usershis information can be used for improving the decision
making process, making it faster and more directéolwever this very connectivityposesa
number of searity issues particularly when the data is commercially sensitive or has
personal data in.itThe ability to control access to this data once it has left the organisational
boundariess the next objective of securenetworked enterprise

Consequence pposes a dateentric security approach which addresses this particular
problem directly. Theupportingcomponent®f thisframeworkare a) a data sharing
agreemeninanagement syster) an enforceable data security policy, ¢) a supporting set of
services that ensures the data security requirements are enforced. This document has
developed an application scenario that has been usdehtiify the toplevel requirements

that can help in designing and developing these components of the fram&Jeagklickly
review these componenin term,

The first of these componensscritical since thd®SA will be the primary means for

expressing the security requirementdeally, the DSA should be written in a atathnical
language suitable for policy maker&ny tools for facilitating the translation of the D$#o
enforceable policiegould providea huge change in capabilitthe ability to quickly deploy

an organisational security policy in seconds rather than the days/weeks of effort that would
normally berequired. An important aspect here, however, is the ability to check a DSA, and
the visualisation approach recommended here is one way of representing the effects of the
DSA to these noitechnical roles.

The second component is the enforceable pdigymeans of the dateentric policy, the
Consequence framework should autonomously decide whether or not a responder has access
to protected material. If successful, this would enable the decision making process to proceed
more quickly. There would be lesme spent pondering whether the material should be

released as the document policy would make the correct decision based on the circumstances
of the requestor It should also eliminate the need for a request to be approved by a hierarchy
of managers, hich is current practice. However, not all circumstances may be foreseen in a
data sharing agreement and so it is impottiacater for circumstansevhere human

intervention is requiredherethere is an urgent operational neddhe tools for doing tlsi

should be easy to use.

The third component is the infrastructainat enforces the data policyt is assumed that the

parties are basically trustworthy and committed to upholding the rights patirersaas

expressed in the agreement between thensgions. The infrastructure becomes critical in

ensuing thevarious systems and applications used by the partaarenforce the policyln

some sense, this itonmake #he right actorisuarsecurae veayOthdrr ust e d 6
than thegenerhassumption made above, our understanding of Trust is still at an early stage

and so will be further explored in the next phaBmally, it should be noted that for general

crisis management activities, the ability to deal with intermittent or unrelradivork

connectivity mustlsobetaken into account
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It should be emphasised that the architecture and syd&rmioped within Consequence

should be aimedtimprovingthe access to data rather than hindering access. In this way, the
output of Consequree is seen as amablerrather than a disabler antust bea positive
enhancement to a crisis management scenaribis also important that Consequence is

perceived t@enhance data sharinfjom both sides of the equation: the data providers should

be reassured that security of sensitive data is not compromised; the data consumers should not
perceive that operationally critical data may be hidden or otherwise restricted.

From interviews with end users together with a description of an examplescassio it

has been possible ma@i€gory 1 and 2 responders onto a 3 Tier data access structure
according to data requirements, network connectivity and security constraints. From this it has
been possible to develop a set of preliminary requiremeaitsetfiect the need within the

agencies responding to the emergency for quick and effective access to accurate data together
with some form of positive feedback to ensure that information has been received.
Requiremerg have similarly been developed frone tviewpoint of the dataupplying

agencies where there is a clear legislative nepdotect sensitive information. It has also

been possible to highlight the need for a metho@ feimple, easyo-understandisualisation

of the consequences atlatasharing agreementhough the specific requirements still need

to be worked oufThe experiments are an opportunity to prototype ifl@a®SA

visualisationto further understand the requirements in greater detail.

Finally, it has been possible to defineemjuence of small scale laboratory experiments that
will demonstrate and validate the critical aspects of the Conseqfranwwvorkin a

structured and well understood mannefhese will be used in ¢hnext phase ohe project

to a) have definite testases to design, develop and test againgt,dv)de feedback to the
teams who are developing the reference implementation and c) provide feedback to the
Consequence architeceteam
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Appendix 1. Glossary

Term Description

CBRN Chemical, Biological, Radiological, Nuclear. A common classificalj
for a threat arising from an incidenthether accidental or intended.

CCA 2004 Civil Contingencies Act 2004

CDA 98 Crime and DisordeAct 1998

COP Common Operating Picture. A set of data or information entities t]
provide an ugo-date view of an incident.

Defra UK Government Department for Environment, Food and Rural Aff

DPA 98 Data Protection Act, 1998

DSA Data Sharing Agrement

FireMET A system that provides accuratetapdate weather information to Fir
Services in the UK

GIS Geographical Information System

OASISfp6 OASIS EU Framework 6 Project

OASISOpen Standards body for Internet andBasiness standards, eg, ek,
XACML, SAML, BPEL and various WS web service standards

PAF Police, Ambulance and Fire

SOA Service Oriented Architecture. A means of exposing software
componentas formally defined interfaces, accessible using standg
Internet protocols.

TSO Tactical Situation Object. A common representation of emergency
situation data that can be shared between different agencies.

Appendix 2. Responder Organizations

The basis for emergency response planning in the UK is the Civil Contingencies Act, laying
out who shold be involved in planning and what their responsibilities are. The act divides the
main responders into two categories, which, in England are:

Categoryl:

1 Emergency Services

o Police forces

o0 British Transport Police

o Fire Authorities

o Ambulance Services

o Maritime and Coastguard Agency
71 Local Authorities
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T

T

o0 Metropolitan districts, shire counties, ghdistricts and shire unitary
authorities
o Port Health Authorities
Health Bodies
o0 Primary Care Trusts
o Acute Trusts
o Foundation Trusts
o Health Protection Agency
Environment Ayency

Category2:

T

T

T
T

Utilities

o Electricity Distributors

0 Gas Distributors

o Water and Sewage

0 Telephone service providers (fixed and mobile)
Transport

o Network Rall
Train Operating Companies (including freight)
London Underground & Transport for London
Airport operators
Harbour authorities

o Highways Agency
Strategic Health Authorities
Health and Safety Executive

O OO0 o

The act also acknowledges that other organizations may be called upon to help in an
emergency, including:

A A -8_-9_-49_-9_-9_-49_-9_-°9_-°5_-25-°

the armed forces;

retail companies, including sepnarkets;
insurance companies;

bus and road haulage companies;

taxi firms;

airlines;

shipping companies and ferries;

media companies;

private communications networks dedicate@ublic safety users;
offshore oil and gas industry;

security firms;

internaldrainage boards;

general practitioners and chemists

The mainCategoryl responders, the Police, Ambulance and Fire Services, generally put in
place a three tier command structure, generally known as the Gold, Silver and Bronze
commands, correspondingughly to strategic, tactical and operational commands. In general,
Gold command is put in place only for the larger emergencies. The services vary in their
interpretation of what these terms mean, and atsyvary as to whether a particular incident
requres them to have the higher tiers of control. For example, the Bunsfield fire required a
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nationally ceordinatedresponsdrom the Fire Service, but, as there were few injuries, very
little response from the ambulance service.

In the UK, he most major enngencies are supervised by the COBR committee, consisting of
members of thgovernmentnd other key officials, and which may be chaired by the Prime
Minister.

Appendix 3. TSO Structure

A 3.1 TSO Background

The TSO was developed as part of the EU project OASI®N emergency response

(referred to below a®ASISfp6, to distinguish it from OASI®pen, the standards body). In

the OASISfp6 model, the TSO is generated by a control centre from the Common Operating
Picture (COP), and is a lightweight XML message desidogjive an overview of the

situation to first line responders, either to individuals with hand held devices or to vehicles. It
could also be distributed between control centres to provide situation awareness where a
control centre is only peripherallyvalved in an incident, however it is not sufficiently
comprehensive to provide the whole detail of the COP.

Situation awareness is a combination of knowing what is going on, who the other agents are,
and what their plans are. This is reflected in the threm information sections of the TSO:

the event description, the list of resources involved and the missions planned or underway.
The TSO also provides a section on context, that is, who is providing the information,
whether it is live or a test or an egise, etc(A more sophisticated view of situation

awareness distinguished between three levels of initial perception of the information,
comprehension of it and projection into the future, but the TSO is limited to providing the
information for perceptia).

In addition, the TSO can use the EDXIE (Distribution Element) structure to control the
distribution of the message. EDXL is a set of standards for Emergency Data Exchange being
developed by OASKepen and includes a message giving the status ofpatddd&DXL-

HAVE) and a set of transaction messages find resources and negotiate their deployment
(EDXL-RM). The EDXL initiative is related to the US Department of Justice standard
GJXML, although the COP and the TSO are based on the NATO Multilatenaddatability
Programme (MIP) JC3IEDM standard for command and control.

A 3.2Measuresof Scale

The scale of an incident has profound effects on the way an incident is managed, since it not
only increase the number of responders needed, but also theofaagponders needed, the

area from which responders are drawn and facilities used, and the complexity of control
structures. The TSO defines a five point scale to characterise incidents, irawhnnease

by a scale point indicates the effort involiedrease$®y an order of magnitudd he scale

points are:

1. A minor, domestic scale incident, such as road traffic collision, a domestic fire, or a
heart attack. This will be dealt with as part of the routine operation of the services
involved, although mainvolve coordination between fixed operational control
centres for each service.
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2. A larger incident, within the capability of the local services, such as a local football
match, a fire on a petrol tanker or a car crash with multiple injuries. A service may
expect to resource one or two such incidents in parallel with its normal duties, but may
need outside support if there more incidents it can deal with. A service may set up a
local incident control centre.

3. A major incident, in which support and resouraes required from the neighbouring
service organizations, such as a riot, a major factory fire, or a passenger train crash.
Local tactical incident control is likely to be reinforced by a strategic control centre.

4. A national emergency, such as the sumroards in 2007 or the Bunsfield depot fire,
which will draw resources from beyond the surrounding area, and may involve large
scale evacuation. In the UK, the government's COBR committee could be activated.

5. A disaster, where national resources are inseffiicisuch as the destruction of New
Orleans, the Dec Myanmar cyclone or the earthquake in Sichuan.

Note that the scale is defined in terms of the capabilities of the local organizations to respond,
rather than on an absolute scale, since this matchegpdhational problems of control. For
example, the fire service for a large metropolitan area such as Manchesteaveegpacity

for two larger incidents, such as tanker fires, whereas in a rural area resources are fewer, more
widely spread and often stafl by volunteefiremen, and here the capagiian may be

limited to a single incident, such as a fire in a thatched cottage.

The perception of scale will also vary with service. For example, for a fire service, a fire in a
thatched cottage requires achuarger response to one in an ordinary domestic building,
whereas the ambulance service might regard them as being on the same scale. For example,
the July 7th bombings in London were regarded as major incident by the hospitals, since they
had to plan taccommodate a large number of seriously injured people, whereas it was a

lesser incident for the ambulance service, since the numbers needing an ambulance at any one
time were within the normal operating capacity of the service.

The TSO was primarily degmed to deal with major incidents (scale 3 or larger), however, in
practice it would need to be deployed at least for scale 2 incidents, if not scale 1, to ensure
when it comes to a major incident that personnel are familiar with the information and the
systems using it. Also, it is also not always possible to identify the scale of an incident at the
outset. Firstly, an incident may be phoned in by several members of the public, each with a
different viewpoint and assessment. Secondly, the responder gifirginmay not be trained

or qualified to assess the incident, and any assessment may need confirmation. Thirdly, an
incident may rapidly change in scale, say, from a small fire in some rubbish to burning down
a major building or a forest fire. Consequgnthe ability to share ordinary situation

information is seen as a useful capability, forewarning a service of an incident they may be
asked to attend.

A 3.3TSO Model for Consequence

The TSOobject model presentdgkre isbased othe XML implementatia of the full object
modelthat was adopted in the OASIS6 project Note that the XML implementation used a
subset of entities from theriginal model. The model includes some hidden relationships, in
which cross references (foreign keys) are usélderahan being explicitly shown in the
object model.

The following figureproposes a modified TSO message matteicture for use in the
Consequence studyased on the XML message.Higure AF3.1 each box corresponds to an
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occurrence of an objett theoriginal OASISfp6 object modelexcept that the hidden
relationships areaow made explicit (the "reln" boxes), and the boxes have been relabelled to
give them meaningful names.

—>| Main Event reln |
[ Other Eventrein |

> EventLocation [— Position " Co-ord

Figure AF3.1 Consequence TSO Model

The first modification proposed is toap the Link and External_Info objects from the TSO.
In both cases, the entities refer to objects external to the- B8Qther TSO or an external
document which would use an independent access control policy. Since the focus of this
work is the use ofdglicies for a TSO, these elementsyniee dropped without loss. Note that
the omission of these two elements still produces a valid TSO structure.

The second modification is the explicit use of the EEDE (distribution element) as the

message wrapper. Thspermitted by the TSO, but not required. EDRE has the ability to
specify a delivery address by location, including geographic zone. The ability to restrict
access to the TSO to a specific geographic zone is likely to be one of the access control
criteria, and would therefore require this information. The other geographic zones specified
within the TSO refer to the area of the event, or the position of a resource or mission, however
it is likely that the TSO will be accessed over a wider area thaoftkttz¢ event itself to

enable the responders en route to be briefed on the incident.

A 3.4 TSO Component Distribution

It is proposed to treat the TSO as being split into five components, and to apply separate
access policies to each:
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1 Event identification - given bythe ContextEvent and Event/Eveitype elements, as
this is the basic information needed to identity what is happening;
1 Event Location - giving its location (Event/Everibcation) and relationship to other
events (Event.Maheventrelation & Event.Othereventrelation);
1 Casualties- giving estimates of different classes of injured and dead
(Event/Casualties) and people to evacuate (Event/Evacuees);
1 Resources giving the identity and location of the resources involved in the event
(Resourcesrad subobjects);
1 Missions- describing the missions planned or in progress to deal with the event,
together with the resources allocated to the mission (Missions arabpdis).
The basic rationale for this split is that, for a larger eventCttegoryl responders’ control
centres should be aware of all that is going on. Front line responders not directly involved in
the response need to be aware of the event and its location, since, for example, it may block
an access route. Front line responders tebeé aware of the missions they are involved in,
but do not necessarily need to know the details of every one at the event.

For Category2 responders, the control centres need to know about the event and its location,
but not the details of casualtiesemacuees. Only their front line responders involved in the
event need details of missions they are being sent on.

Information about casualties and evacuees would not be freely circulated, firstly, since the
initial estimates would not be reliable, and@®ly, because of the possibility of spreading
panic in the general population. Release of casualty figures to the media would be through
media liaison officers, rather than feeding the press raw data.

One potential development on the emergency respomsaindas the distribution of alerts by
area broadcast over the mobile phone network, using the G#EiS Common Alerting
Protocol (CAP). This is part of the EDXL family of messages, and has been adopted as a
standard by the ITU (International Telegraphaii Potential uses include ordering civilian
evacuation over an area, or askingaity responders to report or to check an emergency
response web site. Again, information would not be fed to the alert system by the TSO, but
filtered through a liaison press.

The aim of splitting the TSO is therefore to tailor the information available to the information
needs of the various parties with access to the TSO.

A 3.5.1Mechanisms and the TSO

Access to the TSO has been described above as the TSO beingbroadc an area. Other
possibilities are that the TSO is sent to a particular distribution list, or that users poll in to a
central system. However, in terms of access control to the content of the TSO, the
requirement is not changed by the mechanismlugiwthe TSO is delivered.

Further, the central system could choose to filter the TSOs before distribution, and distribute
the according to the information needs of the user. However, the information needs of the user
may be location dependent, and wilbcige as the event progresses. That is, from the

viewpoint of access policy, this is a question about the enforcement mechanism for filtering,
rather that policy requirements.

The need to apply different policies to different parts of the TSO is equitalkaving an
application that unpacks several documents with separate policies attached, or to multiple
applications, each of which extracts a particular section of the document. The difference
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between a TSO reader and an application oriented to applgiicgep to a single file is that

either the TSO may need to make multiple requests for access keys, one for each part of the
TSO, or that the enforcement point may need to issue multiple access keys, depending on
which parts of the TSO are authorised ading. This is a question of architecture rather

than access policy requirements.

A 3.5.2TSO and Metadata

The working assumption is that the TSO contains its own access contradatetd hat is,

the policy for access to TSO data uses data withiff 8@ to decide whether access is
permitted. For example, any responder witthie outer cordon of an evembuld need to

know where the boundary was, if only to evacuate themselves; the TSO contains the event
boundary, and a policy would allow any responalkose location (from GPS) was inside the
boundary to decode the event information.

A priori, policies may be based on the following:

1 The security classification of the event;
1 The event mode (live, test, etc)
1 The type of event:
0 the scale;
o the type of evenffire, medical, etc)
o the type of locationgg events involving railways need to be notified to the
train operators);
o0 the type of things involved (vehicles, animals, etc)
o0 potential side effects, such as pollution or evacuation;
The geographical locatiorf the event and any surrounding zones;
The organization of the TSO originator or the responder;
The organizational role of the responder;
The specific identity of a responder;
The resource type of the responder;
The duties/missions of a responder;
Most fields corresponding to needed elements are carried by the TSO. Those not covered
(except the transmitting organization) are specific to the responder, however, since the TSO is
a general message, it would not be used to carry role or responder organpatificn s
messages.

The majority of the information in the TSOdentained as codeather than free textwith
the codes taken from a set of controlled tables. Consequently such data is available for
straightforward automatic processing, since its reptasien is fixed.

E N

Further, the code tables are hierarchical, which allows organizations to subtype the classes
they represent to provide more specific subtypes where needed. A consequence of this is that
policies will need to specify what type of hierardhgversals will be allowed when

calculating policy fulfilment. For example, a police force resource may identify itself as a
fire-armsofficer, aCategorynot in the TSO code dictionary, but which can be defined as a
subclass opolice-officer. A policy shting that the information is available tpalice-officer

would be satisfied by someone who is classedf@s-armsofficer using the traversal rule

"valid for any subclass". However, a policy permitting accesdite-armsofficer would not
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allow acess to someone who recorded asl&ce officer, that is, the rule "not valid for a
superclass" applies.

Appendix 4. UK Legislation

This appendixpresents some brief notes on the UK legislation of possible relevance to the
BAE Consequence work. It attempts to patke act within the context of the BAE crisis
management scenario. Each section summarises the scope of the legislation and inserts
additional opinions on the possible motivations and its intended uses.

This report has not included the oriditegislationdocument itselfThe UK government
generally provides guideline documents that describe idegal terms the requirements of
the legislation in a format that is accessibl¢hose affected by the adthis has been the
primary source of information fdhis report.

The following legislation is relevant:

Title Description

Civil Contingencies Act 2004 Duties on local government and other responders in the event of
emergencies/disasters

Data Protection Act 1998 For the lawful processing and managnof individuals data.

Crime and Disorder Act 1998 Defines duties for the police and local government for preventing

crime and disorder
Table AT4.1 Relevant UK Legislation

In the followingsectiors we review the relevant UK legislation concerning infiation
management and information sharing that is relevant to emergency scenarios.

Civil Contingencies Act 2004 (C@ 04)

The UK Governmenprovides simplifiedyuidelines to help the various responder agencies to
understand the implications ofd2 04, suchas @,5]: these have been the main sources of
material in this section. The author is not a legal expert and time constraints prevent him
from delving into the legal details further of this acttlsis report should be considered to be
provisionaland subject to review

The actputs a statutory duty on organisationptepare for, identify and contaihe effects
of a major disaster, terrorist attack or any event that threstehsruptthelif e of the UK.
One concern is that dfata sharing betweesoc a | CatedorytbanddCategory26
responders.Categoryl concerns not only emergency agensigsh as Police, Ambulance
and Firethemselves, but also local government, customs (air arposisa and environment
agencies.Category?2 agenciesncludes utilities (water, electric, gas, telecoms), highway
agencies and strategic health authortssneof which are commercial organisations in the
UK. Some of theCategory2 may decide to take ngsnsibility for emergency response in
their areaof responsibilityand may need to liaise informally wi@ategoryl agencies to
ensure ceordinated response. If these informal requests for information@ategoryl are
denied byCategory2, then a forral request may be submitted.

Both classes of responders sit on a Local Resilience Forum (LRF) or at a regional level on a
Regional Resilience Forum and both may be used to submit requests, possibly with other
responders.

Categoryl responders have a stattry duty to:
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