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Executive Summary

This report describes the evaluatidraa implemented research prototype application developed

within the Framework for context aware datntric information sharing produced in the

Consequence project. The domain of the application is to provide controlled usage and secure access
to STFC seentific data.

STFC operates large scientific facilities for the UK research commiueity.synchrotrons, neutron
sources, satellites, and petawatt lasers. These facilities produce vast volumes of scientific data under
public and commercial funding. Theacilities are used by collaborative teams of researchers from
different universitiesad companies lead hyrincipal investigata. Scientific funding bodies wish to
maintain data security for the principal investigator to gain the scientific rewadtdsancial beefits

which can result from their researathile also opening up data access to encourage:

9 validation of analyses by other scientists,
1 reuse of data for secondary studies,
1 use of the data for other analyses not considered by its creator.

In order to open up data access the data management systems which support science have to
implement more precise control over the datavhich they are responsibl€he Consequence
Framework is based on legally binding Data Sharing Agreements (DSA)dreeméerprises such as
facility providers, universiis and companies. It provides a methodologgls and application
programner interfaces (API) to allow the drafting @DSA, and théechnicalenforcement of the data
management policies in theifhe wlicies address authorisation, prohibition and obligations on
parties to the DSA. The enforcement addresses belin@and offline access to, and usage of the
data.

The STFCprototype application supports searching, downloading and usage of sciaattfigithin
the Consequence Framework.

The application is evaluated for its conformance to security, usability, technical and business
requirements.

The Consequence project took several technologies which havedoeetlyreported in the computer
scienceesearch literaturand integrate them together into a single framework which the prototype
incorporated. An ambitiousim was to move these technologies fraratate of being reported

individually in the research literatute beingable to be incorporateby norexpert develogrs into
demonstration project3 he evaluation shows that many of the technical requirements of the project

have been met. The technologies which have been combined include ontology editors and software
engineering formal methodsdis which require explanation to most potential users not only at a

detailed level but also at a deep conceptual level, since the functions they perform are completely

novel to the target audience. Other technical issues (e.g. data policies for dedydhdatbeen

addressed in the Framework and as research topics which have been published in the computer science
literature, but have not been included in the implemented prototype. As a residressinghese

ambitious technical objectivesithin theproject there are weaknesses in the usability of the system

and in the completeness and accuracy of the technical documentation. These weaknesses have resulted
in a prototype whiclilemonstrateow the technologies operate together, but not a toolsehwhit

be used by new users to develop their own demonstrators without additional support.

Recommendations are made throughout the report of future work which needs to be undertaken to
move the technology forward towards adoption and assimilation intomdatagement systems.
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1. Introduction

This documentdescribegshee v a | u at i $haringoSensitivé 8cierfific Dataest bed
The test bedises a multbrganisation research projectdmucturebasedbiology to highlight
the data sharing requirementssicientific researclasgathered from practising scientists and
providers of STFC largeesearch facilies.

This section is a general introduction to the STFC, the scientific issues it addresses and how
they relate to data managemeiihe Science and Fdities Research Counci{STFC)
provideslarge scale research facilities for UK researchers to use in the UK and overseas. In
either case the facilities themselves are usually international partnerships with research
organisations around the world. UK resdeers use these facilities to produce scientific data
which they wish to analyse at a later date, and which they will use as part of scientific
research studies which usually result in academic research publications and sometimes
patents. The facilitiesrpvided include those used in Astronomy and Particle Physics as well
as in the general structural sciences.

In the structural sciences facilities are used to determine the structure of materials which
usually have an impact in microelectronics or biosmsn The most famous structure
investigatedusing STFC facilitieds the structure of the ribosome in all human cells. The
ribosome is a very complex molecule which operates as a protein factory, obeying the
commands of RNA messages from ta#l nucleus o create proteins required by the cell.

Figure 1: Structure of the human ribosome.
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Venkatraman RamakrishnafhtheMRC Laboratory of Molecular Biology, Cambridgeas
awarded the 2009 Nobel Prize for chemistry for determining the structure of teemi&oHe

used several neutron and synchrotron light sources in Europe and the USA to collect his data,
and then used several ssygemputersin the UK and USA to determine and model its

structure. The data had to be shared by a large team of supporirtehffesent institutions,
including what is now the STFC Daresbury Laboratory where he used the Synchrotron
Radiation SourcéSRS)and supercomputer provision.

In astronomy, the discovery in 2004 of the dwarf pldri3&108 Haumemn the Kuiper belt

with a mass on¢hird the mass of Pluto illustrates another aspect of the sensitivity of

scientific data. Its discoverywéissta nnounced by Jos® Luis Ortiz
from the Sierra Nevada ObservatamySpain who laid claim to the scientific aghement.

Michael Brown of the California Institute of Technologyiginally indicated his support for

Ortiz's team being given credit for the discovery of Haumea. However, further investigation
showed that a website containing archives of where Brovars'sdelescopes had been

pointed while tracking Haumea had been accessed eight times in the three days preceding
Ortiz's announcement, by computers with IP addresses that were traced back to the website of
the I nstituto de Ast mstdte?lobAstio@hysidseof Addaldsza), uc 2 a ( C
where Ortiz works, and tomail messages sent by Ortiz and his student. These website

accesses came a week after Brown had published an abstract for an upcoming conference talk
at which he had planned to announcediscovery of Haumea; the abstract referred to

Haumea by a code that was the same code used in the online telescope logs; and the
Andalusia computers had accessed the logs containing that code directly, as would be the case
after an internet search, witlitogoing through the home page or other pages of the archives

The scientific community generally recognises Michael Brown as the discoverer of the dwarf
planet, and considers the actions of Ortiz and his team to have been unethical.

Figure 2: Keck telescope image of Haumea and its two moons.ddika is above Haumea (centre), and

Namaka is directly below.

In the case ofenkatraman Ramakrishnascientific data about the structure of the ribosome

was shared with large teams who supported his work, yet there was no leak of the data, and he
legitimately achieved scientific reward. In the case of Haumea, data did leak out and there

was a questionable claim of discovery which has tarnished the reputation of all those involved

T even those who are clearly innocent.
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Scientific discoveries resulting fmothe analysis of data collected at facilities of the class
operated by the STFC can result in considerable scientific value, and further down the value
chain, considerable business profits from new drugs and new microelectronics materials.

Historically sientific data has been protected by the limited information technology

controlled by the principal investigator on each individual study who has maintained it
themselves. Although this local approach has maintained security, it has also limited access to
the data, preventing validation of analyses by other scientists, reuse of data for secondary
studies, and use of the data for other analyses not considered by its creator. Today scientific
funding bodies wish to open up access to data to promote theseislee while maintaining

data security for the principal investigator to gain the scientific awards and financial benefits
which can result from it. This need to open up data access while controlling its usage has lead
to large scientific data centres whirequire policy based management of the data.
Consequence provides a policy based solution to this problamreport describes the

evaluation of the Consequence framework and tools as a method to control the data, rather
than either totally limiting ecess or totally opening it to all.

Details of the STFC application and the three use cases were presented in the deligetable
in December 2008 [1]. The details presented there will not be repeated here unless they have
changed over the two interveniggars, or are necessary to explain the evaluation.

This report continues with a brief description of the problem addressed and the scenario to be
addressed in section 3, followed by a description of the prototype architecture in section 4,
then the evalu#on procedure and results in section 5. The report ends with a conclusion of
the evaluation and recommendations for future work in Section 6.
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2. Problem Statement and Scenario

In a knowledgebased society, access to exclusive information confers competitive
advantages. Public funding agencies and research organisations, including STFC, are keen to
foster online community research resources in order to maximise access, to promate inter
disciplinary and cumulative research. In the academic domain, datagdriem publicly

funded research is considered public asset. According to guidelines of the Organisation for
Economic Ceoperation and Development (OECD), this resource should be made openly
available to the maximum extent possible. This principle yndgrthe agenda of the
coalition of UK Research Councils (RCUK) to enrich society and contribute to the national
economy through leveraging research to promotewledge transfer and innovation
However, to encourage a free flow of research data, thest Imeusufficient safeguards to
protect a contributor s i ntwhkidh| after aly mdtivate | ai ms
research and innovation. Moreover, there may be legislation such as the Data Protection Act
(DPA) 1998 which governs the publicatiof information. For instance, research involving

the use of National Health Service (NHS) patient data must be anonymised before public
release to protect the privacy of the human data subjects. Similarly, stakeholders to the
research data may themsedveave specific policies or requirements which limit how the data

can be shared. For example, the STISCS and Diamond Light SourcgDLS) facilities

require that experimental data obtained on their facilities by publidged projects be
released intdhe public domain after an initial period of exclusive (smbargo period) It is

sharing data during this exclusive time window that presents the biggest challenge to data
owners and providers. The data owners may have commercial patents or schintéely a
pending and these would be invalidated by prior publication of the data. The challenge is how
to protect data ownerso intellectual propert
that may stifle data exchange and impede researcht@siviOnce academic data is released

into the public domain, there is generally little concern regarding access. The emphasis is
shifted towards securing data integrity and to track derived data for IPR or quality
management purposes.

As a pragmatic sotion, stakeholders commonly use legally binding data sharing agreements

to control how their data is shared and disseminated. These agreements contain policy
statements on the access, usage conditions and obligations for specific sets of data as well as
references to external data sharing policies or protocols, like those of the funding agency and
university hosts. Such agreements are usually drafted by senior managers and lawyers to
express what can be decided in court should a breach occur. Enforcegamérally left to

the discretion of the data owners, publishargl providers. In the academic domain,
enforcement may range from simple mutual trust between individual researchers on one end
of the spectrum, with data consumers expected to voluntbgerve the ethical and legal
obligations pertaining to the data; to a complete lack of trust at the other end, with sensitive
data secreted away on private repositories accessible to the selected few. A system based on
mutual trust is simple to operabeit not adequate to prove compliance as obligated by many
data sharing policies or regulatory legislation. For instance, DPA requires an organisation to
deploy appropriate technical and organisational security measures when processing personal
data. Thedata processor must be able to demonstrate that such measures exist or risks
prosecution. Similarly, there are many aspects in data sharing agreements relating to usage
that are not addressed by a simple grant or no grant type access control systerstarias,

a welkknown drug company only uses approved, -eefitained High Performance
Computing (HPC) infrastructures to run simulations involving proprietary data; computing
grids with nodes distributed across administrative domains are considereskyoo
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Inter-disciplinary study and collaborative research with industry is changing the way
researchers interact, share data and malRige With increasing commercial exploitation

and ambitious international experiments tackling grand researchrdesleresearch data is
becoming too expensive or even impossible to replace. To promote a free flow of research
data in this complex environment, there is a need for a secure data sharing and dissemination
framework that addresses issues such as ceatee usage and obligations, data integrity,
derived data, privacy and confidentiality.

2.1. Business Context

In 2010 there were many industry commentators predicting the forthcoming data tsunami:

iWe managed to create 800, OaBtQearpaecordiny yotastgdy of di gi t al
released today by IDC and EMC Corp.. The annual survey forecasts that the creation of digital

data will increase to 1.2 million petabytés or 1.2 zettabyte® by the end of this year. (A

petabyte is the equivalent of a &taxf DVDs stretching from here to the moon.) And by 2020,

webll have created 8®mmutcthi offi ohagi gabyhesicl odadt &0]

Specifically in science thidata delugdas been projected by several sources [6][7], based on
the growth in d& from large scientific facilities such as those operated by the $BEE the
figure below for the NICE synchrotron.

Yearly Data Creation on NICE

-350

— -300

=250

—— -200

10'"° Bytes)

—-150

TBytes (1TB

Figure 3: In Grenoble, the European Synchrotron Radiation Facility is a supermicroscope studying
anything from the propagation of cracks in steel to the surface proteins on the influenza virus. in the
decade to 2007, its annual data output rose more than a hundrdald. And it is just one of about 50
synchrotrons world-wide.

Given the consensus thatientific data management needs going to grow exponentially in
the next decade, STFC has an urgent need to plan its infrastructure to manage this effectively
so that the data curation costs are not overwhelming.
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One aspect of scientific data management that is of concern is sddatéaysecurity (as

illustrated in the introduction to thigpor) has not been a primary concern of scientific data
management so far. But with the planned centralisation of scientific data management and the
opening of scientific data to wider accessgagied in the introduction) this becomes a

concern. This change for scientific data is not unique. As illustrated by the figures below,

there is not only a projected growth in data volume, but also a growing demand for higher
security levels on the bulk tfie data in the digital universe over the next decade (from [5]).

The Need for Information Security
Percentage of the Digital Universe

0%

0%
[ [e—

@ Confidential
Custodial
Compliance

10% 4 Privacy

2010 2020
Source: IDC Digital Universa Study, sponsored by EMC, May 2010

Figure 4: Projected changes in future security needs

Unprotected Data Needing Protection

Exabytes

13,000

18,000

14,000 Unprotected
m202l=
Size of Entire
Digital
Universe in

2018

P =#-D3ta Needing Protection
== ata Actually Protected
10,000
8000
000

4000

P

Source: |DC Digital Universe Study, sponsored by EMC, May 2010

Figure 5: The growing gap between the data that needs protecting and that which actually is.

This growth in both data volume asdcurity requirements requires an approach to data
security which is more efficient than previously used to control costs.

Policy based security appears to meet this need. However, as the figure belovitshows,
problem being addressed is not only a tedbgical one, but a human issue.
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Fig. 2 : “How would you describe the corporate approach to
security?”

We outsource it to an expert

[t's @ human issue third party (4%)

requiring policy rather than
technology (50%)

It is a technology problem
needing technology
solutions (31%)

|

We patch security
problems as and when
they arise (15%)

Figure 6: Survey of respondents to &omputingsurvey of 115 IT professionals working in enterprises of
all sizes, with responsibility for security issueq2]

From the perspective of the business of the STFC thegecpoos make it clear that a
solution to data management security which addresses both the technological solution and a
human social one is crucial. Section 5.4 near the end of this report will evaluate whether the
Consequence framework and tools meet boginess need.

2.2. Scenario Story

The story behind the scenario is that STFC provides facilities to teams of scientists who bring
samples of materials (often a crystal which a PhD student has spent 2 years purifying) to our
facilities. The sample is loadedhto one of the instraents on one of the beamlines.
Subatomic particleare bombarded at the samphdich are then detected by the instrument
which gives information about the structure of the sample material. This data is stored in the
STFC scientific dea infrastructure for members of the scientific teanddwnload so that

they camanalysadt locally, and produce models of its structure which they will usually publish

in the scientific literature. There may be a delay of several years before suchtpubiihile

drug discovery or other work to exploit the result is undertaken. During this period, the
members of the scientific team will download data to their local machines to use different
pieces of software on it. The main piece of software will BeI@AT client tool, although
Mantid and other analysis tools may also be used.
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Figure 7: 33 instruments on the beamlines emanating from the 2 tget stations of the ISIS facility.

MX Monochromatic MX

MX: Macromolecular Crystallography
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Soft X-ray Microscopy

High throughput SAXS
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JEEP: Joint Engineering,
Environmental and Pracessing

X-Ray Coherence and
Imaging

Figure 8: 26 instruments on the beamlines of the Diamond Light Smce (DLS) synchrotron facility .

Materials & Magnetism

Extreme Conditions

Before the experiment can take place a Data Sharing Agreement (DSA) must be in place
between the STFC and each organisation involved in the research team to ensure the
appropriate policies are in place to manage the data the experiment. These usually
include a period during which access to the data is embargoed for anybody except the project
team. This period is usually 3 years, although this can be altered in the specific DSA.

After the experiment and the embargo pdrhave elapsed, the data usually reverts to being
accessible to all users of the STFC facilities and other guests. Guesinasebe anybody

who provides enough information that their identity can be identified and their system usage
monitored.
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2.3. Stakehoters

When the ISIS neutron and muon facility or the Diamond Light Source (DLS) synchrotron
(photon) facility are used to provide data on the structure of a material, there are several
stakeholders who need to be considered from different parts of thefecigacycle:

1. Principle Investigator (PI) of experimental team
Co-investigator in the experimental tednpartner organisation
Beamline scientist for STFC facility

Manager at Pl organisation

Manager from partner organisation

Manager of STFC facility ganisation

Lawyers for the managers

© N o ok~ DN

Manager atdnding body of the PI

The first three in this list are individuals who will require access to data. The remaining five
are individuals who will be involved in the draftingtbe DSA.

2.4. Use Cases

Three useases have been examined and used togedyth initial requirementsr design
and theevaluation of the Consequence prototype. The three cases atideesstages in the
lifecycle of the DSA and its usage:

1 DSA Agreement Specificatign
i searching anetadata ineééx and downloading a data file, Server Based Data Sharing,
1 using thedata file online and offline, Peer to Peer data sharing.

Each of the three egases is described below, providing details of the problem addressed,
how Consequence solves f®blem and the use of context information in the evaluation.

2.4.1. Use Case 1. DSA Agreement Specification

This use cases addresses the process of creating a legally binding DSA, and establishing the
technical mechanism to enforce policies which are incorpibratg.

The current method used in STFC to do this involves two main stages: managers and lawyers
draft data sharing agreements, then technical staff examine the agreement to derive security
policies that can be entered into existing data access ceystems.

The use case breaks down into three stages which are addressed below in turn:
1. Authoring the DSA
2. Analysing the DSA
3. Mapping and deploying the DSA for enforcement

There can be an iteration between the first twihe$e stages to edit the DSAhEresults of
the analysis are unsatisfactory.
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2.4.1.1. Authoring the DSA

The stage of authoring the DSA in turn breaks down into three stages, each of which is
addressed below:

1. Creating the DSA vocabulary

2. Mapping the DSA vocabulary to the application vocabulary

3. DSA Policy Authoringusing the defined vocabulary
Creating the DSA vocabulary

The vocabul ary for the DSA must be created
OWL V1 file.

It is unreasonable to expect a manager to precisely define a vocabularyawitimtology
tool. If an ontology and vocabulary are created by a technical expert then they can be slightly
modified if required by a technically able manager but this is the most which can be expected.

sensitive_data_vocabulary Protégé 3.4.4  (file:\C:\Documents%20and%20Settings\mdw7 3\My%20Documents\Consequencelcommon\WP2%20Data. .. g@

File Edit Project OWL Reasoning Code Tools ‘Window Collaboration Help

DeE tBE wad ¢ BEE <> @protégé

\/ @ Metadata(sensitive_data_vocabulary.owl) r@ OWLClasses r M Properties I @ Individuals I = Forms |

For Project: @ sensitive_data_vocabulary [ Inferred View

Asserted Hierarchy & tg'> % Lj ‘ig ﬁ & riE [JAnno(ations

Property | Yalue ] Lang l

owl: Thing [~
v upvoc: Action 3 rdfs:comment
v © 2ccess (=] roifs:label experimental data en
@ Dowvnload
@ Read
v @ Transform

@ Fiter
@ Merge (ﬁ @ % & Asserted Conditions
NECESSARY & SUFFICIENT
@ Mocify S o
SSARY

@ view | | |® Datacategory

-

-

@ visuslize
@ wirite
@ Log
@ Notify
¥ upvoc:PresentableYocabularyttem
» @ sccess
@ CurrentTime
» @ Data
v O DataCategory
@ DerivedData L
v 0 ExperimentalData @ %‘ 6& % % @0 pisjoints
0 ImageDsta
@ InvestigationMetadata
@ NumericalData

» @ Date
@ Event
@ Icon [~
I:E] B P AR S B & ® e (® Logic View () Properties View

Figure 9: GUI to the P r o t oBtgld®y editor showing the objectfiexperimental datad which is a type of
fiData Categoryd
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< - sensitive_data vocabulary test Protégé 3.3.1 (file:/home/marco/code/eclipse_galileo/ConsequenceOntology/src/data/sensitive_data_vocabulary_test.pprj, OWL / RDF Files; v ¢ x
File Edit Project OWL Code Tools Window TGVizTab Help

NeE B0 wmad ¢ BEE <> <gpmégé

(@ Metadata (sensitive_..y_testowl) | ' OWLClasses | W Properties | 4 Individuals | = Forms | TGVizTab

S Do :!_':seareh} | Radius[2 ~[[zoom — ~[ [4] | | T»]
=

Publicuser™

Proj ect®

» @ Organization
@ Experiment person”

» @ Data
@ Project

» @ Duration Experinent —  patd

» @ LegalContract
@ Experimentalstation Principal Investigator®
» @ Person
» @ DataCategory
@ \dentifier
> @ Role

» @ ContextProperty User

® Event \ L
@ System Location®
ExperinentalStationg Identifie E

CoTnvestigator®

Organization”

a 7 IT» PO

FacilityProvider

INSTANCE BROWSER

For Class: @ ExperimentalStation BeanllineScientist®

MaME A W % @ X v

[T

& [ 77z 5]

Figure 10: Example of a concept in the ontologyn the P r o t t@®lg Bxperimental Station(in green in the
figure) is hidden from the user vocabulary but is used to define terms whichravisible which it is linked
to in the figure.

TheR ot ®g® editor will allow the concepts in
concepts will be made visiblsvocabulary items which can be used in the DSA itself.-Non
visible concepts are ad to constrain the meaning of terms in the ontology.

Configuration Manager

File
Attribute | Authority | CredType | Credential | Role | Term Mapping |
Value Maps to
subject authn -
ImageData image
InvestigationMetadata investigation_metadata
NumericalData numerical 3
Download download T
Read read
Write write
View view |
Visualize visualise
isBefare isBefore
CurrentTime currentTimeq)
-

Figure 11: GUI to enter mappings from DSA vocabulary defined in theP r o t oBtglagy to the
application vocabulary defined in the metadata manager.

Once the domain ontology and DSA vocabulary ariindé it is necessary to define the
mapping of these terms to the actual terms used in the application. Since the application may
be preexisting, it is not reasonable to expect that it will use the terms in the DSA. A GUI is
provided to support the entof this mapping.
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Authoring the DSA

Once the DSA vocabulary is defined it is possible to draft the DSA policies using that
vocabulary.

To do this the DSALifecycle Manager is opened arudeate new STFC DS selected to
open the DSA Authoring tool.

Home Welcome BAES-CON-DSAWF 1\Administrator v | @

il sTFC This Site: STRC vl [B] advanced Search

BAES
I view allsite Content M Home > sTFC

STFC DSA Site for 1st Consequence protoype

Links to DSA documents

@ Create New STFC DSA
o Edit STFC test3 DSA
o Analyse STFC test3 DSA

@& Add new link

Figure 12 The DSA Lifecycle Manager

The DSA Authoring tool allows the user to enter declarations of the start and end date of the
DSA, the parties etc.., and to draft the DSA policies as authorisations, obligations or
prohibitions.

o]
IF a Data hasPrincipalinvestigator a Set AND a User hasRele a Principallnvestigator AND that User in that Set THEN that User (BN Access that = b
Data | Eave
IF a Data hasCoinvestigator a Set AND a User hasRole a Colnvestigator AND that User in that Set THEN that User CAN Access that Data ;, 14
IF a Data has as data category almageData AND that Data hasBeamlineScientist a Set AND a User hasRole a BeamlineScientist AND that J 1
User in that Set THEN that User CAN Read that Data
IF aData hasEmbargoEndDate a EmbargoEndDate AND a CurrentTime isAfter that EmbargoEndDate AND a User hasRole a PublicUser THEN that ~ _ |'
User CAN Access that Data
IF a Data has as data category experimental data AND
Add
Obligations
IF a User hasRole a PublicUser AND a NexusFile has as data category experimental data AND that NexusFile hasPrincipalinvestigater a j P :
Set AND a User hasRole a Principalinvestigator AND that User in that Set THEN a System MUST Notify that User
IF aUser hasRole a PublicUser AND a NexusFile has as data category experimental data THEN AFTER that User Read that j P o
NexusFile THEN a System MUST Log a Event
Add
Prohibitions i
IF a Data has as data category a NumericalData AND a User hasRole a Principallnvestigator AND that User hasLocation a NorthKorea THEN that ;l o
User CANNOT Access that Data
IF a Data has as data category a NumericalData AND a User hasRole a Principalinvestigator AND that User hasLocation alran THEN that _“J 13
User CANNOT Access that Data =
Add o6l

Figure 13: DSA Authoring tool highlighting references made in policies.
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a BeamlineScientist has no definition  p Change 2

Show references ] Save |

Authorizations

IF a Data hasPrincipalinvestigator a Set AND a User hasRole a Principalinvestigator AND that User in that Set THEN that User CAN Access that i g
Data

IF a Data hasCoinvestigator a Set AND a User hasRole a Colnvestigator AND that User in that Set THEN that User CAN Access that Data GO .22
IF a Data has as data category aImageData AND that Data hasBeamlineScientist a Set AND a User hasRole a BeamlineScientist AND that o || 1e
User in that Set THEN that User CAN Read that Data

IF a Data hasEmbargoEndDate a EmbargoEndDate AND a CurrentTime isAfter that EmbargoEndDate AND a User hasRole a PublicUser THEN that ' |/ o)
User CAN Access that Data

Add
Obligations
IF a User hasRcle a PublicUser AND a NexusFile has as data category experimental data AND that NexusFile hasPrincipalinvestigator a ﬂ P | PR
Set AND a User hasRole a Principalinvestigator AND that User in that Set THEN a System MUST Notify that User
IF a User hasRcle a PublicUser AND a NexusFile has as data category experimental data THEN AFTER that User Read that ﬂ 1 || =
NexusFile THEN a System MUST Log a Event
Add
Prohibitions
IF a Data has as data category a NumericalData AND a User hasRole a Principallnvestigator AND that User hasLocation a NorthKorea THEN that ﬂ 11
User CANNOT Access that Data b

Figure 14: DSA Authoring tool showing authorisation, obligation and prohibition policies.

The use case is derived from the general real STFC operating procedures and policies. During
the Consequence proje8TFC has developed a set of data policies which are included in

Appendix 2.For the purpose of the use case a subset of these policies will be entered into a
DSA authoring toal

Authorisation Policies

1 Before the end of the three year embargo periodsadoethe experimental data is
restricted to the principal investigator andiowestigators.

2 After the embargo period, the experimental data may be accessed by all users.

3 Beamline scientists can access image data produced on their experimental station
Prohibition Policy

4 Access to numerical data should be denied to userther Iran or North Korea.
Obligation Policies

5 After a public user downloads dateen the systemmust notify the principal
investigator.

6 After a public user reads any datenthe systenmust log the event
Usage Policies prohibition
7 If a user does_not_ugAT thenthat user cannot visualise experimental data.

2.4.1.2. Analysing the DSA

Once the DSA is drafted, it will be analysed to check for conflicts between policie® and
determine the conditions under which access (that is read, write or download) are permitted.

The DSA Lifecycle Managewill launch the DSA Analyser with the DSA to be analysed as
shown in the screen below. Then the user will set the context propeargs\aid query which
the DSA should be analysed for, as shown in the figure below.
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DSA Analyzer

DSA:
1 ]
2 <dsa id="DSA-de31206b-0f2e-41b8-b8b3- -
5700428176£7.xml" status="AUTHORING" vocabulary-
url="nttp://baes-con-dsa-1.consequence-
project.eu:8080/sensitive_data vocabulary.owl#" version=""
xmlns="http://www.consequence-project.eu/dsa"> <title>STFC
test3 DSA<L/title>
<parties>
<organization id="ORG 2" name="Science and Technology
Facilities Council"/>
</parties>
<validity>
<startDate>2010-12-06+01:00</startDate>
<endDate>2011-06-30+02:00</endDate>
<offlineLicencesDuration>P30D</offlineLicencesDuration>
</validicy>
<data>
<datum id="DATUM X 22">
<expression language="CNL4DSA">?X 22 is-a
&lt;http://baes-con-dsa-1.consequence- 8
|

...... T e N et P e

w

'S

n

-1 m

Figure 15: The XML version of the DSA in the analysigool.

Context:

eq eval (hasembargoenddate (data,embargoenddate)) = true .
eq eval (isafter(currenttime,date)) = true .

eq eval (hasrole(user,role)) = true .

eq eval (haslocation(user,location)) = true .

W e

WMo

The property: | hasRole ‘,ﬁ
Add contextLine

Expected: | True Eﬁ v
Figure 16: Setting the context properties and query in the analysis tool.
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SUBMIT [JTable of Access A
Context
data hasembargoenddate embargoenddate
currenttime isafter date
user hasrole role
user haslocation location
Table Of Data NexusFile User Event
Access
Person
Signatory
download write read  read write download
User merge view filter modify visualize filter
visualize modify view merge
System
T aad / Qava Cantavt and Nnariac ¥:

Figure 17: Results of the DSA aalysis, showing the table of access.

If the analysis shows access can be achieved when it should not, or that access cannot be
achieved when it should, then the author can revert to the DSA authoring tool and change the
DSA policies.

Once the DSA autharg is complete the DSA Authoring Tool will save the DSA file in the
DSA Lifecycle Manageready for the next stage of the use case.

2.4.1.3. Mapping and deploying the DSA for enforcement

To perform the stages of mapping the DSA vocabulary to the application vagaand
deploying the DSA for enforcement the user must select the workflows for the DSA in the
DSA Lifecycle Manageras shown in Figure 18 below.

Figure 19 shows the different workflows which are available. The first to be performed is the
Authorisationof the DSA, which is a dummy operation since the distribution of the DSA, and
the handling of XML signatures has not been implemented in the project. This was
understood technology which will be required for an application, but which contained
insufficientresearch interest to justify its development in the project.

The workflow which sends the DSA to the mapper should be called next as shown in Figure
20.The workflow calls one mapper per domain, since each domain could operate different
applications whichiequire their own terminologyhis returns the DSA to the same place in
the workflow tool DSA store, but with the addition of extra clauses in the XML file for the
enforceable language version of the policies in EPL.

The workflow for deploying the DSA tilne policy subsystem is also shown in Figure 19.
When this is called the DSA is deployed.

The successful operation of these workflows is opaque to the user. The unsuccessful operation
of these workflows will return error messages which are shown on ttklove status screen
for each workflow. The usability of these error messages needs to be evaluated.
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This List: DSA

13

Modified

STFC test3 DSA DSA-de31206b-
0f2e-41b8-b8b3-
570b423176f7 | NEw

DSA- DSA-

mdwTest_23102010.xml mdwTest_23102010

STFC-DEMO-1.xml STFC-DEMO-1
STFC-GRENOBLE- STFC-GRENOBLE-
DEMO. xml DEMO

(D Modified By

1/13/2011 5:26 PM

11/23/2010 2:59 PM

2/11/2010 5:56 PM

3/11/2010 12:04PM

Create link
Completed

DSAWorkFlowSTFC ~ DeploymentError

BAES-CON-
DSAWF1
\Administrator

BAES-CON-
DSAWF1
\Administrator
System
Account
System
Account

Error Occurred

= 2|

Figure 18 The authored DSA in theDSA Lifecycle Manager

on STFC front page and ge

I

Welcome BAES-CON-DSAWF 1\Administrator v | @ 4

Use this page to start a new workfiow on the current item or to view the status of a running or completed workflow,

Site Actions ~

[ start a new workflow

Approval
Routes a document for approval. Approvers can approve or reject the
document, reassign the approval task, or request changes to the

document.

Create link on STFC front page and get friendly name

Send DSA to STFC Mapper

Collect Feedback
Routes a document for review, Reviewers can provids

e feedback, which is

compiled and sent to the document owner when the workflow has

completed.

Deploy to STFC policy server

I Workflows

Select a workflow for more details on the current status or history.

Name
Running Workflows

There are no currently running workflows on this item.
Completed Workflows

CrmA NOA ba OTEC Mannnr

11449011 1404 AN 141409044 17,20 D

Figure 19: The workflows for the DSA

Consequence Deliverable D6Rage22 of 69




Grant Agreemen214859 Consequence D6.4

Welcome BAES-CON-DSAW/F1\Administrator v | @
gl sTFC

This Site: STFC > [£] Advanced search
Site Actions ~

Send DSA to STFC Mapper

To initiate Send DSA to STFC Mapper, click Start.

Figure 20: Operation of each workflow to send the D& to the Mapper and to deploy it to the enforcement
service.

Welcome B 4
“ 4 NCA +~ CTT
s: Send DSA to STFC

Workflow Information

Initiator: BAES-CON-DSAWF 1\Administrator Document: DSA-de31206b-0f2e-41b8-b8b3-
570b428176f7

Started: 1/14/2011 2:32PM Status: Error Occurred

Last run: 1/14/2011 2:32PM =

If an error occurs or this workflow stops responding, it can be terminated. Terminating the workflow will set its status to Canceled and will delete a
8 Terminate this workflow now.

[ Tasks

The following tasks have been assigned to the participants in this workflow. Click a task to editit. You can also view these tasks in the list Tasks.

Q Assigned To Title Due Date

Status Outc
There are no items to show in this view of the "Tasks" list. To create a new item, dlick New” above.
I Workflow History
a View workflow reports
The following events have occurred in this workflow.
Date Occurred EventType Quser D Descriptios =
1/14/2011 2:32PM Error < Error in deserializing body of reply message for operation 'mapToEnforce', =5
1144i9011 7,37 Ana Sevne Coimbmrn Ammmiint Jin Cond NOA bn CTES Mamace = &l
] Jii 1 ]

Figure 21: The report of the DSA Lifecycle Manageron the status ofSTFC Mapper workflow, reporting
an error in the record.
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2.4.2. Use Case 2: Server-based Data Sharing

2.4.2.1. Details of the Use Case

This use case is the data access problem which can be managed by existing technology if it is
sensitive to the context variables required in the applicable data polibiesuse case was

described in D6.1 and is still consistent with that description aothie user can perform the
following five steps.

1. A user will log into the iCAT client application.
2. The user will issue a query for data on a topic of interest.

3. The server application will provide encrypted metadata relevant to the query which is
permittedby the data policies in the DSA.

4. The user will navigate through the metadata to identify data sets which meet their
requirement$or download

5. The user will download the datasets which meet their requirements.
Screen images for the five steps are shoviovhe

Fle Edt Cop amputer _Help
R A O E R | L conseavence-ena bled ICAT Demo...
# [ Tine [ Debug Erint File Window Help

Download from ICAT [x]
( Logi I Search and Download Module |
ICAT endpoint : }m st ject.eu:81811C; AT ‘v'
Username:  [sul7 |
Password:  [sessesasese ]
| LOGIN LOGOFF | GO ‘ RESET CANCEL
status message

T
Pw;d for the above
user name is
suvl7COns3q

You need to click on
the LOGIN button to
start the login

process.
Flcotclient NetBeans DE6TL__
File Edt View Navigate Source Refactor Run Debug Profle Team
98 @ & |9 @ [k =
& || Output - IcatClient (run)
Arype
37
©|E o
a|tls
| s
= o
& Localhost
K|
3 PrOP: : javaSide.timeout 10000
8| |smbcore-property: javaside.cimeous 10000 |
.| 3 Debug L | & | W untiled -pain | [ Start Erforceme... | (] stert eDotnet... |34 c - | BBYR S s

Figure 22 Screenshot of a user logging into the iCAT client application.
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“~DebugView - Not Connected =10y
Fle Edt Captre Options Computer Help

FE@ | X &= A BB D

# [ Tine [Debug Print

[l | 7X conseauence-enabled 1CAT Demo... 1 [=] 3|
File Window Help

Once you have logged [ r—— <]
in, the Search and
Download Module tab

will be enabled. e | e B

Click on that to / Select ICAT operation: |Keyword Search ‘v‘
select the download

menu. Do a keyword

search using HIV as

input. Note that Wlm
you can also use
this menu to
download a datafile.
You just need to
select the right
operation using the
drop down list.
Click on the GO
button to start the
gprocess.

File Edit View Navigate Source Refactor Run Debug Profile Team
|f 7 B & D @ oo F

5 || Output - IcatClient (run)

Search and Download

Input Message (Params): |HIV J

[\

Logged into ICAT sucessfully.

E run S
© | & |voading amBriage contiguravion.properties.
g (15 (maim) 1O ik ac e s Teaciany A ide.port s086
R ocorerropery: acimecsie.port sose
; 15 [main] INFO uk.ac.stfe. i IcatCl - property: ds 8085
c jnbcore-property: javaSide.port 8085 o
| |is (meinl mr0 wiac.stre. tent.TcasClient = _— i a wep
3 P Op: ¥: JjavaSide. P tep
§ 15 main] TNFO uk.ac.sct ient.TeatClient - i host Localhost
[[y| |mbeore-properey: aoemerside hose Localnose
15 main] DNFO uk.ac.scf TestCliens - proparty: javasida.timsour 10000
8] |smpeoreproperty: savasive.cimeou 10000 =l
-

i ==
Bistart| |3 @ | Dicakclent-teth...| K Debugttion on,..| K Debugtten - o... | () Cidevsnisensi..| Y untited-paint | (8 stort Enforceme... | [ stert Jugotiet... [34 € = |

Bomd va
Figure 23: The user will issue a query for data on a topic of interest HIV in this case.

© DebugView - Not Connected =101 ]
Flle Edt Capture Options Computer Help

E R N R conseaven
File Window Help
[ metadata DPO

bled ICAT Demo... =] B3

# [ Tine [Debug Print

Expand the metadata | Inves™ ta Node

& [ inved PSP data o yoge
DPO n0de to 1nspeCt Get/Download
the number of nodes node

(still encrypted)
in the container.
To decrypt a DPO
node, right click
on it to bring up
the context menu
and select the
Decrypt node
action.

IcatClient - NetBeans ID}

Fle Edt View Navigate Source Refactor Run Debug FProfile Team

R ES® @[m> =5

|| Output - IcatClient (run)
Jp [3%9600 (AUT-BvencQueue-01 THFO k. ac.sute. dialogs: Tearbiatog, - inside invoke Laver =
338680 (AUT-EventQueue-0] INFO uk.ac.stfc.icatclient.conponencs.vieus. ITreeView -

TraeViewijust iadded ne: dusninods

338680 (AUT-EventQueue-0] INFO uk.ac.stfc.icavclient. components.views. JTresView
338680 (AUT-EventQueue-0] INFO uk.ac.stfc.icavclient.components.views. JTresView
351664 (AUT-EventQueue-0] INFO uk.ac.stfc.icavclient.components.views. JTreeView

- root has 1 child node/s
- child node has: 2 grand child node/s
- inside Open data action.

351664 (AUT-EventQueue-0] INFO uk.ac.stfc.icatclient.components.views. JTreeViev - Inside testNexusSelection on node : metadata DPO

ff] services (7 Navigat
5 B

351664 L TFO k. ac. st vievs.TresView - selPach(0] : Koot

351664 L P, views.TresView - selPachil] : metadata DPO

351664 (AUT-EventQueus-0) INFO uk.ac.stfc. icatclient. components.views, JTrasView son : no found for the se
411931 (AUT-EventQueue-0] INFO uk.ac.stfc.icacclient.couponsnts.vieus.TreeView - metadata DPO[Investigation L mevadata Node] is selected in shquyoif;:J

8 | | B
Wistart ]@'g | D catClient -vets... | ... | 3 0eb i [ i...| Y untited-pant | B | O start me0ottet... |38 c |

(= Fies

s

Figure 24: The server application will provide encrypted metadata relevant tahe query which is
permitted by the data policies in the DSA.
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Figure 25: The user will navigate through the metadata to identify data sets which meet their
requirements for download.

Figure 26: The userhasdownloaded the datasets which meet their @quirements.
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